Tunnel (1.5 mi)

L Needle Telegraph

Messages:
train_in_tunnel!
tunnel_is_clear!
train_in_tunnel?

Signal Man

Mechanical Semaphore

INVARIANT: "There is never more than one train in the tunnel at a time"
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e Most system failures are due to unanticipated
5CeENaArios

— Failure of component (fault tolerance)
— Unexpected sequence of events

etc.
e Failures occur at interfaces

e Inconsistent interpretations at different obser-
vation points



