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XML is gaining predominance as the standard for data represertation and exchange. Accesscon-
trol for XML data is nontrivial aswitnessed from the number of accesscontrol models presented in
literature. Existing models provide the abilit y to extend accesscontrol to data aswell as structure
and enforce the specied accesscontrol via view materialization. However, view materialization

based approaches su er from update issues and maintaining such views may not be realistic.
In this context, We intro duce ACXESS(Access Control for XML with Enhanced Security Spec-
i cations), a framework for formalizing, preserting and enforcing security constraints for XML

documents. Through ACXESS, we present SSX - an algebraic view speci cation language that
provides an e ectiv e way to capture all the tree transformations achieved by existing accesscon-
trol models using a set of atomic primitiv es. We choose not to materialize the security views and
intro duce a notion of virtual security views that enforce the accessconstraints via query rewrites.
A Security Annotated Schema(SAS) is proposed as the internal representation for virtual views
expressedusing SSX and the virtual security view exposedto the user can be automatically con-
structed from the SAS. Finally, we propose a rule based rewrite algorithm (SQR) that rewrites
user XP ath queries on the security view into equivalent XQuery expressionsthat can be evaluated
against the original data, with the guarantee that the users only seeinformation in the security
view. Experimental evaluation and theoretical proofs demonstrate the capabilit y of SSX in repre-
serting the accessconstraints expressible in existing accesscontrol models and also demonstrate
the use of SAS and the SQR rewrite algorithm in enforcing the accessconstraints without view
materialization.

Categories and Subject Descriptors: H.2.7 [Information Systems ]: Database Management;
K.6.5 [Computing  Milieux ]: Management of Computing and Information Systems

General Terms: Security, Design, Algorithms

Additional Key Words and Phrases: Access Control, Materialized Views, Query translation

1. INTRODUCTION

XML hasbecomeone of the most extensively useddata represeration and data ex-
changeformats, sinceits introduction in the late 90's. The number of XML related
applications developed and under developmert is signi cant. Much of the researt
on XML has focusedon deweloping e cien t mechanismsto store and query XML
data either asa part of a relational databaseor using native XML stores. However,
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2 Mohan Senguptaand Wu

hiding sensitive data is asimportant as making the data e cien tly available, ashas
beenemphasizedand studied for decadesin relational databases.

1.1 Motivating Example

EXAMPLE 1. Let’s consider the problem of developing and conducting tests through

a Course Management System such as Oncourse’. Online tests and quizzes are

stored in XML in Oncourse using the IMS-QTI schema [IMS Global Learning Con-
sortium |. A highly simplified version of this structure is shown in Figure 1(a).

quiz

Title Author Access Assessment  objectbank

T~ N

Duration Startdate Enddate section item

item presentation hint solution

presentation hint solution
(a) Quiz Structure

quiz quiz quiz
Title Author  objectbank Title  Author solutions Title Author questionbank

N * /
7ion item solution /“Tl\

item  presentation hint presentation hint solution

presentation hint

(b.1)Student View (b.2)Statistician View (b.3)Other Instructor View

Fig. 1. Simplified tree structure for an online quiz and its security views

Several access constraints can be envisioned in the online quiz application. An
author (instructor) should have access to all elements of quizzes he/she writes (full
access). A student should only have access to current quizzes in courses that he/she
is registered for, but not have access to the solutions (conditional and unconditional
removal). Moreover, if quizzes are shared among instructors of different universi-
ties, instructors other than the authors should have access to the questions as well as
to the solutions, but potentially without the course-specific structuring (conditional
and unconditional restructuring). Finally, for summarizing purposes, a statistician

10ncourse is a part of the Sakai project involving Univ ersity of Michigan, Indiana, MIT, Stan-
ford,OKI and the uPortal Consortium.
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may have access to all the solutions. But even for someone who may have permis-
sion as both a student and as a statistician, he/she should not be able to figure out
the solution to each individual question(removal of association,).

In the currently Oncourseimplementation, the de nition of the accesscortrol
layers (from a setof 10 prede ned accessortrol pro les) are speci ed in the \view"
attribute of the elemens in the XML documert; hencea speci c elemern can only
have one unique accesslevel. This method, even though straightforward, su ers
from seweral problems. It is literal, the accessconstraints are speci ed directly in
the documert. It is static sincethere is no way to changethe accesgo speci ¢ nodes
without actually changing the data. It is also rigid, sincedi erent componerts of
an elemert cannot have di erent accesdevels. Our work provides a solution to all
of thesedrawbadks.

Materialized view basedaccesscontrol mecanism is another choice, If materi-
alized views are usedto implemert the above role-basedsecurity policy, the views
generatedwould look like those shown in Figure 1 (b).

All the security concernslisted in Example 1 are not uncommon, yet none of the
existing techniques support them fully, without actually generating (or materializ-
ing) the \views".

1.2 Challengesn XML AccessControl

At the very minimum, an accesscortrol engineshould have two principle capabili-
ties: constraint de nition and constraint enforcemen. At the constraint de nition
level, it should support a logical/declarativ e languagewith the ability to de ne the
nature of the constraints that needsto be enforced. At the constraint enforcemert
level, the accesscontrol engine must support a mechanism to ensurethat the user
does not have accessto the data that has beenblocked. Compare to the access
control methods studiesin relational databasesand object-oriented databases,new
challengesneedsto be conqueredin the cortext of XML.

(1) Data Versus Structure

Given the semi-structured nature of XML data, valuable information is con-
tained not just in the data values but alsoin the tree structure. Any access
cortrol languagefor XML should provide the DBA with the ability to cortrol

accessto both data as well asto structure. They should considerthe notion

of structure and hierarchy of XML nodes and provide meansto hide struc-

tural relationships betweennodesand the possibility of forming new structural

relationships.

(2) Static Versus Dynamic Enforcement

Accessconstraints may be specied on XML scema or XML data and the

enforcememn mecanism varies from static analysis, to data-annotated query
rewrite, to materialized views, to virtual view. The static analysisapproad is
quite useful as long as the databaseneednot be cheded to determine access
cortrol. In other words, it's dicult to enforce value based accesscortrol

and conditional accesscortrol. Furthermore even where static analysis can
be performed, the time complexity of running them is high and chedking eath

returned elemen for validity can be exponertial.
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The data-annotation approach is suitable for scenarioswherethe security levels
are relatively stable. The materialized view approach works the best when the
data is stable. While the virtual view approac trades o the time spert on
maintaining the data annotation or viewswith the time spent on query rewrite.

1.3 RelatedWorks

[[[ we may rewrite this part with contribution from Jit ]]] Seweral models of au-
thorization have been designedfor database systemssupporting the hierarchical,
network, relational and even object-oriented models of data. However these mod-
els are not adequatein meeting the demandsof semi-structured data repositories.
This section provides a brief survey of the varying notions of security proposedfor
relational and object-oriented databasesand existing measuresof accesscontrol for
XML databasesthat have beenreported in literature.

Access Control Strategies for Relational Databases The medanism for spec-
ifying security policy for relational databaseshasgenerally involved a grant/rev oke
strategy. Subsetsof a user's data, derived data, and other transformations of data
are shared by de ning a view and sharing that view. Privileges are granted to
users by the object owners or the administrator using variations of the \grant"
and \rev oke" statemerts supported in SQL. Privileges on an object, oncegranted,
may be withdrawn. Griths et.al [Griths and Wade 1976]de ned the semartics
of revocation within a shared databaseand preseried a recursive algorithm which
e ects these semartics. Upon revocation of a privilege from a user, the algorithm
revokesthe user's grants of that privilege which were made before the oldest re-
maining receipt of the privilege. Bertino et. al. [Bertino et al. 1993]extended the
revoke operation by intro ducing a non-cascadingrevoke.

Access Control Strategies for Object-Oriented Databases For object-oriented
and object-relational databasesystems,enrichments of the existing accesscortrol
authorization medcanismsto addressthe richer data models have been studied in
[Bertino 1992; Rabitti et al. 1991; Rabitti et al. 1988; Thuraisingham 1989]. Ra-
bitti et.al. [Rabitti et al. 1991]extendedthe grant/rev oke strategy to work with the
richer semartics of object-oriented databases.They provided a formal basisfor an
authorization mecanismfor ORION, a prototype object-oriented databasesystem.
They intro ducedthe notion of weak - authorizations to assistDBAs in de ning con-
straints that can be overridden by other speci cations. Jajodia and Kogan [Jajodia
and Kogan 1990] proposeda security model that takesadvantage of the encapsu-
lation paradigm which is native to object-oriented databases. The model controls
information ow by Itering the messagesransmitted betweenobjects. Every mes-
sageexdiangedbetweenobjects is intercepted by the messagelter. The message
Iter decideshow to handle the messagebasedon the security levels of the sender
and the receiver and the information encourtered in a chain of method executions.
Bertino [Bertino 1992]and Faatz et.al [Faatz and Spooner 1990]improved this idea
by introducing an authorization model that exploits methods as a mecanism for
acceszorntrol-thereby allowing for the de nition of arbitrarily complexaccessules.
The acces<ontrol model applies object interfaces(olject views) in order to restrict
user interaction with the object.

Access Control Strategies for XML The problem of accesscontrol for XML
has received comparatively little attention comparedto the plethora of literature
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available on accesscortrol for relational and object-oriented databases. XACL
[Hada and Kudo ] and XACML [OASIS ] enforced a generic method of securing
XML content by extending the grant/rev oke mechanism. The policies are enforced
via medanisms that upon an action request either grant or deny access. Suc
mecanisms are too restrictive and in reality a query must return portions of the
result that the user is authorized to accessand not just derny the ertire request.
An alternativ e approach was taken by Murata et al. [Murata et al. 2003]wherein
the querieswere executedand ead elemen of the result was cheded for security
and returned only if the user had the requisite authorization to view the elemen.
Issuesof accesscortrol inheritance, granularity of access,accessoverriding and
conict resolution have beenstudied in detail by Bertino [Bertino and Ferrari 2002]
and Damiani [Damiani et al. 2000]. Damiani et al.[Damiani et al. 2000] was one
of the rst works that utilized XPath as a meansof specifying accessconstraints.
They proposedan algorithm basedon tree labeling and annotation to compute a
security view of the data for an usergroup. But the work proposedthat the view be
materialized - a potentially complex and computationally expensiwe task. Miklau
et al. [Miklau and Suciu 2003] have studied cryptographic techniquesfor securing
XML content. They introduced the notion of keysto ensurethat published data
is visible to everybody but only understood by authorized users(ahieved by key
enciphering).

Fan et al. [Fan et al. 2004]is the most complete work on XML accesscontrol to
date. The authors introduced a notion of specifying accessconstraints by annotat-
ing a DTD which is then automatically converted to produce the actual security
model with separatesecurity views for ead usergroup. The policies were enforced
by rewriting XPath queriesand did not require materialization of individual views.
However the paper limited the de nition of viewsto either hiding a node directly
or basedon an XPath condition, and did not consideroperations involving manip-
ulation of the hierarchy and structural relationships.

1.4 Our Contributions

Summarizing the challengesin accesscontrol in XML and the pros and consof the
techniques available in the literature, our focus hereis to provide a framework in
the databaseengineto enforcesuch accessonstraints on query evaluation, without
materializing the security views.

Formally, we de ne the problem of XML security view speci cation and rewrite

as:
Given an original XML schema Sy and a sequence of primitives Sp. in a security
view specification language L that define a role-based security view Sy, develop
a framework F such that for each query q issued on Sy and each database Dy
conformed to Sy, F(SpL,Do,q)  q(Sy).

Anti-inference is not the focus of this paper and will be discussedbrie y in future
researt directions.

We proposean infrastructure for accesscontrol on XML documerts by specifying
accesgonstraints in the form of virtual security views and enforcingthe accesson-
straints via query rewrite. The main contributions of our work can be summarized
as follows:
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[W e introduce an algebraic security view speci cation language SSX, by adopt-
ing and modifying a graph editing language to enable conditionally hiding and
reorganizing XML elemens/subtrees.

|[W e propose SAS - an annotated schema to represen the security constraints
internally.

W e proposeSQR, a rule-basedsecurity query rewrite algorithm for enforcing the
accessconstraints, using only the information in the SAS.

[W e conduct extensive experimental evaluation on various benchmark databases
and prove that our technique is both e ectiv e and e cien t.

The rest of the paper is organizedas follows: we describe the infrastructure of
ACXESSin Sec.2,followed by the de nition of terms usedin the rest of the paper;
we then introduce the security view speci cation language SSX in Sec.3;the two
primary componerts of our method, viz. the annotation processand the rewrite
algorithm are discussedin Sec.4and 5, respectively; the experimental results are
preserted in Sec.6,followed by the conclusionand future work in Sec.7.

2. ACXESSSYSTEMINFRASTRUCTUREAND PRELIMINARIES

We introduce ACXESS (AccessControl for XML with Enhanced Security Speci-
cations), a framework for specifying, preserning and enforcing accessconstraints
on XML documerts. The infrastructure of ACXESS s as shown in Figure 2. The
systemcan be divided into two componerts: security view construction (on the
left) and security view based query answering (on the right).

Security View Original Schema

Specification
\ / \\‘ Rewritten Query

Security View (XQTW)

Construction

'

Security Annotated _ Security Query Rewrite
Schema (SAS)

Schema Derivation | T
.~ User Query (Xpath)

e
Security View Schema ="

Fig. 2. The Infrastructure of ACXESS

In the Security View Construction process,a security view speci cation
language SSX (Security Speci cation for XML) is used for specifying security
views. A security view is represerted internally in forms of a Security Annotated
Schema(SAS). The view schemais visible to the user group to whom the security
constraints are to be applied, and it is the only schemathat is made available to the
user group. The Security View Based Query Answering processrewrites the
userqueries(in XPath) into target queries(in XQuery) againstthe original schema
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by using the information in the SAS. The resultant XQuery expressionse ect the
accesgonstraints imposedon the usergroup and are evaluated against on the base
data.

2.1 Preliminaies

XML datais frequertly represeried asarooted node-labeledtree structure, in which
the nodesrepresen the objects (elemert (tags), elemen contents and attributes),
and the edgesrepresen the containment relationship among the objects. Formally
we de ne an XML tree asfollows

DEFINITION 1. An XML document is a treet < Vi, Ey,r¢ > over a finite alphabet
where

—W is the node set and FE is the edge set.
—ry 2 Vi is the root node of t.
—each node n 2 Vi has a label from  denoted as label(n).

DEFINITION 2. Given an XML treet < Vi, Ex,ry >, s < Vg, Es,1rs > is a subtree
of tif Vs Vi and Es = (Vs W)\ Ex.

DEFINITION 3. Given an XML tree t < Vi, Er,r¢ > and a node n 2 Vi, s <
Vs, Es, 7(8) > is the subtree rooted at n and exactly containing all its descendants ? if
r(s) = nandVs Vi and 8 descendant nodes A of n, A2 Vs and Es = (Vs Vi)\ Ex.

We call s a complete subtree of t at n, and represent it as suby.

A typical XML structure canbe represerted asatree, asshown in Figure 1. XML
structure can be speci ed using either a DTD (Documert Type De nition) or an
XML schema. For the purposeof clarity, we shall use treesto represern schema
information in the rst half of this paper, and switch to XML sdema when the
implemertation is discussed.

To facilitate the discussionin this paper, we de ne a Simple Path Expressionas
follows:

DEFINITION 4. A simple path expression(SPE) is an XPath expression of the
formp=ejljx]jpi/p2]j//p1 where p1 and py are SPEs.

In other words, an SPE is an XPath expressionwithout branching predicates.

For the purposesof de nition of the security view speci cation languagewe adopt
the de nition of "Pattern Trees'as de ned by Jagadishet.al [Jagadishet al. 2001]
to represert an XPath query on a XML documert. A pattern tree p is represened
asp < Vp, Ep,rp, retp > where Vy, By, rp, ety represen the set of vertices, edges,
the root node and the return node respectively. We also extend the notion of a
"Witness Tree' as de ned by Jagadish et.al [Jagadish et al. 2001]to represen the
evaluation of an XPath query on a XML documernt as follows:

DEFINITION 5. Given an XML tree t < Vi, Ey,r¢ > and a pattern tree p <
Vo, Ep,rp, ety >, a witness tree wit(p,t) = w < Vi, Ew,rw > is defined by a total
mapping h:p7't from the pattern tree p to the XML tree t such that:

2A descendart node of any node A is any node below A in a tree model of a document, where
\ab ove" means \to ward the root".
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—(v2 Vi, (v2 V"2 Vy(v= h(u)), i.e n matches some node in the pattern
tree p.

—(u,v) 2 By, (w2 Vi™Mv2 Vi 9mq,..mk 2 Vi((u,my) 2 Ex™,(m1,msa) 2
EN o (mi,v) 2 B) N 9wl 2 Eg M u= h(u9) ™ v= k(1Y) . ie. h preserves
the structure of p.

—retw 2 Vi N retw = h(retp).

A witnesstree contains nodesin the XML tree and satisfy the pattern. If a given
pattern can be embeddedin an XML tree in multiple ways, multiple witnesstrees
are obtained, one for each such embedding.

DEFINITION 6. Given an XML tree t < Vi, Ei,r¢ >, and a pattern tree p <
Vo, Ep, rp,rety >, we define the result obtained by evaluating p on t as eval(p,t) =

wit(p,t).

3. XML SECURITYVIEW SPECIFICAION
3.1 Securiy View Speci cation Language

Given accessconstraints sud as those in Example 1 and other similar cases,we
can summarize the basic requiremerts of a security view speci cation languageas
a languagethat should be able to achieve the following tree transformations:

(1) (conditionally) eliminate elemens/subtrees;
(2) (conditionally) break the assaiation betweenthe children of elemers;
(3) (conditionally) copy/mo ve elemens/subtrees to a higher level,

(4) (conditionally) copy/mo ve a group of elemeris/subtrees without breaking the
assaiation betweenthem;

(5) (conditionally) break the ordering betweeninstance nodes;
(6) renameelemeris/attributes;
(7) create new elemerts/attributes.

Most of theseare basicgraph editing operations asproposedin [Atzeni and Mecca
1997]. We take the core of the graph editing languageand intro duce our Security
Speci cation Languagefor XML (SSX) in the form of a set of primitiv es. 3

SSXis a security view de nition language. Each primitiv e takesan XML tree as
input, and outputs an XML tree. The semartics of the primitiv esare de ned as
follows *:
create(destSPE, newName)

The create primitiv e createsa new elemen with tag ‘newName', as a child of
ead elemeri that matchesthe “destSPE'in the input tree. Formally,

Given an input XML tree ¢, the resultant security view of the create operation
is a tree Secy: for every w 2 eval(destSPE,t), there is a new node n with labor
newName, such that n 2 Vsee, » (retw,n) 2 Esec, -
delete(destXPath)

3As a rst step towards building the framework we assumethat a schema is available for the XML
document being secured and it is acyclic.
4parameters within square brackets are optional
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The delete primitiv e removesthe subtreesrooted at the elemerts that matches
the “destXPath' in the input tree. If the root of the input XML tree matchesthe
“destXPath' expressionthen the ertire tree is removed. Formally,

Given an input XML tree ¢, the resultant security view of the delete operation
is a tree Secy: for every w 2 eval(destSPE,t), Vsec, = Vi Vaw(tr )" Esec, =
(Vt (Vt Vsub(t;r W))) \ Ei.
copy (sourceXPath, destSPE, [newName]|,[scope], [preserve])

For eadh elemert that matchesthe scope, the copy primitiv e createsan identical
copy of the subtreesrooted at the nodesthat match the “sourceXPRath' in the original
tree with respect to the “scope’, and makesthem the children of the elemerns that
match the “destSPE' with respect to the “scop' in the input tree. If a new name
(‘newName") is provided, a new elemert tag is assignedto the root elemeri of the
copied subtrees; otherwise, the original elemen tag is used. The default value for
‘scope'is /. "Presene'is a ag that speci es if the copy primitiv e should presene
(the default) or break the documert order betweeninstancesbeing copied.

[l[ the original formal de nition of copy looks too messy have not xed it yet.
1
rename(destSPE, newName)

The rename primitiv e assignsa new name (‘newName') to the elemeris that
matchesthe "destSPE'in the input tree. Formally

Givenan input XML tree ¢, the resultant security view of the create operation is
a tree Secy: for every w 2 eval(destSPE,t), rety's tag is replaced by newName
in Secy.

[[[ another way to clarify the de nition of the semartics is to give an examplefor
ead primitiv e. ][]

Tofacilitate the reading/writing of an SSXsequencea setof secondaryprimitiv es
canbe derivedfrom the primitiv es. For example, Move(sourceXPath, destSPE,
[newName], [scope], [preserve]). The parametersof the move primitiv e arethe
sameasthat of the copy primitiv e. The move primitiv e is the concatenation of the
copy primitiv e and the delete primitiv e: Move(p,d,n, s, ps) = copy(p,d,n, s, ps)
delete(p).

3.2 Specifying Securiy ViewsUsing SSX

A security view speci cation is then written in the form of a sequenceof these
primitiv es. The primitiv es are applied sequetially, and they are not necessarily
symmetric (01 02 8 02 o01). Each primitiv e takesthe result of the sub-sequence
in front of it asinput. The nal result is the security view de ned by the SSX
sequence.

[[[ we needto usedata asexample,not schema, sincethe view de nition language
really works on data and de ne view. ]]]

EXAMPLE 2. Let’s reconsider the security concerns on the quiz structure in Fx-
ample 1. Table I provides the security view specification sequences (written in SSX)
that specify the security views whose schemas are shown in Figure 1 (b). Some of
the specific capabilities of SSX can be noticed here: the conditional deletion in the
“student” level removes access to all non-active quizzes; in order to create a “flat”
version of the objectbank, the “other-instructor” level requires the creation of a node

ACM Journal Name, Vol. V, No. N, July 2006.
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[ Securit y Lev el | Securit y View De nition

delete(/quiz/Access)
delete(/quiz/Assessment)
create(/quiz,questionbank)
copy(/quiz/objectbank//item,/quiz
/questionbank,™, /quiz, false)
delete(/quiz/objectbank)
delete(/quiz/Access)
delete{/quiz/Assesment}
create(/quiz,solutions)
copy(/quiz/objectbank//item/solution,
/quiz/solutions, Y, Iquiz, false)
delete(/quiz/objectbank)
delete(/quiz/[not(Access/staridate< currdate
and Access/enddate>currdate)])
\studen t" level delete(/quiz/Access)
delete(/quiz/Assessment)
delete(/quiz/objectbank//solution)

\other-instructor" lev el

\statistician" lev el

Table I. SSX SequenceDe ning the Security Views for the AccessLevels\Other-
instructor”, \Statistician" and \Student"

followed by copying desired nodes under the new node “questionbank”; and for the
“statistician” level, the association between items and their solutions is broken by
removing the solutions from the subtree rooted at item and copying them to a new
location without preserving the order.

[[[ the following sectionthat discussthe restriction givespretty negative impres-
sion. we needto think about how to state these,or move them to appendix? ]]]

3.3 SSXRestrictions

Basedon the sematrtics of the graph editing language,a few extensionsand restric-
tions are introduced in SSX, to make sure that the XML security views speci ed
in SSX are meaningful. It should be noted that SSX is not a complete query lan-
guageor transformation language,so theserestrictions are only to ensurethat the
transformations are mainly for security speci cations. These restrictions include
the following:

(1) The scope parameter in the copy operation introducesa \grouping" e ect.
With a scoped copy, for example, we can group the test questionsby section
and grant accesgo the sameto a usergroup. In addition, we restrict the scope
of a copy operation to be an SPE that evaluatesto a common ancestorof the
elemerts that are identied by the “sourceXPath' and the “destSPE'.

(2) We restrict the destination path of create, copy and rename to be an SPE.
This meansthe parent of a newly created elemen, the elemert to be renamed,
and the destination of the copy hasto be unconditionally identied. All se-
curity speci cations that are restricted by this constraint can be expressed
alternativ ely by a sequenceof operations.

(3) Werestrict the sourcepath of the copy operation to be evaluated against the
sourcetree, rather than the input tree to the operation. This meansthat, one
cannot copy anything that hasbeenmodi ed by operations prior to the copy
operation in the SSX sequenceto a new location. This constraint alsospeci es
that the condition on the sourcepath of the copy operation hasto be evaluated
against the sourcedata. Although seemingly a limitation, this restriction is
neededto ensurethe tractabilit y of the rewrite operations.
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(4) We restrict the target node of a rename operation to be a node that has
not beenmodi ed. This restriction doesnot limit the expressiwe power of the
operations as any newly constructed node can be set to the correct name by
directly usingthe "newName'argumert of the create and the copy operations.

(5) Finally, there is an inherent chronological order among the operations, which
hasto be takeninto considerationin the accesscontrol enforcemer.

The above restrictions do not limit the expressivenessof SSX, asit restricts only

ambiguous accessconstraints and meaningful constraints can still be expressed.

The reader should note that the goal of this researt is not to mimic all possible
transformations of XML trees, but only the potential accessconstraints.

[[[ the order dependencysectionwasremoved by Jit in the rst draft, | think it is
important. our later discussionabout the ordering in SAS and in rewrite all refers
to this. ]]

4. SECURITYANNOTATED SCHEMA

The Security Speci cation Languagefor XML (SSX) de ned in the previous section
assiststhe DBA in specifying accessconstraints.

In both relational and XML databasemodels, multiple approacheshavebeenpro-
posedfor enforcing accessconstraints. The onesthat are most commonly adopted
are: post-query ltering, materialized view and query rewrite. Materialized views
have been successfullyusedin enforcing accesscortrol for XML [Bertino and Fer-
rari 2002; Damiani et al. 2000]. The main problem with this method is that it is
computationally expensiveto generateand maintain materialized viewsthat imple-
ment a security speci cation, asshowvn by Fan et al [Fan et al. 2004]. In a real-time
situation with multiple security levels and multiple views at ead level, this can be
non-realistic. Similarly, post-query Itering with static analysisto determine safe
guerieshave beenstudied by Cho et.al [Cho et al. 2002]. The time taken to ched
ead and every result node can be exponertial and this method is realizable only
becauseof the static analysisto determine “safe'queries. But it is dicult to en-
force value basedaccessortrol and conditional accessontrol. Further, evenwhere
static analysis can be performed, the time complexity of running suc algorithms
is very high. Thesedisadvantagesin post-query lItering and view materialization
make query rewriting a promising choice.

This necessitatesa mechanism to represen the virtual view as part of the meta
data. We proposethe useof schemaasthe vehiclefor such internal represenation,
to facilitate query answering and rewriting. We call such internal represeration
SAS (Security Annotated Schema). The rest of the section describes the various
annotations that make up the SAS and an algorithm to construct the same. Access
constraint enforcemen basedon query rewrites will be discussedin Section 5.

4.1 SAS

We intro duce a set of schemaannotations, to re ect the security view de nition on
the schematree structure. An annotation is a special XML node with attributes to
identify the primitiv e that causesthe modi cation and other details of the changes
performed by the primitiv e. All the annotations are assaiated with the elemen
node that was modi ed. Also note that the SSX primitiv esare applied on a XML
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Fig. 3. Security Annotated Schema of the Security Views Shown in Figure 1 (b)
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data tree and are instance dependert. To preciselyrepresen the e ect of eadh SSX
primitiv es, it is critical that the parametersof the primitiv es, such as condition in
the destPath in the delete primitiv e, are recordedinternally in SASto facilitate the
enforcemen at a later stage.

The annotations in SAS are as follows:

| Delete Annotation identi es that the node hasbeenremaoved, with additional
parameters storing the condition in casethe node was removed conditionally.

| NewNode Annotation identi es that the node hasbeennewly constructed. A
NewNode annotation with parameter “name’ can be the result of a create or
a rename operation. A copy operation also results in a NewNode annotation,
with additional parametersidentifying the “sourceRath', “scope' and whether the
ordering among subtreesis to be presened.

| Scope Stamp A node N is stamped ‘scope' if any of its descendats has the
NewNode annotation resulting from a copy operation, and its scope parameter
is a path that matchesto N.

| Dirty Stamp A node is stamped “dirty' if any of its descendais (including
itself) is annotated.

| Chronological Operation Sequence # (S#) This is a chronological se-
quence# assignedto ead operation in an SSX sequence.t re ects the potential
logical dependencyof an operation on preceding operations in the sequence.

EXAMPLE 3. The SAS that derives the ‘other-instructor’ security view tree struc-
ture in Figure 1 (b.8) is shown in Figure 3. The annotation associated with the
‘questionbank’ node reveals that it is a newly created node. Similarly the annotation
associated with the node ‘item’ indicates that it was created via the copy operation
with the source “/quiz/obje ctbank//item' and soope /quiz’. In addition, the smpe stamp
assiated with the “quiz' node re ects that it has been usel as a smpe. The Chronological
Operation Sequene # (S#) assaiated with the NewNaode annotation for “item' identi es
that it is the result of operation #4 in the SSX sequene. The delete annotations with the
conditional value setto "FALSE' indicate that the correspnding nodes have been deleted
unconditional ly. Note that a dirty stamp simply indicates that some nodesat or below that
node has been modi e d. Figure 3 also showsthe SAS assaiated with the “statistician' and
the “student' user groups respectively. The annotation assaiated with the “quiz' node in
the security annotated schemafor the “student' view reveaals that the node has been con-
ditional ly deleted with the condition “=quiz [not (Access=startdata < Access=curr date and
Access=enddate> Access=curr date)]'.

5. ENFORCINGACCESSCONSTRAINTSIN QUERY ANSWERING

The security view is de ned by an SSX sequenceand can be derived easily from
the SASthat represens the SSX sequenceand be exposedit to the end users. The
next and the most intriguing problem is to enforcesuch security constraints when
answering user queries.

In both relational and XML databasemodels, multiple approacheshavebeenpro-
posedfor enforcing accessconstraints. The onesthat are most commonly adopted
are: post-query ltering, materialized views and query rewriting. As analyzed
above, the computational complexity and other disadvantagesin post-query lter-
ing and view materialization makesquery rewriting a promising choice.

ACM Journal Name, Vol. V, No. N, July 2006.



14 Mohan Senguptaand Wu

5.1 Securiy Query Rewrite (SQR)

We chooseto rewrite the user queries against security view schema into queries
against the sourceschema. The challengeis due to the tree structure of both the
XML data and the XML query and the tree pattern matching nature of XML query
evaluation as well as the following facts about the way security constrictions are
speci ed and the manner in which the SASis constructed:

[The uncertainty introduced by the wild card “x'and *//".

[The impact of the annotations addedto a speci ¢ elemen is on the subtreerooted
at that elemen.

|[There is a partial ordering among the annotations, i.e., someannotations may
depend on others, and during query rewriting, this order cannot be violated, even
when the annotations are on di erent nodes.

|Ev enthough the annotations are on the schema, conditions (if any) have to be
ewvaluated on the data instance.

As the rst step, we assumethat the user queries are written in XPath. The
rewritten query cannot be speci ed in XPath, since XPath is not expressive enough
to handle the grouping generatedby the “scope' (speci ed in a copy primitiv e), and
doesnot havethe ability to createnew structures (speci ed in the copy, renameand
create primitiv es). Hencewe chooseXQuery asthe query languageof the rewritten
query. The unordered feature in XQuery also allows us to break the documert
order and henceprevent the possibleinferenceof relationships among siblings and
subtrees.

5.2 Securiy Query Rewrite Algorithm

The security query rewrite process(SQR) is rule-based. Given an XML database
with schema Sy, a security view V' (identi ed by SASS,), and an XPath expression
p = ti[e1]/to[ea]. .. /tnlen] @against V, where ¢;s are tags (elemen tags, attribute
name or wildcard) and ¢;s are XPath expressionsserving as branching predicates,
SQR rewrites p to ¢ such that ¢ p.

Class Rule Short Description

Path Rules Rule 1 handle branching conditions

Rule 2 handle sub-query in clean subtrees
Rule 3 handle /"

Rule 4 handle dirt y node on linear XP ath
Rule 5 handle dirt y node on the tail of XP ath
Op eration Rules Rule 6 handle unconditionally deleted node
Rule 7 handle conditionally deleted node
Rule 8 handle subtrees from copy operation
Rule 9 handle new node from create operation
Rule 10 | handle new node from rename operation

Table II. The Rewrite Rules in SQR

To facilitate the discussionof the rewrite rules and the algorithm, we de ne a
recursive procedureas follows:
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q= SQRs, (p, [v0], [vb9):: The function SQR translates an XPath query p to an
XQuery expressiong, referencingthe annotations in an SAS S, and under a speci ¢
ervironment (if apply), represeried by a set of variable-bindings vb. vb° represents
the new variable-bindings in q.

We dewelop a set of rewrite rules to transform p to ¢. The rewrite rules can
be summarized, basedon their functions in the SQR process,into path rules and
operation rules, as shown in Table I1.

The skeleton of the rewrite algorithm is preserted in Figure 4 5. The rules and
the algorithm only deals with elemers, howewer, they can be easily adapted to
handle attributes.

SQR(p:Parsed XPath, vb: Input Environment, vb':  Output Environment)
nexttoken = Obtain next token from input XPath;
if (nexttoken = /") Apply RULE3
else if (currtoken Is XPath condition c¢) Apply RULE1L ;
/[ the nexttoken is a string now.
if (nexttoken is an element) f
if (env.curnode has no children on the desired path)
_output “‘return ()",
if (env.curnode is not dirty) Apply RULE2 for HCE;
else if (annotation A in curnode)
switch
case A = ‘uncond delete": APp%{ RULES;
case A = cond delete" App ULE7;
case A = ‘copy" ApKIy RULES;
case A = _create" pply RULE9:
case A = ‘rename".  Apply RULELOQ;

g
else if (Dirty node with no annotation) AIgEJIK RULE4;
if (current element is last Token) Apply E5

?eturn q;
g/l end SQR

f

Fig. 4. The SQR Algorithm

The algorithm acceptsas input an XPath query p that needsto be rewritten.
It iterates through p and walks the SAS tree based on the tokens found in p.
Annotations, if found during the tree walk, are appropriately handled to generate
the rewritten XQuery expressiong. In the caseof a condition in the input XPath,
the condition expressionis treated as an XPath expressionand the procedureis
recursively called to generatean XQuery expressionfor the condition. Operators,
if encourtered in a condition, are substituted with equivalent XQuery operators
while literals are carried over to the XQuery expressionwithout any changes.

[[[ the following is implementation details, should be shorting into a sertence or
two if spaceis needed]]] Following the rules, the algorithm needsto be provided
with an environment that includes information sud as

Sapplying a rewrite rule consumes (part of) p and the input environment vb, generates rewritten
query expression g and new environment vb’.
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| currnode: The current node of the schema that is being processedhas to be
provided to keeptrack of the tree walk.

| current variable count (veount): This is necessaryfor keepingtrack of variable
bindings and to generatethe appropriate variable binding for ead elemert in the
XQuery expression.

| tailexpr: The tail expressionkeepstrack of the variable binding of the elemen,
with respect to which, the variable binding for the current elemen hasto be
generated.

| indelete: The “indelete' ag determines whether processingis within a delete
annotation (since deletes, especially conditional deleteshave to be handled dif-
ferently than the other operations. SeeRule 7).

In addition we keeptrack of scope paths and variables assaiated with them. We
refer to the ervironment parametersas erv.paramname, €.g., env.curnode , etc in
the algorithm. To processa user XPath query, rewrite needsto be bootstrapped
as follows:

set env{curnode = node(xs:schema), vcount=1,

tailexp=", indelete = false}
Rewrite(q)

Note that all the special caseshave not beenincluded in the algorithm because
of spacelimitations, however, the algorithm is true to the rules and exhaustive
experimentation indicates the algorithm to be a complete represenation of the
rewrite rules. The correctnessof the algorithm can be proved inductiv ely over the
rewrite rules, and is presered later in this section.

A prototype implementation of the security view de nition, schema annotation
and the SQR algorithm (compatible with XPath1.0) [Mohan et al. 2005], has been
developed using Java, JAXP and Galax [J.Simeonand M.Fernandez] and is avail-
able for download at [Mohan et al. ].

5.3 RewriteRules

The core of the security query rewrite processis the rewrite rules. A conceptual
preseration of the rules usedby SQR is provided below.

5.3.1 Path Rules. The Path Rules dealswith (sub) XPaths in the XPath query
to be rewritten, and further simplies the XPath expressionby breaking it into
parts, or keepingit asis, or rewriting it into XQuery expressions,basedon the
accessconstraints to be enforced.

[[[ there is someinconsistency on the presenration, which is w.r.t. vb. in the
above vb is the whole ervironment, including things like curnode, current variable
court, etc..... in the rules, vb is de ned asif it is only variable binding, since we
usenotions like vbs [ fi,7g. | have not thought a very good solution yet. 1]

RULE 1. Given an SAS Sy and an XPath expression p = pi1/ti[c1]/p2 under
environment vb, where p1 and p2 are sub-XPath expressions, t1 is an element tag
and ¢y is a branching predicate, taking the form of psfop p4] (please note that ‘op
p4 " is optional), the XQuery expression ¢ = SQRsg, (p, vb, vbY) is defined as follows:
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for $i in SQRg, (p1,vb,vby)

for $J in SQRS\, (tl, vby [ f’Lg7 ’Ub5)

where SQRs, (ps,vbs [ fi,jg,vb3) op
SQRSV (p47 ’Ub5 [ f’L7 .]g7 Ub4)

return - SQRg, (p2,vbs [ 1,79, vb2)

The basic idea behind this rule is that every branching predicate in an XPath
expressioncan be treated asan XPath expression,rewritten into an XQuery expres-
sion and be a part of the WHERE clausein the nal rewritten XQuery expression.
Comparison operators and any literals found in conditions can be directly usedin
the XQuery expressionwithout any translation. Therefore, we focus our discussion
on rewriting an SPE from now on.

EXAMPLE 4. Let’s consider the query ‘/quiz[Author="‘Charles’]/Title’ as applied
on the ‘other-instructor’ security view. Applying Rule 1 the condition “Author=
‘Charles’ ” must be treated as a separate XPath Expression whose equivalent rewrit-
ten XQuery Expression appears in the ‘WHERE’ clause of the final rewritten ex-
pression. This results in the generation of the following query

for $i in doc(data/quizze s.xml" )/ quiz
where SQRs, (Author,vbo [ fig,vb;) = "Charles'
return  SQRg, (T'itle,vbo [ fig, vb2)

What SQRs, (Author,vby [ fig,vb1) and SQRg, (Title,vbo [ fig, vbo) turn out
to be depends on the S .

A ‘dirty’ stamp associated with a node in the SAS identifies that either the node
itself or its descendant(s) has been modified by the SSX sequence. Before present-
ing the rewrite rule that responds to ‘dirty’ stamps, we first define the following
important notion:

DEFINITION 7. Given an SAS Sy and an SPE expression p = t1/ta...[tn, if
there exists tx, such that tx 1 has a ‘dirty’ stamp and none of tx, tk+1, ---, tn
has a ‘dirty’ stamp, we call tx the highest clean elemen (HCE) of p on Sy, and
p1 = t1/ta... [t 1 the prex path w.r.t. Sy and ps = tx/tks1.../tn the SUX
path w.r.t. Sy.

EXAMPLE 5. Let’s consider the query ‘/quiz/Author’ on the ‘student’ security
view. The node ‘quiz’ is marked ‘dirty’ while the node ‘Author’ is not. Hence the
node ‘Author’ is the HCE for the above query in the ‘student’ view. Similarly for
the query ‘/quiz/objectbank/item/hint’ the node ‘hint’ is the HCE.

RULE 2. Given an SAS Sy, and an SPE p under environment vb, if there ex-
ists an HCE on Sy such that p = p1/ps (p1 is the prefiz path w.r.t. Sy, and
pe is the suffiz path w.r.t. Sy), we define the equivalent XQuery expression q =
SQRs, (p, vb, vb9) of p as follows:

for $i in SQRg, (p1,vb,vby)
return  $i/ ps
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The notion of HCE enables us to leave the suffix path “@sis” in the rewrite.
Since the nodes below the HCE are not modified they can be directly evaluated as a
subexpression in the resultant XQuery expression without any rewrites.

EXAMPLE 6. Since both ‘Author’ and ‘Title’ are mot ‘dirty’, the intermediate
results in Example 4 can be further rewritten using Rule 2. The final rewritten
XQuery expression for /quiz[Author=‘Charles’]/Title is

for $i in doc(data/quizze s.xml" )/ quiz
where $i/Author = "Charles’
return — $i/Title

RULE 3. Given an SAS Sy, and an SPE p = p1//t/ps under environment vb,
where p1 and py are SPEs, the XQuery expression q = SQRg, (p,vb, vbY) is defined
as follows:

for $i in SQRs, (p1,vb, vbo)
return
f SQRSV (tl/p27 vbo [ flg7 ’Ubl)g,

fSQRg, (tn/p2,vbo [ fig,vbn)g

where ft1,...,tnQ are the set of paths that lead to t from the node that matches at
p1-

[[[ the rule above may not be 100%correct, at least, the rewritten query generated
by this rule turns out to be illegal queries. needa x. ]]]

Uncertainty due to /' can be handled by walking the tree and searding all
possiblepaths for the node of interest. Giventhat asa rst step, we have assumed
that the schemais acyclic, we have optimized the rewrite algorithm by ensuringthat
givena pair of nodes A" and "B', all possiblepaths from “A' to "B’ are precomputed
and stored in the SASS Hencewhen the expression’A//B' is encourtered during a
rewrite the uncertainty assaiated with the *//' expressionis resolved by obtaining
the requisite paths from the SAS. The nal rewrite is obtained as a union of the
rewrite of the various stored paths between"A' and "'B'. Similarly, Rule 3 can be
usedto handle the wild card character x'.

EXAMPLE 7. Let’s consider the query ‘//item’ as applied on the ‘student’ secu-
rity view. Looking at the SAS we can find that we can reach the ‘item’ node via the
paths */quiz/objectbank/item’ and ‘/quiz/objectbank/section/item’. Based on the
above rule the XPath query is rewritten as

return
f SQRs, (/quiz/objectbank /item,fg , vb1)g,
f SQRs, (/quiz/objectbank/section/item, g, vbs)g
The node ‘quiz’ has been conditionally deleted and hence is rewritten based on
the rule for ‘conditional delete’(Rule 7). The final rewritten XQuery expression for

‘/fitem” is

6This has been e cien tly carried out by recursively walking the tree at the end of the SAS
generation process.
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return
f

for $q in doc(data/quiz zes.x ml") /quiz
where $qg/Access/Startda te < = “currdate’

and $qg/Access/Enddate >= "currdate’
return for $g2 in $g/objectbank/ite  m
return <item> f$q2/text g f$g2/hint g </item>

g!

f
for $g3 in doc(data/quizze s.xm" )/ quiz
where $q3/Access/Startd ate < = “currdate'

and $qg3/Access/Enddat e >= "currdate’

return for $g5 in $g3/objectbank/it em
return <item> f$q5/text g f$g5/hint g </item>

g

The ‘item’ node is reconstructed based on the rule for result reconstruction that
is described below.

RULE 4. Given an SAS Sy, and an SPE p =t /t2/.../ty under environment
vb, if node ty(y < n) is ‘dirty’ without any annotations then we can directly proceed
to the next element in the path. The XQuery expression ¢ = SQRg, (p,vb, vb9) s
defined as follows:

for $i in SQRSV (tl/tQ e /ty 1, Ub, ’l}bo)/ty
return  SQRg, (ty11/../tn,vbo [ fig,vb1)

EXAMPLE 8. Let’s consider the expression ‘/quiz/Author’ on the ‘other-instructor’
security view. Since the node ‘quiz’ has been marked ‘dirty’, but otherwise has no
annotations on it, we can directly proceed to the next element.

for $q in doc( data/quizze s.xml" )/ quiz
return  SQRs, (Author, f $¢g, vb1)

The resultant XQuery Expression is
for $q in doc( data/quizze s.xml" )/ quiz
return  $qg/Author

RULE 5. Given an SAS Sy and an SPEp = t1/ta... [tn under environment vb,
if tn is ‘dirty’ and has children cldy,. . . cldy in Sy, the equivalent XQuery expression
q= SQRs, (p,vb, vb9) is defined as follows:

for $i in SQRSV (tl/tg . /tn 1, vb, Ubo)
return  <tp >
SQRSV (Cldl, vbg [ f 10, ’Ubl)

SQRs, (cldm ,vbo [ fig,vbm)
< Jtn >

When the tail of the SPE hasa “dirty' stamp, rather than stopping at the node
and returning the whole subtree rooted at the node, the children of the tail node
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have to be constructed individually asthe “dirty' stamp indicates that at least one
descendah node hasbeenmodi ed. This is achieved by recursively rewriting eadh
and ewery child node of the node being constructed.

EXAMPLE 9. Let’s consider the query ‘/quiz/objectbank/item’ on the ‘student’
security view . The node ‘quiz’ has been conditionally deleted and hence is rewritten
based on the rule for ‘conditional delete’(Rule No 7-described below). The part
‘/quiz/objectbank’ is translated as

for $q in doc(data/quizze s.xml" )/ quiz

where $g/Access/Startd ate < = “currdate’
and $qg/Access/Enddat e >= “currdate’

return  for $qgl in $g/objectbank

return fSQRg, (item,f$q, $qlg, vb1)g,

Now the node ‘item’ has been marked ‘dirty’ and hence the children have to be
individually reconstructed. This ensures that the child node ‘solution’ which has
been unconditionally deleted is not returned as part of the result. Further since the
node is being manually reconstructed the printing of the open and closing tags of
the ‘item’ node should also be enforced by the resultant XQuery expression. The
final rewritten query for the expression /quiz/objectbank/item’ is

for $g in doc(data/quizze s.xml" )/ quiz
where $g/Access/Startd ate < = “currdate’

and $qg/Access/Enddat e >= “currdate’
return for $ql in $g/objectbank
for $g2 in $qgl/item
return <item> f$g2/text g f$g2/hint g </item>

5.3.2 Operation Rules. Each primitiv e in SSX results in its own annotation in
the SAS. Theseannotations needto be treated di erently in the rewrite procedure.
The rest of the rules explain how the various primitiv esare handled.

RULE 6. Unconditional Delete Rule: Given an SAS Sy and an SPE p =
ti/ta... [/tn, if ti (O n) is an unconditional delete annotation in Sy, the
equivalent XQuery expression ¢ = SQRg, (p,vb, vb9) is defined as:

If anodehasan unconditional deleteannotation any query that retrievesthe node
or its descendats should result in an empty set. This is achieved by rewriting the
XPath expressionusing the XQuery empty sequence).

EXAMPLE 10. Let’s consider the query ‘/quiz/Assessment’ on the ‘statistician’
view. The node ‘Assessment’ has been unconditionally deleted and hence the resul-
tant XQuery expression is

return ()

RULE 7. Conditional Delete Rule: Given an SAS Sy, and an SPE p =
t1/ta.../tn under environment vb, if node tx (k < n) is annotated by a conditional
delete operation, with condition cond (an XPath expression), the equivalent XQuery
expression ¢ = SQRsg, (p,vb, vb9) is defined as:
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for $i in SQRSV (tl/tg ... /fk,’l}b, Ubo)
where count( SQRs, (cond,vb,vb1)) =0
return  SQRs, (tk+1/ ... /tn,vbo [ fig, vbs)

Here, SO is the prefir of Sy, up to the operation before the conditional delete in
question.

The condition usedto delete a node is a valid XPath expressionand is rewritten
asa condition in the resultant XQuery expression.Sincea given node hasbeencon-
ditionally deleted, instancesof the node which satisfy the condition should not be a
part of the nal result set. This is achieved by rewriting the condition to calculate
the complemert of the condition usedto delete the nodes (Implemented using the
count operator). Further care should be taken to ensurethat the rewrite process
for the condition takesinto e ect only the changesperformed by the primitiv es
beforethe conditional deletein question. This is automatically handled during the
rewrite processby making use of the chronological sequence#.

EXAMPLE 11. Consider the query ‘/quiz/Author’ on the ‘student’ security view.
The node ‘quiz’ has been conditionally deleted by using the condition ‘Access/startdate
<= currdate and Access/enddate >= currdate’. Only those ‘quiz’ instances for
which the complement of the above condition is satisfied should be returned. In-
stead of using the ‘count’ operation to compute the number of nodes returned by
the rewrite of the above condition and returning only those quiz nodes for which
the count is equal to zero the rewrite has been optimized as the delete condition has
the negation operator ‘not’. This is identified during the rewrite process and the
negation is removed to get the complement. The final rewritten XQuery expression
for the above query is

for $g in doc(data/quizze s.xml" )/ quiz
where $g/Access/Startd ate < = “currdate’

and $g/Access/Enddat e >= “currdate'
return  $qg/Author

RULE 8. Copy Rule: Given an SAS Sy, and an SPEp = t1/ta.../tn under
environment vb, if node ty (y < n) is annotated as a “new node” generated by op-
eration copy(ti/ta/.../tb/ - /t, tift2/tc/ ... [ty 1, 12, Jt1/ta/ ... [t, ps), where
(tx = ty" 2 = ¢)_t2 =ty , the equivalent XQuery expression q = SQRs, (p, vb, vb9)
is defined as:

for $i in SQRSV (tl/tQ Ce /lfk7 ’Ub7 ’Ubo)

for $j in SQRSV (tk+1 - - - /ty 1,vbg [ fig,vby)
for Sk in $i/ txi1/tkrz/ - [tx

return  SQRg, (ty11/ ... /ta,vbo [ fi,], kg, vby)

The copy operation constructs new subtreesin the schematree structure. It is
annotated on the new subtreeroot, with all the required information for the rewrite:
sourcepath, scope, presene, etc. When a query retrievesinformation from a copied
node or its descendats, data is retrieved from the source,along the sourcepath.
The retrieved data is compliant to any annotations on the descendan subtree.
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EXAMPLE 12. Consider the query ‘/quiz/solutions/solution’ on the ‘statistician’
security view. The node ‘quiz’ has been marked ‘dirty’ but has no annotation and
hence the rewrite algorithm can directly proceed to the next element in the XPath ex-
pression. Further the node ‘solutions’ was newly created and as per Rule 9 (Create
Rule) described below, the rewrite algorithm can directly proceed to the next element
‘solution’. The element ‘solution’ was obtained by copying the solution nodes along
the paths (/quiz/objectbank/item/ solution) and (/quiz/objectbank/section /item/solution,).
Hence the rewritten XQuery expression directly retrieves these nodes in the final re-
sult. The final rewritten XQuery expression is

for $g in doc(data/quizze s.xml" )/ quiz
return  ffor $ql in $q/objectbank/it em/solu tio n
return  $qig,
ffor $qg2 in $g/objectbank/s ectio nit ents oluti on
return $92 g

RULE 9. Create Rule: Given an SAS Sy, and an SPE p = t1/ta...[tn
under environment vb, if node ty (y < n) is annotated as a “new node”, gen-
erated by operation create(/ty/ta/.. .ty 1, ty), the equivalent XQuery expression
q= SQRs, (p,vb, vb9) is defined as:

for $i in SQRSV(tl/tQ"'/tY 1,’Ub7’Ubo)
return  SQRg, (tyy1/ ... /ta,vbo [ fig,vb)

RULE 10. Rename Rule: Given an SAS Sy, and an SPE p = t1/ta... [tn
under environment vb, if node ty (y < n) is annotated as a “new node”, generated
by operation rename(/t1/t2/.. .ty 1/lx, ly), the equivalent XQuery expression q =
SQRs, (p, vb, vbY) is defined as:

for $i in SQRSV (tl/tg ... /ty 1/tx,’l}b, Ubo)
return  SQRs, (tyy1/ ... /ta,vbo [ fig,vb1)

Both the renameand the create operations generatenew tags that do not exist in
the original schema, at the speci ed location. If a newly created/renamed node
appearsin the middle of an XPath expression,the rewrite processsimply matches
it and moveson to the subtreesrooted at the node in question.

EXAMPLE 13. Consider the translation for the query ‘/quiz/questionbank//item/[hint]’
for the ‘other-instructor’ view. The node ‘questionbank’ is a newly created node and
is bypassed in the rewrite process which moves from the rewrite for the node ‘quiz’
directly to handling the rewrite for the path to the ‘item’ mode stored in the SAS.
The final rewritten XQuery expression is
for $q in docg“d_ata/quizze s. xml" )/ quiz
for $ql in $g/objectbank
for $92 in $qgl/item | $ql/section/item

where count(for $g3 In $g2/hint  return $q3) > 0
return $q2
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[ Level

Rewritten  query |

for $q in doc("data/quizzes.xmI")/quiz
return

for $qgl in $qg/objectbank
for $g2 in $ql/item
where count(for $g3 in $qg2/hint return  $g3)>0

\other-instructor" level retun - $q2

for $g4 in $qg/objectbank
for $g5 in $qg4/section/item
where count(for $g6 in $g5/hint return  $g6)>0
return  $g5
}

\statistician" level return ()
for $q in doc("data/quizzes.xml")/quiz
where $g/Access/Startdate <= currdate

and $g/Access/Enddate >= currdate
return

for $ql in $qg/objectbank/item
where count(for $qg2 in $ql/hint return $qg2) > 0

\studen t* level return <item> {$qlitext} {$ql/hint}  </item>

for $qg3 in $qg/objectbank/section/item
where count(for $g4 in $g3/hint return $g4) > 0
return  <item> {$q3/text}  {$q3/hint}  </item>

Table I11. Rewritten queriesfor query /quiz//item[hint] on di erent accesdevels

The condition ‘hint’ is translated into an XQuery expression that evaluates the
number of matches for the given condition and returns true only when there is at
least one node matching the condition.

Let's considerthe rules together and examinea query on all three security views.

EXAMPLE 14. Following the rewrite rules described above, let’s take a look at the
query ‘/quiz//item[hint]’, which finds all items in the quizzes with a hint. When
users in different user groups issue this query, it will be rewritten differently, based
on the security constraints specified for the user group. The rewritten queries for
the user groups(see Table I) are as shown in Table III. For the ‘student’ group, we
find that there are two different paths to ‘item’ nodes and both are reconstructed.
The results are reconstructed to hide the ‘solutions’, and the conditional delete op-
eration in the access control definition is taken care of by a “where” clause. For the
‘statistician’ group, when SQR detects that there are not paths to the node ‘item’ for
the user group, it is obvious that the result is empty and the rewrite query reflects
the same. The rewrite for the ‘other-instructor’ group ensures that all the different
paths to the ‘item’ nodes are reconstructed.

Note how the partially hidden structure for ‘item’ (without the solution shown for
the ‘student’ group) is reconstructed to return only the accessible elements.

5.4 Soundnesand Completenes®roperties

We now show that the rewrite algorithm is sound and complete, proving that run-
ning an XPath query through the SQR algorithm has exactly the samee ect as
materializing the view and ewaluating the XPath query against the materialized
view. Informally, soundnessensuresthat a node in the original documert but not
in the materialized view cannot be accessedhrough SQR. Completenessensures
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that every node in the materialized view canin fact be accessedhe sameway using
SQR.

Before we prove the results, we intro duce the notation of a security view Vp .0
on a database D with a known schemainduced by a sequenceof SSX operations O
asthe XML tree generatedby applying all the operationsin O in proper order.

LEMMA 1. XPath simplification Any XPath query involving conditions can
be transformed into an XQuery expression involving only simple path expressions
(SPE).

Justification An XPath query of the form p1[p2 op p3]/p4, where p1, p2, p3, ps are
XPath expressionscan be rewritten in XQuery as follows:

for $i in pl
where  $i/p2 op $i/p3
return  $ilp4

This translation simply follows XQuery semartics [Chamberlin et al. 2001]. This
processis usedin Rule 1 for ensuring that the other rewrite rules only need to
handle simple path expressions(SPE).

LEMMA 2. Removal of ¢//’ Any XPath query involving ‘//’ can be rewritten
using only ‘/’ in the presence of a known acyclic schema.

Justification Sincethe schemais known and hasno cycles,all possibleexpansions
of the XPath query can be computed, and can be combined using XQuery. This
property also follows XQuery semariics. Rule 3 in SQR usesthis property to
simplify the query. Note that this property appliesto XPath wildcards as well.

Given the notation for a security view, we can now formally state our soundness
property as

THEOREM 1. Soundness. Given a document D conforming to a known schema
S, and a sequence of security view operations O inducing a security view V(p.o),
any node x in D but not in Vip.0) cannot be accessed through SQR using any XPath
query p. Formally,

2 D,x62Vpo)) 9p x2SQRs,(p)(D)

Given the two lemmas, we can now restate the soundnessproperty without loss
of generality to involve XPath querieswithout conditions, / and wildcard. Sowe
can now assumethat the XPath query p in the soundnesstheorem is of the form:
p=ti1/ta/  /tx, wheret; ...t arein the vocabulary of the schemas of D.
Proof:. The soundnessroperty cannow be proved by contradiction. Assumethat
there is an XPath query p = t1/ts/  /tk that can be usedto accessa node x in
D which is not in Vp,0). This implies that x is either a node labeled ¢, or is a
descendah of tx. Given this obsenation, two casesmay arise depending on the
highest clean elemert (HCE) of p with respectto V(p.o):

. Case 1: ty is the HCE(p) or a descendah of HCE(p)
) tx hasno operations de ned on it

) t 2 Vo)
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Hence, if z is labeled tx, » 2 V(p.0), which contradicts our assumption. We can
similarly show that if z is a descendah of tx, x 2 V(p.0), Which contradicts our
assumption.

. Case 2: ty is dirty
) ti/ta.../tc areall dirty in the SASfor Vp .0
Given this, tx must either have an annotation or have at least one annotated
descendah Sinceall nodeswith annotations are rewritten by SQR, we examine
the di erent annotations individually:
| newnode: The newnaode annotation is created by a copy, create, or rename
operation. As obsened by Rules 8, 9, 10 in the SQR algorithm, in ead of these
cases,the nodes are created using new information. Hence x, accessedvy the
path p, is not a node in the original documert (i.e., x 62D). This leadsto a
contradiction to our original assumptionz 2 D.
| delete: The delete annotation is assignedusing a conditional or unconditional
delete operation. We examine both of these cases:
| Unconditional delete: Rule 6 demonstratesthat when any node with an uncon-
ditional deleteis processed SQR returns an empty nodelist. Henceeither the
target node x or oneof its descendats is modi ed to return an empty nodelist,
thereby contradicting the assumptionthat 9p z 2 SQRg, (p)(D) for x 2
l)7 T 62V(D :0)-
| Conditional delete: By Rule 7, the only possibleway a node marked with a
conditional delete is returned is if the node doesnot match the condition. If
x is the node with the annotation, = doesnot match the delete condition, and
hence must be in the view V(p.0). If z is the ancestor of a node with the
annotation, x is still part of the view since through rule 7, the conditionally
deleted nodeswill not be part of the subtree under x. Hence,z 2 V(p .0y, once
again contradicting our assumption.

Thus, we concludethat
©2D,16Np0)) 9p 2 SQRs, (p)(D)
[ |

THEOREM 2. Completeness. Given a document D conforming to a known
schema S, and a sequence of security view operations O inducing a securily view
Vip:0), every node in Vip.0) can be accessed by some XPath query p. Formally,

x2 V(D;O) ) 9 x2 SQRSV (p)(D)

Proof: We can prove completenessby induction on the length( # of operations)
of O.
Base case length(O)=0.

For O operations, all nodesin the SAS are clean, so HCE(p) for any path p is
the root elemen. Given Rule 2 in SQR such an XPath query will essetially be
handled as is, and so any node in V(p,0) can be accessedising the same XPath
expressionusedto accesst on D.

Hypothesis.
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Assumethat for length(O) betweenOand m 1, the completenesgroperty holds.
In the induction step, we add one more operation and show how the completeness
property still holds.
Induction step length(O)=m.

According to the hypothesis,the completenessoldsfor O; = op1; Oz = ops, opo;. ..and
Om 1= op1,0p2...0pm 1. Now, to prove completenessfor an SSX sequenceO of
length m we examinethe m™ operator as follows:

| create(destSPE, newName): Three casesarise depending on the location of
z relative to newName:
. T 1s newName:
By the de nition of the create primitiv e the parent node of 2 can be accessed
by p = destSPE under Oy, ;. Basedon Rule 9 p! = destSPE/newName can
be usedto accessr under Oy, .
. x 18 outside the subtree rooted at newName: By induction hypothesis, there
must exist an XPath expressionp = p1/p2/.../pi/.../p; that can be usedto
accessr under On, 1. Giventhat z is outside the subtree rooted at newName,
2 must be either within destSPE, or in an area of the tree not a ected by the
create operation. Hencethe XPath expressionp = py/ps/...Ipi/ ... /p; canstill
be usedto accessr under Oy, .
. x is a descendant of newName: A descendah of newName must be created
through one more operation (likely a copy or a create operation). Since the
create is the the m™ operation,this casewill not arise.

| delete(destXPath): Let t9S! represer the result tree obtained by the evalua-
tion of destX Path in Vip .0, _,)- TWo casesarise depending on the location of =
relative to destX Path:
. x is outside the subtree(s) represented by t9t: By induction hypothesis, there
must exist an XPath expressionp = p1/p2/.../pi/ ... /p; that canbe usedto ac-
cessr under Oy, 1. Giventhat x is outside the subtree(s)represeted by ¢3St that
is a ected by the delete operation, the XPath expressionp=pi /p2/.../pi/ ... /pj
can still be usedto accessr under Oy, .
. xis at or below a node rooted by t38: By induction hypothesisthere exists an
XPath expressionp = destX Path that can be usedto accessthe root of ¢3!
under Oy, 1. If z is at or below a node that is unconditionally deleted (or part
of the nodesconditionally deleted), then this caseis not applicable as x will not
be a part of V(p,0). On the other hand if z is at or below a node that has been
conditionally deleted;x 2 Vip.0)) = doesnot satisfy the condition, then as per
Rule 7 of SQR all nodesin the complemert of the condition including x can be

returned by the XPath expressionp = destX Path under Op, .

| rename(destSPE, newName): Three casesarise depending on the location
of x relative to newName:
. x is newName: By induction hypothesis, the node to be renamed can be ac-
cessedby p = destSPE under Oy 1. Assuming the tail tag of p = destSPE
is y, we have p = destSPE = pl/y. Basedon Rule 10 the XPath expression
p! = pl/newName can be usedto accessr under Op,.
. x 18 outside the subtree rooted at newName: By induction hypothesis, there
must exist an XPath expressionp that can be usedto accessz under On ;.
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Giventhat z is outside the subtreerooted at newName, x must be either within
destSPE, or in an areaof the tree not a ected by the rename operation. Hence
the sameXPath expressionp can still be usedto accesse under Oy, .

. x is a descendant of newName. By induction hypothesis, there must exist an
XPath expressionp = pi/p2/.../pi/.../pj (Where p; is the tag that is replaced
by newName)that can be usedto accessr under Oy, ;. Sincerename a ects
only the node renamed,p' = p;/p2/...InewName/ ... /p; canbe usedto access
z under Op,.

copy(sourceXPath, destSPE, [newName], [scope], [preserve]): Let ¢3!
represent the result tree obtained by the evaluation of destSPE. Lets consider
the various casesdepending on the location of z.

. x is outside the subtree(s) represented by t9%: By induction hypothesis, there
must exist an XPath expressionp that can be usedto accessz under On ;.
Since copy is the m™ operation and since = is not a ected by it, the XPath
expressionp can still be usedto accessr under Op, .

. x s in the subtree which is the result of the copy operation: By induction
hypothesis there exists an XPath expressionp = destSPE that can be usedto
accessthe root of t%! under O 1. Sincez is part of the subtree(rooted with
the tag oldName) that has been copied, it will be retrieved from the original
subtree by Rule 8. Sincecopy is the m!" operation,these nodesare not a ected
by a delete operation following the copy operation. Hencethe XPath expression
p! = destSPE/oldName can be usedto accessr under Op,.

. x is newName: By induction hypothesisthere exists an XPath expressionp =
destSPE under Oy, 1 that canbe usedto accesghe new parent of x. Now based
on Rule 8 the XPath expressionp! = destSPE /newName canbe usedto access

z under Op,.

The proof follows via total induction on the length of O. [ |

6. EXPERIMENTAL EVALUATION

To demonstrate the e ectivenessand e ciency of the techniques proposedin this
paper, we conducted evaluations of ACXESS using datasets generatedby publicly
available XML bendimarks. We compared our security query rewrite algorithm
SQR against an alternativ e enforcemen technique viz "Materialized Views' and a
previously available method for XML accesscortrol [Fan et al. 2004]. Our exper-
imental results clearly revealedthat our approach was superior in terms of e ec-
tivenessand performance when compared to materialized views. In the presence
of uncertainty (wild card x' and *//') and deeply nested paths the performance
improvemert is substartial. In other casesour approach exhibited better or com-
parable performanceto that of materialized views. We alsocomparedour approac
against the most recert accesscortrol technique for XML basedon query reformu-
lation by Fan et al. [Fan et al. 2004]. Our approach provedto be superior providing
better functionality and better or comparable performanceon common functional-

ity.
Experimental Setup Our experiments were conducted on a 2.8 GHz Intel Pen-
tium IV, 512 MB Linux desktop. The times reported in this sectionwere obtained
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asan averageover v eruns’ using the Galax [J.Simeonand M.Fernandez] XQuery
engine.

DataSet The data setsreported in this sectionmodel a catalog of books generated
using the XBench benchmark [Yao et al. 2002]. Datasets produced by the XBench
test suite were modi ed to generatethree di erent documert sizes- 10, 50 and 75
MB.

Security Models We createdsewvendi erent security modelson the XBench Cata-
log Schema[XBench ](SeeAppendix C.1 for a visual represertation). Models were
generatedto evaluate the e ect of eadh individual primitiv e in SSX on the SAS
construction and accessconstraint enforcemen phase. Models were also created
to test the cumulative e ect of all the primitiv es. Accordingly four models were
created to test a specic primitiv e thoroughly while three models implemented a
good and viable mixture of the four primitiv es. Appendix C.2 provides detailed
information about the SSX sequencesisedto generatethe seven security models.

Query Set We summarizethe querieswe tested with into v e classesto facilitate
the discussionand analysis of the results. The main aim in deciding the query
classeswas to ched the scenariosthat are directly aected by the presenceof
annotations in the SAS. Accordingly we generated queriesto retrieve the nodes
that were modi ed by a SSX sequence(etire documert,close to the root, closeto
the leaf nodes). The presenceof a */I' increasesthe complexity of evaluation of an
XPath query. Hencequery classeswere generatedto test querieswith uncertainty.
The description of ead query classand a few example queriesin ead classare

shovicimpaidehagainstMaterializedViews

Security View Generation For ead of the seven security models, an annotated
schema (SAS virtual view (vv)) was constructed using our framework. For com-
parison, a materialized view (mv) was also constructed, using a specially written
XSLT script. Our experiments shovedthat the time takenfor the SASvirtual view
generation processwas dependert only on the length of the SSX sequencewhile the
time for view materialization grew linearly with the size of the data. The time
takento generatethe SAS and the materialized views for the 10, 50and 75MB les
are shown in Figure 5.

Access Control Enforcement To study the impact of our framework in access
cortrol enforceme, on the XBench dataset, we ran a set of queriesin 105di erent
ervironments (7 security models 5 query classes 3 data sizes). The time taken
to executethe 7 sample queries (as shovn in Table IV) on the 50 MB XBench
documernt basedon Security Model No.5 (as shown in Appendix C.2) is shown in
Figure 6. In our approach the query answering time is the sum of the rewrite time
and the execution time of the rewritten query.

Based on the comparison against materialized views we can draw the following
conclusions:

7Each query wasrun v etimes and the best and the worst time were not considered and the time
taken to run the query was evaluated as the average of the remaining three times.
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| Query Type | Description | Sample Query |
T Queries with uncer- | g3:/catalog/item//contact_information
tainty - The pres-
ence of a // or a
wild card character
ql:/catalog/item/publisher /contact
T, Retrieves nodes _information/ mailing_address/state
modified by a SSX q6:/catal(?g/1tem./.authors/author/contact
- _information/mailing_address/state
sequence with deep
paths (length > 6)
Ts Retrieves modified q2f/catalog/?tem/attributes
nodes  with  short q4:/catalog/item/contacts
paths(length > 3)
Ty Retrieves entire | g5:/catalog
document
Ts Retrieves unmodi- | q7:/catalog/item/subject
fied nodes

Table IV. Test Query Characteristics for Comparison against Materialized Views

w@n

SAS W
: m.w. T0MB
I i v, SOMB
I v 75

B
fall —LI

51 52

T T T T T
ﬂ‘ @ ‘ Ftl i i |
53 S4 S5 56 s7

Fig. 5. Materialized View vs. SAS Generation Times

|[F or Type 1 queriesthe SQR approad is much faster than the materialized views
approad, becausethe reachability of ead node is computed before hand and
stored in the SAS.

|[F or Type 2 queriesthe SQR medanism exhibits better or comparable perfor-
mance over that of the materialized views approach. The performanceimprove-
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Fig. 6. Materialized View Approach vs. SQR Query Answering Approach

ment is mainly due to the level of nesting and the e ciency introduced by the
rewrite rules.

[F or Type 3 and 5 queries, the two approadches have comparable performance.
Type 2 queries are really small while Type 5 queriesreturn unmodi ed nodes.
Hencethe overheaddue to the rewrite is negligible resulting in comparable per-
formance.

|[F or Type4 queries,the materialized view approach tendsto perform better. This
is becausethe return data hasto be re-constructed (if nodeshave beenmodi ed)
in caseof the SQR method .

Overall in most casesthe extra overheaddue to the query rewrite doesnot a ect
the performance and in some casesreducesthe average querying time. Further,
view update complexities and data storage issuesand multiple security levels on
the same documernt makes our approach more attractive when compared to the
materialized view approach.

6.2 Compaisonagainstthe Fan Approach

One of the most recert works on XML accesscortrol was done by Fan et al.[Fan
et al. 2004]. The techniquesproposedin [Fan et al. 2004]provided limited function-
ality that is comparableto the \delete" primitiv e in SSX and henceis comparable
to only one of the sewen tested security models. Our experiments here focusedon
the performancefor the speci ¢ security model that was supported in [Fan et al.
2004].Table V providesthe pro le information about the queriesthat were usedin
the comparison.

Figure 7 preserts the query answering time of v e sample queries(distinct from
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| Query Type |

Description

| Sample Query

Ty

Queries with uncer-
tainty - The pres-
ence of a // or a
wild card character

pl:/catalog//contact_information

Retrieves nodes
modified by a SSX
sequence with deep
paths (length > 6)

p2:/catalog/item/authors/author/contact
_information/mailing_address/state

T3

Retrieves modified
nodes with short
paths(length > 3)

p3:/catalog/item/attributes

Ta

Retrieves entire

document

p5:/catalog

Ts

Retrieves unmodi-

fied nodes

p4:/catalog/item/subject

TableV. TestQuery Characteristics for Comparison against Fan et.al
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Fig. 7.

SQR Approach vs. Fan et al. Approach

the test set usedin the section above) for both the techniques® The results indi-
cate that our approach provides enhancedfunctionality with better or comparable

8The limited functionalit y o ered by Fan et.al technique demands that we use a di eren t security
model. Hence the queries that are reported are dieren t from the ones used to compare against
the materialized views approach.
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performanceto the technique implemented by Fan et al.[Fan et al. 2004]. Complete
details of the timing results can be obtained from [Mohan et al. ].

7. CONCLUSIONAND FUTURE WORK

With the growing popularity of XML and XML databasesystems,role-basedaccess
cortrol is critical in XML data managemen. Comparing XML to the relational
world, the challengein XML accesscortrol lies in the semi-structured nature of
XML documerts and tree pattern matching nature of XML queries. In an XML
cortext, not only can valuesof elemens/attributes be sensitive, but alsothe struc-
tural relationship among elemens/attributes. We proposea framework for speci-
fying and enforcing extended accessconstraints on XML documerts, comprising of
SSX, an XML security view speci cation languagefor DBAs to specify the access
constraints; SAS, an annotated schemawhich acts asthe internal represenation of
the accessconstraints and the foundation for security constraint enforcemen; and
SQR, a rule-based algorithm that enforcesthe accessconstraints on query eval-
uation via query rewrite, without the cost of materializing and maintaining the
security views. Our experiments demonstratethe e ectiv enessand e ciency of our
approad.

The techniques proposedin this paper assumethat every XML databasehasan
acyclic schema. We are looking forward to extending our work to handle recursions
in sthema and to tackle the more generic scenariowhere partial or no schema is
available. We also proposeto study seeral security modelsto determine situations
where view materialization may be benecial. = We plan to study the proposed
primitiv es from a formal perspective to determine useful properties and also per-
form algorithmic analysis to calculate bounds for the rewrite algorithm. We are
also working on a declarative language for de ning accesscontrol for XML. The
expressie power of the declarative languagewill be equivalent to SSX, but it will
enablethe DBAs to just specify the constraints without specifying when and how
the accessconstraint will be implemented or enforced. Furthermore, there will not
be a logical dependency betweenthe supported primitiv es. Yet another direction
of researt is anti-inference, the study of information leakage and techniques to
prevent their occurrence.
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| XML File

<operand>
<delete source="/quiz/A ccess"></d el ete >
<delete source="/quiz/A ssessmen" ></dele te>
<create source="/quiz" newNode="solution s"></cre ate>
<copy source="/quiz/o bjectbank//i te m" scope="/quiz"

destination="/q uiz /questi onbank",preserve="f als e"></co py>

<delete source="/quiz/o bje ct bank" ></de le te>

</operand>

Table VI. Input XML le represering the SSX sequenceusedto generate\other-
instructor" security view

A. SECURITYANNOTATED SCHEMADERIVATION ALGORITHM

The SAS construction algorithm takes a schema and a SSX sequenceas input
(dealing with one operator at a time), and createsan SAS which can be used for
rewriting user queries. The SAS construction algorithm is preserted in Figure 8.
Asscciated helper functions are preserted in Figure 9.The SAS construction algo-
rithm hasbeenimplemented using Java and JAXP. All annotations are e ected on
the nodesthat are modi ed and are represerted by introducing a new child with
the name space\view:annotation". The speci ¢ details of the annotation and the
type of annotation and any other desiredargumerts are stored as attributes of the
\view:annotation" elemen. Dirty and Scope annotations are indicated by intro-
ducing a new child with the name space\view:dirt y" and \view:scope" respectively.

The sequenceof SSX operations are provided to the algorithm via an XML
le. Each and every elemert in the XML le represens an operation in the SSX
sequence,with the attributes of the elemen represening argumens of the SSX
operation. A sampleXML le represening an SSX sequencds shawvn in Table VI.
The algorithm parsesthe XML le oneelemen at atime and iterates through the
sequenceof operations thus obtained,using the output schema from the previous
operation as input. For ead operation, the destination XPath is evaluated on its
input schemaand a node is created, deleted, renamed or copied depending on the
operation. The newly modi ed node is suitably annotated by making use of the
input argumerts of the operation along with the current operation's chronological
sequencet (S#).

A.1 SASderivationAlgorithm - Helper Functions

This section describesbrie y the various helper functions that are neededfor the
successfulconstruction of the SAS including:

| XPath Translation: As pointed out in Section4, the node of interest is speci ed
by either an XPath or a Simple Path Expression. As can be seenfrom Table
VI the XPath expressionusedto identify the nodesis specied on the XML
documert while it has to be ewvaluated against the input XML schema. The
XML schema introducesadditional tags to identify the properties of eadh and
every XML elemen and this necessitatesthat the input XPath expressionbe
automatically translated to handle XML schema.
This translation is carried out by the \ translate Expression” function which parses
the input XPath expressioninto tokens. Each token is analyzed to determine
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whether it is an attribute, a simple elemen, a complexelemen or a root elemern
and is then translated accordingly into an XPath expressionthat canbe evaluated
againstthe XML Schema.

XPath Evaluation: The XPath expressionis automatically evaluated by using
the prede ned XPath Factory library in JAXP. The evaluation is carried out by
the evalzpath(inputschema,pl) function, which evaluates the XPath expression
p1 on the inputschema and returns the list of all the nodesthat match p1.

Add Annotation: This helper function is usedto add a \view:annotation"
elemen to the node that is being modied. This is carried out by using the
addAnnotation(...) function that setsthe annotation attributes depending on
the type of modi cation that is being carried out on the node. For examplein
caseof a delete operation, attributes indicate if the delete was conditional and
if conditional, the condition that was usedto delete the node. Similarly in case
of a "NewNade' annotation, a ag is set, indicating the actual operation that was
performed and any other attributes that needto be stored. The function also
calls the \set dirty" helper function to ensurethat the node and all its ancestors
are marked as dirty. In caseof a scoped copy the \set scope" helper function is
also called.

Set Dirty: A dirty node indicates that either the node or one of its descendats
has been modi ed by an SSX operation. This is indicated on the schema by
using the dirty attribute of the \view:dirt y" elemen. This is carried out by the
setdirty(node) function which recursively attaches dirty stamps (\view:dirt y"
elemens) at the node and all its ancestors. The implementation of the function
has been optimized to ensurethat recursive trace stops if an ancestornode n'
hasalready beenmarked dirty asall the ancestorsof "'n' would have already been
marked dirty.

Set Scope: A node annotated with the scope ag indicates that the node has
been used as a scope argument for the copy operation. This is indicated on
the schema by using the scope attribute of the \view:scope" elemen. This is
carried out by the setscope(node) function that adds a \view:scope" elemert for
the node.

Nested Copy The copy primitiv e entails that the node to be copied is copied
alongwith all its descendath nodes. This is carried out by usingthe copydom(node)
function which makes a duplicate copy of the entire DOM tree of the schema
rooted at node and returns the root node of the duplicate version.
Chronological Sequence Number Generator: Due to the dependencybe-
tween various operations, its important that the annotation re ect the chrono-
logical sequenceof changesthat were carried out on the schema. This is done
by ensuring that ead and ewery operation in the sequenceis assaiated with
a number directly related to their appearancein the SSX sequence.When the
input SSX XML le is parsedand a valid operation obtained, a unique number
is obtained from an increasing monotonic series,and used as the chronological
sequencenumber.

Check Primitive Validity: Every SSX operation obtained from the input SSX
XML le is passedto this function to ensurethat the operations are valid under
the SSXrestrictions and that the argumernts to the function are also valid.
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CreateAnnotation( sch: SchemaDOM,op: Sequence of operations)
f

outputschema = sch;
originalschema = sch;
currentop = 0;

for each oin op do f

switch o f
case o = delete operation arguments(pl):
nlist = ewvalxpath(outputschema, pl);

for each nodet in nlist f
addAnnotation(t, pl, “delete’,  currentop);

setdirty(t);
g
case o = create operation arguments(pl, name):
nlist = ewvalxpath(outputschema, pl);

for each nodet in nlist f
if (t is leaf) convert t to complextype;
create new node nl(pname) as child of t;
addAnnotation(nl,pl, newnode’, ‘create’, currentop);
setdirty(nl);

g
case 0 = rename operation arguments(pl, newname):
nlist = evalxpath(outputschema, pl);
for each nodet in nlist
change nameof t to newname;
addAnnotation(t, pl,’newnode','ren amé currentop);
setdirty(t);

g
case 0 = copy operation arguments(pl,p2, newnamesc ope,
preserve):
sourcenl = ewvalzpath_scope(originalschema ,p 1,s cope);
destnl = evalxzpath_scope(outputschema, p2, scope);
for each node s in sourcenl f
N2 = copydom(s)
if (newname!=" null) root tag of n2 = newname;
for each nodet in destnl f
if (t is leaf) convert t to complextype;
add n2 as child of t;
addAnnotation(n2, pl, newnode’,’cop Yy',curr entop,
scope,preserve) ;
setdirty(n2);
if scope =/ setscope(scope);
g end for destnl
g end for sourcenl
g /I end switch
currentop++;
g /I end for
return outputschema;
g // end CreateAnnotatio n

Fig. 8. SAS Construction Algorithm

B. SECURITYANNOTATED SCHEMACONSTRUCTIONALGORITHM

The annotation algorithm takesa sthema and a SSX sequenceas input (dealing
with one operator at a time), and createsan SAS which can be used for rewriting
user queries. The annotation algorithm is preserted in Figure 8. Asscciated helper
functions are presenied in Figure 9. A detailed description is available in Appendix
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evalzpath(outputschema,p 1) evaluates the XPath expression pl
on the outputschema and returns the list of all' the nodes
that match pi1;

evalxpath_scope(outputschema,p 1, scope) evaluates the XPath
expression pl on the outputschema ‘and returns the list of all
the nodes that match pl with respect to the scope;

setdirtyﬂnode) recursively  attaches dirty stamps to the node
and all it's ancestors;

setscope(node) Set scope flag for the node;

addAnnot, tion%.) adds annotatior} attributes . to. a _node. In
case of a newnodeannotation a flag Is set, indicating

the actual operation that was performed:; )
copgfdom(node) makes a duplicate copy of the entire DOMree

0 %He ach?m?rooted .at node and returns the root node
o) € duplicate ~ version.

Fig. 9. Helper Functions for the SAS Construction Algorithm

A. The annotation algorithm has been implemented using Java and JAXP. All
annotations are e ected on the node that is being modi ed.

Each operation usesthe output schema from the previous operation as input.
The copy operation alone utilizes both the original schema as well as the output
schemafrom the previous operation. The nodesto be copiedare obtained from the
source schema and the modi cation is performed on the output schema obtained
from the previous operation. The rest of the section describesbrie y the changes
e ected on the input schemaasa result of a particular SSX primitiv e.Eac of these
functions make use of the helper functions to perform the desired changes. Note
that we use XML Schemaasthe schemalanguagefor discussionbelow.

| Create New Node: The create operation createsa new node using the argu-
ment provided by the DBA. Sincethe changesare being e ected on the schema
this function createsa new node of the type "xs:elemeti and registersthe newly
created elemen with the correct name space. The function should also e ect
changesif the parent elemert is a leaf node. The leaf node hasto be cornverted to
a complextype elemern in the XML Scema. The function also calls the appro-
priate helper functions to ensurethat annotations are addedto re ect the newly
created node.

| Rename Node: The rename operation is the most trivial of all the tree mod-
i cation primitiv es. It is carried out by changing the attribute “name' of the
elemen to the new name. The function also calls the appropriate helper func-
tions to ensurethat annotations are addedto re ect the rename operation.

| Copy Node: The copy operation relies on the \copydom" helper function to
obtain a deepcopy (including the descendats) of the nodesbeing copied. The
duplicate nodesthus obtained are added as children at the destination, ensuring
that if the destination node is a leaf elemert it's converted into an complextype
elemen as mertioned in the create new node function.
If multiple nodes are being copied(the result of a // at the source) the copy
function hasto ensurethat all the nodes are copied to the destination and the
annotation re ects accurately the source from which eah node was obtained.
If the copy is being performed conditionally, the condition is typically ignored
during the SAS construction, but is remembered using the annotations for en-
forcemen at a later stage.
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| Delete Node: The delete operation doesnot make any changesto the existing
tree structure. It just adds new annotations to re ect the delete operation.
Just like the conditional copy, if the delete is being performed conditionally, the
condition is typically ignored during the SAS construction, but is remenbered
using the annotations for enforcemen at a later stage.

C. EXPERIMENTAL EVALUATION DETAILS

To demonstrate the e ectivenessand e ciency of the techniques proposedin this
paper, we conducted evaluations of ACXESS using datasets generatedby publicly
available XML bendmarks. We compared our security query rewrite algorithm
SQR against an alternativ e enforcemen technique viz "Materialized Views' and a
previously available method for XML accesscortrol [Fan et al. 2004]. Our exper-
imental results clearly revealedthat our approach was superior in terms of e ec-
tivenessand performance when comparedto materialized views. In the presence
of uncertainty (wild card x' and *//') and deeply nested paths the performance
improvemert is substartial. In other casesour approach exhibited better or com-
parable performanceto that of materialized views. We alsocomparedour approac
against the most recert accesscortrol technique for XML basedon query reformu-
lation by Fan et al. [Fan et al. 2004]. Our approach provedto be superior providing
better functionality and better or comparable performanceon common functional-

ity.
C.1 TestSchema

Figure 10 shows the original Schema of the XBench benchmark dataset.

C.2 TestSSXSequences

Table VI shows the SSX sequenceghat was used to derive the sewen security
models usedin the experimental evaluation.
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Fig. 10. The Catalog Schema
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Mo del | Securit y View De nition

delete(/catalog/item/authors/author/contact_information )

. delete(/catalog/item/publisher/contact_information)

Securit y Mo del 1 | delete(/catalog/item/pricing/cost)

delete(/catalog/item/authors/author/date_of_birth)

delete(/catalog/item/attributes)

rename(/catalog/item/publisher/contact_information/
mailing_address/name_of_city, city)

rename(/catalog/item/publisher/contact_information/
mailing_address/name_of_state, state)

Mo del 2 rename(/catalog/item/authors/author/contact_information /

y mailing_address/name_of_city, city)

rename(/catalog/item/authors/author/contact_information /
mailing_address/name_of_state, state)

rename(/catalog/item/subject,person)

rename(/catalog/item, catalogitem)

copy(/catalog/item/publisher/contact_information,/catal og,
contact_publisher,/,true)

copy(/catalog/item/authors/author/contact_information,/ catalog,
contact_author,/,true)

copy(/catalog/item/publisher/contact_information,/catal og/item,
all_publishers,/catalog/publisher/item,true)

copy(/catalog/item/authors/author/contact_information,
/catalog/item,all_authors,/catalog/authors/author/i tem,true )

create(/catalog,contacts)

create(/catalog/contacts,author_contact)

Securit y Mo del 4 | create(/catalog/contacts,publisher_contact)

create(/catalog/item/attributes,bookType)

create(/catalog/item//contact_information,cont)

rename(//contact_information/name_of_state,state)

delete(//contact_information/country/exchange_rate)

delete(/contact_information/country/currency)

Securit y Mo del 5 | copy(/catalog/item/publisher/contact_information,/catal og/item,
contacts,/,true)

delete(/catalog/item/attributes/number_of_pages)

rename(/catalog/item/attributes/book_type,booktype)

create(/catalog, contacts)

copy(/catalog/item/authors/author/contact_information,
/catalog/contacts, contact_information, /,true)

Securit y Mo del 6 | copy(/catalog/item/authors/publisher/contact_informatio n,
/catalog/contacts, contact_information, /,true)

delete(/catalog/item/authors)

delete(/catalog/item/publisher)

copy(/catalog/item/title, [catalog/item/attributes,
book_title, /,true)

delete(/catalog/item/title)

copy(/catalog/item/date_of_release, /catalog/item/attributes,
release_date, /truee)

delete(/catalog/item/date_of_release)

Securit y Mo del 7 | copy(/catalog/item/subject, /catalog/item/attributes,
book_subject, /true)

delete(/catalog/item/subject)

Securit

Securit y Mo del 3

copy(/catalog/item/description, /catalog/item/attributes,
desc, /true)

delete(/catalog/item/description)

rename(/catalog/item, catalog_item)

Table VII. SSXSequencesisedto De ne the Security Views for the Sewen Security
Models usedin the Experimental Evaluation
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