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Abstract

With its goal of wide support for loosely-coupled interactions, Web
services consciously deemphasize performance in favor of qualities
such as readability and portability. While not enough by themselves,
these qualities encourage the cooperation and collaboration neces-
sary to establish wide-spread adoption across many domains. Despite
this ordering of priorities, however, performance cannot be simply
ignored. Performance still matters, and awareness of the performance
costs of design decisions will benefit both practitioners and research-
ers aike. This paper surveys the current issues and state-of-the-art
regarding Web services performance. We detail bottlenecks for vari-
ous use cases, and examine current and proposed solutions.
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1 Introduction

The success of the World Wide Web has led many researchers
to study the principles upon which it is based[8]. The applica-
tion of these principles to distributed computing has resulted
in Web services, which have emerged in recent years as a new
approach to distributed computing.

The potential of Web services depends in part on interop-
erability that is semantically deep but syntactically shallow.
That is, the system must be loosely-coupled, but when cou-
pling does occur, it must be at a deeper level than that typified
by applications such as SETI@Home. The SOAPY[10] proto-
col was conceived expressly to support such interoperability
in-the-large, thus making it a natural lingua franca. Designed
using principles learned from HTTP[9] and HTML[13], it
facilitates interdependent interactions between otherwise
independent entities. SOAP is also the standard binding for
the emerging Web Services Description Language[3]. SOAP's
interoperability arises partly from its use of the Extensible
Markup Language (XML)[2], which has gained acceptance as
acanonical datarepresentation. HTTP is a ubiquitous network
protocol used extensively over the Internet. SOAP does not
mandate an underlying transport protocol, but HTTP has
emerged as the most common one for SOAP. Since SOAP can
combine the strengths of XML and HTTP, it is an attractive
candidate for Web services.

A common trade-off in computing is between the needs of
universality and performance, and SOAP does not escape this
principle. Concomitant with its advantages then is a degree of

1SOAP originally was an acronym for Simple Object Access Proto-
col, but this meaning was removed in version 1.2.

inefficiency that may limit the applicability of Web servicesto
some situations. The qualities of SOAP that make it univer-
sally usable and consequently highly interoperable tend to
work against high performance. In particular, XML specifiesa
primarily ASCII format.

This paper examines the issues of Web services perfor-
mance, and surveys some of the research approaches being
used to address the issues. We anayze the processing of
SOAP messages, and identify the issues of each stage. We also
survey some of the approaches being used to improve Web
services performance.

2 Web Services

No standard definition of Web services exists, but they are
generally understood to be loosely coupled and based on Web
standards. For our purposes we will further assume that a Web
service uses SOAP with XML documents described by the
XML Schema[15][1] definition language.

2.1 SOAP

SOAP provides a mechanism for exchanging messages in a
distributed environment. It is an XML-based protocol that
consists of three parts, an envelope that defines a framework
for interpreting and processing the message, a set of encoding
rules for defining data-types, and a convention for represent-
ing remote procedure calls and messages.

The features that makes SOAP so attractive also causes
potential performance problem. Tagged data is sent in a tex-
tual format, which resultsin a performance penalty.

The process of converting data from a machine native form
to the transfer form isknown as serialization. The reverse pro-
cess is known as deserialization.

3 Sending SOAP M essages

We assume that SOAP messages are encoded using XML
typed with XML Schema. This requires that all self-described
data be sent as ASCII strings. The description takes the form
of start and end tags which often constitute half or more of the

message’s bytes.
3.1 Stages

The sending of a SOAP message can be divided into severa
stages. These stages may not have a one-to-one mapping to



the actual source code implementation, but provide context
useful for discussion and analysis. We discuss separately the
performance issues and possible solutions to each stage.

1. Traverse data structures representing message.

2. Convert machine representation of datato ASCII.
3. Write ASCII to buffer.

4. Initiate network transmission.

Since bottlenecks can occur in different places depending
on the application and implementation, performance profiling
must be used to determine what performance optimizations to
investigate.

3.1.1Stagel

A SOAP message begins as some kind of data structure in a
program. Stage 1 traverses this structure to impart a corre-
sponding structure to the SOAP XML. Generally speaking,
this traversal is not a significant part of the serialization,
because each leaf element can be traversed with simple opera-
tions such as member offset calculations, array indexing, or
pointer following.

3.1.2 Stage 2

The strings or numbers that comprise the actual data are usu-
ally in machine representation, and are converted in Stage 2 to
the ASCII form required by XML. For strings aready in
ASCII, conversion is simple and fast. Strings in UNICODE
may require some processing to convert to UTF-8/16. This
suggests that for applications which primarily pass strings
transparently from a received SOAP message out to a sent
SOAP message, the string should be stored internally also in
UTF-8/16 so as not to require conversion to and from UTF-8/
16 to the internal representation.

Integers are usualy in two’'s-complement representation.
Conversion to ASCII involves a binary-to-decimal conversion.
Floating-point numbers are usualy in IEEE-754 representa-
tion. Conversion to ASCII also requires a binary-to-decimal
conversion, but the floating-point conversion is considerably
more complex than the integer conversion.

In fact, converting ASCII to |EEE-754, and vice versa, is
surprisingly expensivel[5]. Unfortunately, there seemsto be no
magic bullet for reducing this cost. Applications that use float-
ing-point numbers extensively may need to adopt some kind
of multiprotocol, binary XML approach, as proposed in
Section 5.1.

The results of [5] also show, however, that there is some
variability in the efficiency of different platforms when per-
forming these conversions. This suggests that some limited
improvements can be made by optimizing implementations.
Significant improvement will depend on breakthroughs in the
numerical aspects of these conversions, however.

One modification would be to allow a user-specified “tol-
erance” for doubles and floats. Conversions which require
fewer than the full precision of a double-precision floating-
point number are significantly faster. A major reason for the
large performance drop near full precision (17 digits) is

because the | EEE standard specifies rounding modes, causing
the conversion functions to use multiprecision libraries. The
disadvantage of allowing users to specify lower tolerances is
that it departs from strict adherence to the IEEE 754 numerical
standard.

3.1.3Stage 3

The ASCII form of the datais stored, along with the appropri-
ate XML tags, to amemory buffer in Stage 3. Exactly how the
ASCII is stored can affect the number of memory operations
required. For example, if an integer element named ‘el’ is seri-
alized with

sprintf (buf,
"<i nt eger >%l</i nteger>",el);

each character of the start tag must first be read from memory,
then written to the buffer. However, if the start tag is created
with a sequence of statements such as

*pbuf ++ = ' <
*huf ++ = " i’ ;
*buf ++ = 'n’;

the characters comprising the start tag may likely aready bein
the instruction stream as immediate operands.

3.1.4 Stage 4

Finally, in Stage 4 the operating system transmits the contents
of the memory buffer. Thisrequiresasystem call, whichisrel-
atively expensive, so the buffer should be flushed sparingly.
Using a buffer that is too large to fit in cache, however, may
increase cache misses.

When using HTTP 1.0, the length of the body must be
specified in a Cont ent - Lengt h header field. Because this
value cannot be determined until the SOAP message is serial-
ized, the straightforward implementation would (1) use two
separate buffers, one for the header and one for the body, and
(2) serialize the complete SOAP message before completing
the header. This can require two system calls, and consume
much memory if the message islarge.

The first issue can be resolved by either back-patching or
vectored sends. If we insert spaces for the content length dur-
ing the initial header generation, we can later back-patch the
spaces with the actual content length once the SOAP message
has been processed. Alternatively, we can use a vectored send
(available on both UNIX and Win32 machines) that concate-
nates multiple memory buffersin one send call.

The second issue can be resolved by either using HTTP
1.1 (discussed below), or using a two-step seridization. In the
first step the length of the body is calculated without actually
storing to the memory buffer. The header can then be com-
pleted and the body serialized into the memory buffer.
Because the memory buffer does not need to hold the entire
body at one time, memory usage is reduced. The actual trans-
mission is most commonly over TCP/IP. Since TCP/IP
requires one packet exchange before transmission can begin,



establishing a separate connection for each message adds a
round-trip delay to each message.

The high cost of double-to-ASCII conversions imply that
they should be avoided if possible. In particular, performing
many conversions in afirst pass to determine the length of the
HTTP message is probably not cost-beneficial. An alternative
is to simply fix the size of the converted double to its maxi-
mum possible size, and fill with spaces if the actual conver-
sion requires less space. Thus, the calculated HTTP length
may be dlightly longer than necessary (because the actual
message has been padded with spaces), but this slight over-
head is normally more than balanced out by the elimination of
the extra double-to-ASCII conversion.

Creating a connection per message can be another perfor-
mance bottleneck. In addition to the delay, creating a connec-
tion per message consumes operating system resources. The
TCP/IP protocol requires that one end of a closed connection
remainin TIME_WAIT state for twice the maximum segment
lifetime. This period can be as long as four minutes. During
this period, a certain amount of memory must be maintained,
and the port cannot be reused for the same remote host and
port[7].

HTTP 1.1 aso supports persistent connections, which
remain open for multiple messages. This reduces the overhead
of creating a new connection for every message. The actual
benefit of persistent connections of course depend on the mes-
sage size. Because the cost of establishing a connection
increases with latency, the benefit of persistent connections
will be especially pronounced for a high-latency, high-band-
width network. However, for larger messages, the cost of
establishing socket connections is amortized over many dou-
bles.

3.2 Pipdlining

Previous work has shown that the memory usage of SOAP can
be prodigious. A typical SOAP message may be 4-10 times
the size of its corresponding machine representation. This can
be particularly significant for large arrays, which are common
objects in scientific computing. Besides being careful not to
create extra copies, we chose to address the memory concern
by using HTTP 1.1 instead of HTTP 1.0.

HTTP 1.1 supports a form of streaming called chunked
encoding. The body is sent in chunks, with each chunk pre-
ceded by its size. The content length is no longer necessary,
because a receiver can determine the end of the body by pro-
cessing the chunks. The elimination of the content length
means that the sender does not need to buffer the whole mes-
sage before transmission, which also allows overlap between
network transmission and serialization.

Most operating systems copy the user-space memory
buffer to a kernel-space buffer during the send system call,
and immediately return. The actual transmission occursin the
background. By calling send multiple times for a large mes-
sage, overlap between the transmission of the previous buffer
by the kernel and the preparation of the next buffer by the pro-

gram will occur. Of course, calling send too many times may
cause the overhead of system calls to dominate.

Streaming has larger impact on the performance for large
messages, because it allows overlap between communication
and deserialization that would otherwise not be possible. This
overlap is not significant for small messages since the commu-
nication timeis short.

4 Receiving SOAP M essages

4.1 Stages

Though in some sense receiving a SOAP message is the
inverse of sending a SOAP message, the issues are somewhat
different. Conceptually, we divide the receiving process into
four stages:

1. Read from network into memory buffer.
2. Parse XML.

3. Handle elements.

4. Convert ASCII to machine representation.

4.1.1 Stage 1

The SOAP message is read from the operating system into a
memory buffer in Stage 1. Thisrequires a system call, so read-
ing as much data as possible will minimize the number of sys-
tem calls. If the amount of data is larger than will fit into
cache, however, the number of cache misseswill increase.

When receiving a chunked encoding message, it is impor-
tant to decoupl e the chunk sizes from the size specified in each
read/receive system call. The purpose of chunked encoding is
not to specify the chunks in which the incoming HTTP mes-
sage should be read, but rather to support two properties
simultaneously: (1) a receiver can determine the end of the
message without any kind of specia marker, and (2) the
sender can start transmission before knowing the length of the
message.

Thus, the chunk sizes will be appropriate for the sender,
and may be either much too small (too many system calls) or
much too large (too much paging) for the receiver to operate
efficiently.

4.1.2 Stage 2

In this stage, the XML is parsed to identify its syntactic con-
structs. Comments are stripped, start tags located, etc. This
parsing normally involves a state machine of some kind. Pos-
sible choices are coding the transitions in a switch-statement,
or using atable-driven approach.

There are currently two popular paradigms for processing
XML, the Document Object Model[16] (DOM) and the Sim-
ple APl for XML[12] (SAX). DOM builds a complete object
representation of the XML document in memory. This can be
memory intensive for large documents, and entails making at
least two passes through the data. During the first pass, the
object model is constructed. Only after the document is com-



pletely parsed can the application interpret the data in another
pass.

SAX operates at one level lower. Rather than actually con-
structing amodel in memory, it informs the application of ele-
ments through callbacks. This also requires at |east two passes
through the data. The first pass is performed inside the SAX
implementation, and is required to identify tags and element
content. The second pass is performed by the application after
the XML constructs are pushed to the application through
callbacks.

Pull parsing, as exemplified by the XML Pull Parser[14],
is an efficient paradigm similar to SAX in that it does not
build a complete object model in memory. It differsin that the
tags and content are returned directly to the application from
calls to the parser, rather than indirectly in the form of call-
backs. Thisis more natural for many applications, because the
does not cross module boundaries multiple times in one call
stack, asit does with callbacks.

A number of dual-mode models aso exist. Progressive
DOM, for example, switches between a SAX model and a
DOM model depending on the needs of the application at that
point in the XML processing.

Processing SOAP messages involves repeated matching of
XML tags. One candidate for tag matching is perfect hashing.
Perfect hashing, however, may generate a valid hash code for
an item not in the hash table. Thus, the item must be reexam-
ined after the hash code has been computed, which requires
two passes over the tag.

We therefore suggest using tries, which unambiguously
determine whether or not akey isvalid. A trieis essentialy a
table-driven deterministic finite automaton for a fixed set of
strings. As the parser encounters each character of a tag, it
simultaneously feeds it into the trie. Upon reaching the end of
the tag, the trie has aready matched the tag to a specific han-
dler.

The C++ Standard Template Library (STL) map isimple-
mented as a balanced binary tree, for which lookups are
O(lg(N)), compared to the trie for which lookups are O(1).
The trie also has a lower constant because the matching is
done as the parser scans the tag. The binary tree, on the other
hand, needs to make repeated comparisons of the tag against
keys stored at the nodes.

Schema-Specific Parsing. For a application to interpret the
datain a SOAP message, it must have some idea of its struc-
ture. This structure may be known in an ad hoc manner, or it
may be formalized through an XML Schema.

In either case, performance can be improved by using this
information to generate a schema-specific parser. For exam-
ple, rather than representing the tag-matching tries as tables,
they can be represented directly in the program itself as code
(open coding). On some architectures, this can grestly
improve performance, because instructions can be more effec-
tively prefetched than data.

One can even imagine a parser-generator that directly gen-
erates machine-code (or Java byte-code) from a schema.

4.1.3 Stage 3

Once the tags are identified, the content of each tag is
interpreted. For the parsing paradigms described above, the
parser presents the tag and the content as simple text. So the
actual interpretation of an element is completely delegated to
the application. This meansthat even if the application uses an
efficient data structure like ared-black tree to match actionsto
tags, it still must examine the tag after the parser has already
made one pass through it. We examine this issue more in
Section 4.2

4.1.4 Stage 4

Ultimately the ASCII text must be converted to the
machine representation. For numerical data, thiswill involve a
decimal-to-binary conversion. For string data, it may involve a
UTF-8/16 to wide string conversion.

4.2 Pipelined Push-Pull

Pipelining can improve performance for two reasons. The first
isthat it can greatly reduce memory usage for large messages.
A non-pipelined implementation will hold the unprocessed
SOAP message and the final form of the datain memory at the
same time. A pipelined implementation, on the other hand,
will process the SOAP message in small chunks, thus greatly
reducing the memory usage.

The other benefit of pipelining is that it improves memory
locality, which improves cache utilization. As data flows
through a pipeline, it is accessed by each successive stage in
the pipeline whileit is still in cache.

Another important precept is to never examine data more
than once. Thus, stages 1-4 should al be performed with one
pass.

The fundamental reason the popular parsing paradigms
require two passes is that they present a data-centric interface
to the application. Thus, for example, the parser must first
make one pass to syntactically identify the end of the content.
The application then makes another pass to interpret the con-
tent. Likewise, the parser first makes one pass to demark the
end of a start tag. The application must then examine the tag
again to decide how to handleiit.

To avoid this we suggest interfacing to the application
through a streamed, push-pull model. Like SAX, we make
callbacks to the application. Unlike SAX, however, the parser
has aready matched the tag to a specific callback. The appli-
cation therefore does not need to examine the tag again, and in
fact the tag may not have ever existed as a complete string
anywhere in memory.

When the handler is called, the content of an element is
not presented as data, but as a function that the application can
cal for the next character. The function parses the XML on-
the-fly as the application requests each character of the con-
tent. Thus, the parser does not need to make an initial pass
through the XML to identify the end of the character data.
Attributes are handled similarly.



5 Other Techniques

In the previous sections we examined some approaches to
improving performance on a stage-by-stage basis. We now
examine approaches that span stages.

5.1“Binary” XML

XML is atransfer syntax for the information. Implicit in the
specification, however, is an abstract model for structuring
data and metadata. Web services researchers soon realized that
this abstract model was in itself useful, and developed the
XML Infoset specification[6].

XML infosets suggest another approach to Web services
performance. Once we abstract XML, we can then develop
different concrete transfer syntaxes to realize that abstraction.

This is the idea behind what has sometimes been termed
“binary” XML. The application is written to an API for XML
that abstracts the actual syntax. This means that application no
longer depends on how the XML isreally represented, and can
use different, perhaps more efficient representations.

Because of the high cost of converting |IEEE-754 floating-
point numbers to ASCII, a binary XML should represent the
number in some kind of machine format. This implies, how-
ever, that the Infoset APl must also present the application
with typed data already converted to native form (such as a
doubl e in C++), in order to assure that no ASCII to |IEEE-
754 conversions take place anywhere along the path from the
original source of the datato the final destination.

An early “binary” XML effort isthe WBXML[11] specifi-
cation. Unfortunately, this format did not transmit doubles in
| EEE-754, so would not improve applications that made heavy
use of floating-point numbers.

5.1.1 Multiprotocol

To preserve interoperability, a binary XML approach should
also be able to use regular XML. This suggests a multiproto-
col approach[4], where less efficient but more interoperable
formats are used to establish initial communications. A more
efficient format is then used when supported by both ends.

5.2 Compression

XML is generally thought of as a verbose format for data. A
double-precision floating point number that takes 8 bytes
natively may easily take 25 bytes in XML. Consequently,
some people have suggested using compression to reduce the
size of the XML representation.

Whether or not compression is useful depends strongly on
the environment. If available bandwidth is very low compared
to the available processing power, then the bottleneck is the
network, and compression can be helpful.

In LAN environments, however, we have observed that
Web services communications are usualy CPU-bound. That
is, they do not saturate the available network bandwidth. In
these situations, compression would only worsen the perfor-
mance.

5.3 Extensions

Two basic approaches can then be taken to resolve the tension
between SOAP’s universal lowest common denominator capa-
bilities, and the need for high performance communications:
(1) extend the SOAP protocol to provide for binary represen-
tation of floats, or (2) use SOAP as an initia mechanism that
can then negotiate other (faster) shared protocols.

SOAP extensions might do something like encode |EEE-
754 as base64. Though this can be useful in some situations,
the SOAP is no longer conforms to standard encodings. We
believe interoperability is preserved better, in the long run, if
instead “vanilla’ SOAP is used to negotiate faster shared pro-
tocols. Note that this faster shared protocol might actually be a
SOAP extension.

Our recommendations are to follow the second approach,
unless and until the community can persuade the W3C organi-
zation to extend SOAP to include binary protocols. In the
event that two applications do not have a shared faster proto-
col, SOAP over HTTP can still be used as a fail-safe tool that
assures communications can succeed.

6 Conclusion

We have divided the process of sending and receiving a SOAP
call into various stages, and analyzed efficient ways to handle
each phase. Various approaches that can be used to improve
the different stages of the call along with inherent bottlenecks
were presented and discussed.

For non-demanding applications, standard SOAP can pro-
vide adequate performance. Schema-specific parsing can pro-
vide addtional performance boosts. For applications that use
large numbers of floating-point numbers, however, we believe
that a binary XML, multiprotocol approach will ultimately be
necessary.
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