
Pro ceedings of the 2002 IEEE
Workshop on Information Assurance and Security

T1B2 1555 United States Military Academy, West Point, NY, 17{19 June 2002

Improving HoneynetData Analysis

Camilo Viecco
AdvancedNetwork Management Lab

Indiana University

Abstract | The honeyw all's h
o w and walley e in terface �rst
in tro duced in[1] vastly impro ved honeynet data analysis by
in tegrating di�eren t data sources and th us reducing the time
required for analyzing honeynet data. Ho wever, there are
some op en arc hitectural questions. This pap er answ ers some
of these questions by in tro ducing a pac ket pro cessing lan-
guage that allo ws a mo dular arc hitecture. This arc htecture
not only solv es the immediate problems but is also applica-
ble to a wide range of problems.

W e presen t data regarding the problems of the old arc hi-
tecture and presen t our solution. W e also presen t some of
p erformance envelop es of b oth arc hitectures.

I. Intr oduction

Honeypots and Honeynetstoday are part of the tool-set
of network administrators and security researchers. One of
the easiestways to deploy honeynetsis the useof the Hon-
eynet Project's Honeywall[2]. The Honeywall is a Linux
distribution that contains a prepackagedsystem for rapid
deployment of honeynets. The honeywall functionalit y can
be divided into four separatecomponents: administration,
data control, data capture, and data analysis. Adminis-
tration includes all the systemand honeynet con�guration
such as users,authentication and IP addresses;Data cap-
ture includes all the mechanisms for collecting the data
from the wire; data control includes all the mechanismsto
limit the e�ect of compromisedhoneywalls on the rest of
the network; and data analysis includes all the tools that
are usedto re�ne, transform and accessthe data captured;

The current Honeywall usesa data model �rst intro duced
by Balas and Viecco[1]. This model is implemented by a
set of Perl scripts that collaborate to generatea composite
view of the state of the honeypots and the network be-
havior. This paper addressesopen questionswith respect
to h
o w and walleye. This paper also present solutions to
some of the usability problems encountered by honeynet
researcherswhen using the Honeywall asa production tool
for network analysis.

A. Problemswith H
ow

We �nd six problems with the current h
o w implemen-
tation: (i ) It is unsuitable for packet trace reprocessing,
(ii ) has many startup dependencies,(iii ) usesa problem-
atic 
o w model, (iv ) has 'high latency 'update process,(v)

lacks transparency in its operation, and (vi ) doesnot gen-
erate correct processdata in somecircumstances. Each of
this problems is explained in more detail below.

Unsuitable for packet trace reprocessing. Currently h
o w
works by reading data from several running processes.
Each of these helper processesare implicitly synchronized
due to the fact that all are reading from data from a live
data stream. There is no explicit syncronization or uni-
�ed timestamp. Thus, previously collected traces cannot
be processedby h
o w as there is no way for synchronizing
all the helper processes.

Startup dependences. All the helper processesmust be
executed before h
o wd.pl starts and must be restarted
manually if h
o wd requiresrestart. This is partially solved
by the HwCTL scripts in the honeywall; however, this so-
lution is particularly brittle and prone to errors. An ideal
system coordinate of all the dependenciesfor startup and
shutdown.

Problematic Flow Model. h
o wd uses Argus[3] as the
source of 
o w data. While this removes the requirement
for h
o w to make its own 
o w model, the 
o w information
produced by Argus is not 'accurate' 1 from the honeywall
perspective. Further, Argus's 
o w model separatesin-band
data from out-of-band data. This separation makes sense
from an IP performanceperspective but generatesanalysis
overheadfor security research.

Delayed update process Another e�ect of using Argus or
any other external 
o w generator is that the latency on the
updates of the coalescedstructure is at best equal to the
latency of the slowest component. For h
o wd, the update
delay is dominated by Argus's collector(ragator) updates.
This generatestwo problems. First, new operators cannot
tell if the system is working as expected until a a latency
period has expired. Second,the latency does not permit
the useof the honeywall as a real time tool.

Lack of Transparency H
o w is not able to detect run-
time failures of any of the dependent processes.Thus, the
system will continue to operate after processfailures giv-
ing operators a false senseof con�dence. The desire to
keep working even in the presenceof errors is a common

1Some of the problems include: incorrect determination of source
IP address on syn-ack initiated 
o ws and incorrect determination of
'source' IP address on error ICMP 
o ws
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problem that is present in many analysistools. It is the au-
thor's view that this behavior is only appropriate for '
igh t
recorder' type applications where the data are recordedor
lost forever. For applications such as h
o w, where repro-
cessingis an option, the application should produce an in-
terrupt that is di�cult to ignore, highly visible and as in-
formativ e aspossible. The reasoningis that is much better
to have no processeddata than 
a wed processeddata.

Incorrect ProcessOne of h
o w responsibilities is to gen-
erate processdata derived from sebek data. This fails in
two conditions: deamonization and processrollover. The
processrollover is partially addressedby the current imple-
mentation by making the couple processid parent process
id unique, but there is evidencewhere this heuristic fails.

B. Problemswith Walleye

The Walleye user interface gave end usersa simple way
to traverseand analyzefor data. However we recognizetwo
limitations in particular: (i ) usesa very constrainedquery
languageand (ii ) no direct GUI accessto processcentric
viewpoints.

Very Constrained query Language.The selectionsystem
of walleye consistsof simple, unique and non-hiercachical
operations over a set of variable-value pairs. Filters on the
variables can only take onevalue. This allows operators to
focusonly in singletype of incident in an accuratemanner.
This type of �ltering is not suitable for exploration as in
many caseswe would like to query not onlt on singleprop-
erty but a set of properties. Further, it impossible to use
the aggregateview in an iterativ e fashion as there are no
way to �lter on one dimension using the GUI.

Lack of direct accessto processcentric viewpoints. Sev-
eral 'bugs' have beenreported into the honeynet bugtrack
system about failure to observe sebek data when the sys-
tem was working as designed. There are two causesfor
this percieved invisibilit y of the data: First, a lack of un-
derstanding of the behavior of h
o w and the walleye inter-
face;Second,the lack of a simple way to accessat least a
part of the sebek data directly from the honeywall without
information about the 
o ws.

I I. Previous W ork

This paper is mainly concernedwith the honeywall and
honeynet data analysis. There are three areasof research
related to the work presented here: Honeynet Data Anal-
ysis, Data
o w ProcessingLanguagesand Flow Classi�ca-
tion.

A. Honeynet Data analysis

High interaction honeypot/honeynet data analysis is
usually done in a two tier process.First sometool is used
to transform the raw captured and generateddata (packets
and packet metadata) into a set of related packages.Then

each conversation or system capture is parsedvia special-
ized tools.

The honeynet project is the sourceof most of the Free
Open SourceSoftware(FOSS) data analysis tools for hon-
eynet/honeypot data. The 'o�cial' honeynetdata analysis
tools have undergoneseveral revisions. The secondgenera-
tion data analysisuseda relational model only for sebek[4]
data. The third and last version[1] usesa relational model
for both network (
o w) data and host (sebek) data.

Honeysnap[5]is another recent tool from the honeynet
project. Originally devisedasa tool to processIRC conver-
sationsit hasevolved into an important tool for data analy-
sis. While honeysnapgeneratesinteresting summariesand
transformations for data, it doesnot generateprocessand

o w models and thus its use is limited for detailed host
data analysis.

On the commercial arena, the honeynet console[6]is an
exampleof a honeynet data analysis. The consoleincludes
some interesting statistical tools, but lacks the abilit y to
integrate related data from di�eren t sources.

B. Data
ow Processinglanguages

The data
o w execution model was �rst devised in
1966[7]. In this execution model, a program is represented
by a directed graph were the nodes represent instructions
and the arcsrepresent the data dependenciesbetweenthese
instructions. Data
o w programming languagesrepresent
their programs in the data
o w execution model.

This model initially devisedas a way to easily represent
parallelism. Starting in the 1970's several e�orts went to
create hardware using this execution model.

Data
o w visual programming languagesstarted on the
1980's. An example of a successfulproject is National In-
strument's Labview [8].

Data
o w languagesare found to be particularly useful
for control systemsand signal processing.Examplesin this
area include Matlab's simulink, octave[9] and scilab[10].

In the network arena an exampleof data
o w processing
is the Click router [11]. This is a software architecture for
building con�gurable routers. Someof the ideasbehind the
click router, such as validating packets only once and let
the other modules assumepackets are valid, allow for high
performance.

C. Flow classi�cation

Another small improvement of h
o w is the aggregationa

o w type classi�cation by application. This is particularly
useful sinceit has beendocumented than up to 40% of the
packets in traces cannot be classi�ed by their well known
port [12].

A very large body of research is found in this area,but in
generalthree approachesareused. Thesearepayload based
analysis, packet statistical analysis and behavior basedin-
tra 
o w analysis. Examples of payload basedsystemsin-
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Fig. 1. Overall H
o w2 architecture.

clude l7�lter[13], hippie and pl0f. Examples of statistical
methods include the work by Crotti et. al.[14]. Their work
usespacket size, inter-arriv al time and arrival order to de-
termine the application type. Thus they have accessto the
individual packets but do not require deep packet inspec-
tion.

'Network' 2 based methods include the works of Kara-
gianninis et al.[15]. This method doesnot usesdeeppacket
inspection it usesnet
o w data. However this method does
not classify each 
o w, but the behavior of Host-port pairs.

The block included in the current h
o w implementation
is a simple regular expressionevaluator.The regular modu-
lar architecture implemented in this paper would allow for
changing the classi�er without changing anything else in
the speci�cation.

I I I. Hflo w2

Our research goal was to addressall the challengesfrom
the previous section, in particular the problem of how to
make h
o w capable of o�ine processing. Achieving this
required a system that from the perspective of the helper
tools was located at the libpcap level.

Figure 1 provides a high level view of the overall h
o w2
architecture. H
o w2 is placed below the helper tools and
is the only communication source/sink for the helper tools.
H
o w synchronizesthe helper applications and is in charge
of their initialization and shutdown. H
o w generatesand
stores the composite view in a database, and potentially
can also store the packet information in a pcap �le.

2The Network here refers to the connection based generated graph

Thus h
o w2 seemedto have not only a large complex-
it y but also a large amount internal synchronization and
interdependencies. We neededthen to develop a solution
that not only would be modular, to limit the complexity,
but that also was self synchronizing and hopefully paral-
lelizable. A Data
o w model was exactly what we needed.

A. A Data
ow Packet processingLanguage

Thus the solution becamethe challenge: how to de�ne
and implement a data
o w languagefor high performance
packet processing.From the languageperspective the only
thing remaining was to de�ne what are the data types for
our languageand determine if the languagewasto be data
or demand driven. We decidedto usea data driven model
and have two data types: a tagged packet and a tagged

o w. Packets can be tagged with 
o w information and

o ws can be tagged with packet information.

A.1 Data typesand Intra Block Communication

There are two data types in the language: a tagged
packet and a tagged 
o w. A tagged packet is made of the
packet payload, a libpcap like packet header and a set of
tags. A tagged 
o w is made up of a 
o w descriptor and a
set of 
o w tags. The 
o w descriptor contains 
o w speci�c
data such as sourceaddress,number of packets and type
of 
o w.

Intra block communication is achieved by the useof the
tags. Each block is free to look and modify the tags as
seenby the block. Each block can also chooseto modify
the contents of the packetsor not to forward any particular
block.

There is, however one little di�erence worth mentioning,
we will cheat: pure data
o w languageshave no side ef-
fects, but we are using them. In particular, there implicit
communication via the database of the 
o w information
generatedby the 
o w maker. In a pure data
o w language,
this information should be appended to the data passed,
however as the sizeof the 
o w information is usually much
larger than the information of a packet it is not reasonable
to passit to the next module. Our 'data
o w' languageis
thus not really pure.

A.2 Implementation

The question then came how to build an e�cien t
data
o w language. Two things are of importance: per-
formance and independence.

By performancewe mean that the latency of each block
in a string of blocks should not compromise the latency
of the rest of the system By independencewe mean that
modules should be able to operate independently of the
rest of the the system.

Each block is implemented a a C++ object. H
o w is a
collection of prewired objects. An object oriented approach
was selectedto build the processingblocks as they follow
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the object oriented approach. Further it solves potential
names-apaceproblems of other approaches.

Each block is has a unique and common entry function
that is called by the previous node. The execution patch
follows a 'telescope' like approach. There is one constraint
for each block, the entry function must have complexity
classO(1) or O(log n) and with no io blocking. This guar-
antees that for the complete telescope the complexity is
O(log n) and thus a low latency. Blocks whose behavior
cannot be satis�ed need to create other threads to handle
the blocking operations separately.

Another decision on the implementation is that on any
unrecoverable error each module should fail and causethe
application to exit. This is in conformance of our data
analysisphilosophy of :fail soon and noisily. The objective
of this is that userscan immediate known that something
bad hashappenedand allow for reproduction of the failure.

B. H
ow Implemented Modules

For H
o w we developed several modules. The modules
are grouped into several categories: input output modules,

o w generators, interfaces to helper processes,
o w clas-
si�cators, 
o w �lters and packet �lters. This section will
describe each module in detail.

B.1 Input and Output modules

Two typesof input modules are currently implemented:
a libpcap input module and an iptables ULOG target in-
put module. For output, only an libpcap module is imple-
mented. The output modulesare sink blocks, they have no
output connection for any other blocks. The input blocks
have no input connection, but only output connections.
Further input modules 'self-�re' events from an external
source, that being data from a �le or live data from the
system.

B.2 Flow module

There are many de�nitions and implementations of what
constitutes a network 
o w. The reasonis that not everyone
agreeson what is a network 
o w and what data is required
for a network 
o w to be useful.

An exampleon the large degreeof di�erences is seenon
the IETF draft IPFIX speci�cation: there are 238di�eren t
potential 
o w �elds(information elements) an not one re-
quired �eld. This meansthat being IPFIX compliant is not
very usefulin network security, becausein network security
the important aspect is not what could be represented but
what is known to be represented and how this is useful for
the particular analysis in mind. 3.

Another IETF working group alsode�nes somedi�eren t
typesof 
o ws is the IP performancemetrics group. Which
has de�ned several and produced among others [16] which

3 In other words, being IPFIX complian t doesnot give a lower bound
on the richness of the data transfered

is the baseof Argus[3]. Argus has goneunder several revi-
sions: two versionsare worth mentioning: argus 2.0.6 and
argus 3.0 rc. Argus however has someproblems: version 2
had directionalit y problems and an 
o w model with some
problems for icmp data. Verion 3 removed the bidirection-
alit y from the server and removed the helper application
that we used: ragafor.

Thus the need for a causality generated directionalit y

o ws and the need to put both out of band data and in
band data. In a the same
o w record.

Our 
o ws are bidirectional. Packets belong to a 
o w
if: (i ) they have a same5 tuple: sourceIP, destination IP
protocol, sourceport and destination port asa known 
o w.
(ii The 5 tuple reversebelongsto a known 
o w. (iii ) they
are end host ICMP errors that match a known 
o w 5 tuple.

ICMP related messagesthat are generatedby interme-
diate routers are counted within a 
o w packets, but also
create a separaterouter to end host 
o w.

For TCP and UDP packets the 'reverse' of a packet is
found by swapping IP addessesand ports. For non TCP,
UDP or ICMP packets the inverseis found by swapping IP
addresses,the port valuesarekept at zero. For ICMP pack-
ets, the 'reverse'dependson the ICMP type and code. The
current implementation only addresses'reverse' for types
speci�ed in RFC792[17]. Directionalit y is given by the �rst
packet that doesnot match any known 
o w given the rules
above.

Besidesargus like information, each 
o w also contains:
a counter for the icmp related messagesin each direction.
An a set of 
ags to indicate what type of related icmp 
ags
have beenseenin each direction.

B.3 Sebek Module

The sebek Module is in chargeof collecting only authen-
tic sebek modules, interpreting them and inserting the se-
bek related data into the database. Thus its responsibilit y
is similar to the previous sebekd and hlfow and sbk extract
programs.

ProcessID (PID) rollover. A problem for long running
honeywalls was the fact that the previous system assumed
that each duple Parent ProcessID(PPID) and PID where
unique for the livenessof a system. This is not true for
systems with rapid generation of children or for systems
with large up times (more than one month).

Daemonprocesses:Another problem with sebekd wasits
inabilit y to understand transitions from a regular process
into Daemons(children of init).

We used a di�eren t approach: A processis new when:
We have not seenthe PID before or when the last PPID
known than the new PPID and the new PPID is di�eren t
than 1. This however implies having a record of what are
the PID to PPID mappinggs.

This module is a two thread module. The main thread
checks that the current packet is a sane sebek packet
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(Source port, destination port, destination IP and magic
number are what is expected) and if so inserts it into a
queue. The secondthread takes packets from the queue
and processesthem accordingly and inserts the appropri-
ate data into a RDMBS.

To reducethe number of databasetransactions, the sys-
tem keepsa memory record of the PPID, DBID and last
time seenper each PID. And the database is updated or
checked only when the internal data is stale or not found.
To keepthe sizeof the table �nite, this state is only kept for
PID< =65536 which is true for the default con�gurations
of most OS.

B.4 P0f and Snort Modules

A crucial part of the system is the integration of
Snort[18], [19] and P0f[20]. Since these are indepen-
dent programs, they interface with h
o w2 via two distinct
threads. Both of this modulesfork and executean instance
of the helper thread and pipe the stdin and stdout to un-
named pipes that are handled by h
o w2. The forked pro-
cessesare also setuid to mitigate the e�ects potential ex-
ploits in the helper applications

These modules consist of three threads. The main pro-
cessingthread, makes a copy of the packet and places it
in queue. The second thread reads from the queue and
makes a libpcap packet that is written to helper applica-
tion (Snort or P0f) stdin. The third and last thread reads
the appropriate output from the helper applications, inter-
pret it and communicates with the databaseto insert the
interpreted value in the appropriate location.

It is worth noticing that h
o w2's architectures objective
is not to remove runtime dependencieson helper applica-
tions, but to remove the startup dependenciesof helper
applications.

B.5 Flow Classi�er

One challenge when dealing with network data is that
programs, in particular malicious programs, do not use
well known ports to operate. This makesanalysis harder.
There are many approaches to application level classi�ca-
tion, but we use the most simple: deeppacket inspection.
Our 
o w classi�er identi�es a 
o w when all the rules of a
classare satis�ed. Currently rules consist of: a PCRE reg-
ular expressionto be matched against the packet payloads;
a minimum and maximum packet number for the match to
occur; a minimum an maximum byte number for the match
to occur; and the direction of the classi�cation: from client
to server or from server to client.

B.6 BPF module and Fragmentation Module

One constant requestfor the honeywall wasthe inclusion
of a Berkey Packet Filter (BPF) �lter at the h
o w level.

While we do not agreeon such �ltering 4 the addition of
such �ltering provides a simple way to provide inline �lter-
ing for other future modules.

The Fragmentation module is an specialization of the
BPF module, it is actually just a BPF module that �lters
on IP fragments. Packets that are not the �rst section of
a frament get sent directly into snort all other packets are
sent to the next module.

B.7 ClassFilter

There are times when capturing the full packet payloads
is of no interest becausethey cannot provide any additional
information. The classic example is SSL tra�c. As SSL
provides perfect forward secrecy, the actual contents of the
payload are not very useful. In such cases,storing only the
packet and SSL headersis su�cien t. When analysing data
where this is the case, this type of �ltering is extremely
e�cien t at reducing the amount of data captured and thus
neededfor analysis.

C. The complete H
ow

With all the modules in place, the only remaing issue
was the connection betweenmodules and the initialization
scripts. Figure 2 shows how the modules are connectedin
the current implementation.

This is not the only way to connect the components,
in fact there are only two tight dependency set:between
the 
o w maker, the regexp classi�er and the class �lter;
and between the input module, the bpf block and the IP
fragmentation block. All other modules can be placed in
many other con�gurations. Further, sinceall the modules
are dynamic objects, all objects with only one input and
output blocks can in theory be swaped at runtime by any
other similar or di�eren t module.

D. Performance Envelopes

The �nal task remaining was to test the performance
envelopesof the proposedsystem against the performance
envelope of the previous generation. Two sets of experi-
ments wheredone: oneto test the e�ect on sebek rich data
and one to test the performance of network data with no
sebek data. The tests consistedof measuring the cpu us-
age of the system on steady state of previously generated
packet traces replayed at di�eren t speeds.

4 It is the author's opinion that a honeywall should collect every-
thing as there is no a priori knownledge of what is good or bad in a
honeywall. Some researches have suggested the use of such �lters to
reduce potential liabilities, due to priv acy regulations, and to reduce
some analysis overhead when other hosts are not of interes. These
are well intented suggestions, but they miss one the primary objec-
tiv es of the honeywall: to collect the information exacly as it reached
the honeypots so that accurate descriptions of the interaction of the
outside workd with the honeypots can be reconstructed. The addi-
tion of BPF �lters allows for hidden information channels that can
be potentially used by attackers.
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Fig. 2. H
o w2 Detail.

D.1 Equipment

To test the performance and limitations of our current
and previous implementations we set up a roo honeywall
version 1.0.hw-222. The only modi�cation was the instal-
lation of MySQL 4.1.22on the honewall, as MySQL 4.0 or
greater is required for h
o w2. The Honeywall wasinstalled
in a 1.0 GHz Pentium II I systemwith 512MB of Ram with
100Mbpsnetwork interfaces. The test systemwasa similar
system but with only one network card.

The tests consisted of di�eren t �ltered versions of real
honeypot data collectedfrom an Indiana University honey-
pot. The pcap traceswhereinjected back from the test sys-
tem via tcpreplay. It is worth mentioning that this packet
injection is not packet reprocessingas the timestamps of
the events are the timestamps generatedby the packet in-
jection and not the original timestamps of the recorded
events.

The tests objective was to determine what are the per-
formance envelopesof the coalescingsystem both old and

Fig. 3. Sebek trace CPU usages

new.

D.2 Sebekd Limits

This test consistedof injecting the known traces at dif-
ferent rates to the system. This test tries to simulate a DoS
attack on the sebekd component of the data collection. The
packet traces consistedof 97% sebek packets.

Figure 4 shows the percentile of user and idle CPU for
both h
o wd.pl and the new h
o w. It can beeseenthat the
original h
o w starts to have problems at around 250 pps.
The new system starts to have problems at around 1000
pps.

It is also noticeable that the user CPU for the original
h
o w is higher under saturation conditions(85%) than the
saturation of the new h
o w (75%). This translates that
the systemusageis higher, in particular the CPU usageof
the databasedominates both cases.

Further analysis indicate that the 1000ppslimit is due
to limitations on the insertion rate of the database. Re-
call that a portion of each sebek packet is inserted into
the database. The system doesprovide a 5 times increase
in the number of sebek packets required to DoS the data
capture mechanisms. Thus it is important to deploy sys-
tems with �ltered sebek[21]and with correct valuesfor the
magic number and ports so that the collection system is
more robust to DoS attacks.

D.3 Non sebek limits

The secondtest was to determine the performanceenve-
lope for just network data (no sebek). The data contained
on average continued 1 packet to be 
agged as an alert
every 300th package. Most of the cpu usageis causedby
the insertion of alerts into the database. We tested only
the new h
o w ash
o wd.pl contains a bug in the honeywall
version that we used and no alerts where being inserted
into the database.
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Fig. 4. No sebek trace CPU usages

We tested up to 97680packets per second,and the sys-
tem was able to keepup with no packet loss. The system
also never reached 100%cpu usage.

IV. Walleye

Another part of the Honeywall that needed improve-
ments was the data analysis section of the Walleye in-
terface. Three problems are noted: First, The �ltering
abilities of Walleye are too coarsegrained and not 
ex-
ible enough; second, walleye did not included any direct
way (by a set of user clicks) to accessthe sebek data and
third, the systembecamelessresponsive as more data was
inserted.

The �rst problem mademany usersredevelop tools simi-
lar to h
o w to reprocesstheir data (even when the MySQL
databasewas available). The secondproblem made many
usersbelieve that the system was not working properly as
they tried to decodeSebek asa network 
o w and not access
Walleye's processtools.

A. Reworking the �lters

The �lter remake included a two pronged approach:
adding the abilit y to ask for multiple and negative selectors
and modifying the user interface to accessthese changes.
Multiple selectorsallow to ask queries of the form: show
me information about IP addressx and IP addressy. The
addition of negative �lters allowed the queriesof the form:
show me all data except for destination port 139. Combin-
ing thesetwo allows for a much richer query interface.

The secondpart wasto allow these�lters to becontrolled
from the GUI. To do so two things where added: check-
box lines for the aggregateview and the abilit y to use the
aggregateview on �ltered data. The whole idea is to keep
the user on the aggregateview as much as possiblebefore
entering the detailed view.

Figure 5 illustrates the changesin the GUI interface.

B. A simple Dir ect processview

The secondchange in walleye is the intro duction of a
direct processview. This view is similar to the aggregate
view of the 
o ws, but only has 
o w information. There
is no sorting and the only ordering is by command name.
The reason behind this are performance problems when
building the aggregateview.

V. Future W ork and Conclusions

The biggest trade-o� of the new h
o w architecture is
that we have a new single point of failure: the main h
o w
thread.

The current h
o w model su�ers from inserting too much
data into the database. This is clear form the measuresof
the performanceenvelopeof using sebek vs non sebek data.
100%cpu usageis found with only 1000sebek packets per
second. We should probably revisit the h
o w model to
move the sys open data to a systemwith faster data rates.

More usability tests are required to determine other
problems of the usersof the system.

Improveeach module, in particular the 
o w classi�cation
module. This module can be made not only more e�cien t
but integrated with the walleye GUI.

The useof the data
o w languageseemsa promising way
to createand develop new applications. It is an open ques-
tion of how we can add new data typesand connectorsso
that the system can be used also to display data directly.
It is also promising to add a graphic interface to the sys-
tem so that userscould experiment with the modules in a
graphic interface just like labview.
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