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Abstract| In this pap er we investigate
limits of system call based monitoring to ols using the Lin ux
version of Sebek as a focal point. We quan tify the amoun t
of unin teresting data that it collects and illustrate the prob-
lems that this creates: detection of Sebek, amoun t of work
to analyze data, and data priv acy. To mitigate these prob-
lems we prop ose a dynamic ltering technique. Finally we
evaluate the performance of an implemen tation of this tech-
nique.

the performance

. Intr oduction

In an e ort to better understand the threats facing net-
worked systems,researtersoften usehigh interaction hon-
eypots[1l]asatool to obsenethe behavior of remoteintrud-
ers. In not so distant history, padcet traces were the sole
method of obsenation for such honeypots. But as crypto-
graphic tools such as OpenSSH[2]and OpenSSL[3]began
to popularize, thesewhereusedby intruders to avoid eaves-
dropping by researters. As a result, network trac on its
own could not longer be used to completely understand
the behavior of intruders within a honeypot. Researters
then beganto create tools to instrument the honeypot's
operating systemsto extract the desireddata. Selek[4]is
an example of sudh a tool. The Linux version of Selek
operatesby hooking system calls[4] and then recording as-
sociated activit y, although it could just as easily use other
techniques such as modifying the Interrupt Descriptor Ta-
ble. Sekek has ewolved from a tool speci cally designedto
record keystrokesand encrypted le transfersinto a more
generalpurposesystemmonitoring tool designedto record
processheritage, socket activity, le opening, and read ac-
tivit y. The combination of theserecordedactivities enables
the identi cation of causalrelationships in the systemac-
tivit y and the recreation of the intrusion sequences[5].

To be e ectiv e, honeypots must obsene intruders with-
out their awareness. This leads to the desire to build
tools similar to Sekek which are dicult to detect. In-
deed,the original version of Sekek was inspired by the
Adore rootkit. For system administrators, malicious soft-
ware such asrootkits needto be detected. Thus we obsene
that the successof one security tool is dependert on the
weaknesf the other. As rootkit detection techniquesim-
proveit will be easerfor intruder's to usethosetechniques
to detect system monitoring tools like Selek.
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Two methodologiesto detect Selek or any other hidden
monitoring tool in a system have been proposed: (i) the
use of memory analysisto detect kernel memory locations
with suspiciouscontents and (ii) the use of performance
analysisto detect the existenceof abnormal performance
bottlenecks under someoperations.

Memory baseddetection of Selek is possibledue to the
fact that Sebek modi es kernel memory. Previous work on
memory based Selek detection includes the works of and
Tan Chew Keong[6] and of Dornsief, Holz and Klien[7]. In
particular, current signature based detection approaches
look to seeif the systemcall table hasbeenmodi ed. Gen-
erally, any modi cation to kernel memory can be detected
with enoughe ort, thuswhile it might be moredicult to
detect a kernel patch we feel that it is still possible.

Sudh detection techniques assumethat they are able to
retrieve a accurate picture of kernel memory. Recerly,
researd by Sparks and Butler[8] demonstrated a rootkit
hiding technique where by they break the assumption that
processesan get an accurate picture of kernel memory by
reading it. This technique attempts to desyndironize the
Instruction and Data Translation Look-asideBu ers suc
that, if a processexecutesmemory, one physical page will
be preserted and yet if the sameprocessreads a block of
memory a di erent physical pagewill result.

Work by Dornsief, Holz and Klien [7] includes not only
memory analysis techniques but also someinitial musings
about performance based detection techniques. Perfor-
mance baseddetection is possibledue to the fact that sys-
tem monitoring necessarilygeneratesextra work to be per-
formed by the system. We believe that performancebased
monitoring detection is the more pressingof the two threats
becauseunprivileged userscan useit to detect systemmon-
itoring prior to escalatingprivileges.

In this paper we will examinethe shortcomingsin Sebek
performance, including the delays incurred on monitored
systems,as well asthe amount of uninteresting data gen-
erated. Next we will proposea technique for addressing
someof the shortcomingsand nally we will evaluate the
suitability of the technique.
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While Selek was initially designedto collect minimal
amourts of data, the needto have a better understanding of
the behavior of intruders hasleadto collection of additional
data types. The ideaof \collecting only data of interest" as
speci ed by the honeynet community, has beenlost in the
process;and while anecdotal evidenceis presert about this
problem, no characterization of it or of its consequences
have beendoneto the date.

Current state of Sebek

A. The problem of too much data

Collecting data with the current versionof Sebek is simi-
lar to trying to drink from a rehose. Much of what comes
out may be of little use and can compromise the whole
eort. And while the current version of Sebek has rudi-
mentary mechanismsto control what is collects, these are
not su cien t to reducethe data to negligible values even
on idle systems.

Within the latest version of Setek for Linux, there are
two binary switchesto control what data is acquired. The
rst determinesif all read activity is recorded, or if only
keystrokes (1 byte reads) are recorded. The secondswitch
activatesthe recording of all socket activity. This discrim-
ination is insu cien t. In particular we identify three resul-
tant problems:

First, there may be a set of system resourcesfor which
we know the assaiated activity will never be interesting.
For example, considerthe /dev/zero devicein Linux. Dor-
sief, Holz and Klien[7] illustrate a potential prole detec-
tion technique basedon reading large volumesof data from
/dev/n ull and then cheding Local Area Network for con-
gestion. While we can not deny the fact that the act of
recording system activity consumesresourcesin the form
of CPU clock cycles;it seemdogical that system monitors
provide a way of not recording activity which is known a
priori to be uninteresting.

Second,any method usedto move data o the honey-
pot has a specic rate limit such as the rate of packets
per secondthat can be transmitted and the bandwidth of
the network we are using. When uninteresting data is col-
lected, it consumespart of this nite resource. Any high
volume of uninteresting data not only makesit easierto
detect the presenceof Sekek, ashasbeenshown, it alsoin-
creaseghe likelihood that we will be unable to collect the
data of interest. Within Selek, recordsare queuedfor net-
work transmission in a simple FIFO queue. Thus, Sebek
is most likely vulnerable to situations where one process
can generatesu cien t volume of data such that we losea
signi cant portion of another process'slog data. Further-
more, assumingthat the network hasthe capacity to carry
all of the Sebek data, we must store the data and analyze
it. The collection of uninteresting data decreaseshe accu-
racy of collecteddata, the e ciency of the analysissystem,
and increasesthe data collection and analysis costs.
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One common justi cation for using honeynetswas that
\all captured activity is assumedto be unauthorized or
malicious"[9]. Clearly the addition of Sekek to honeynets
signi cantly weakensthis rationale by unconditionally col-
lecting uninteresting data that is a side e ect of routine
system activit y.

Third, there are times where Sekek would be very useful
to usein incident responsesettings. However, becauseit
hasno control over what it monitors, it may not always be
appropriate to usein this case. For instanceif we have Alice
and Bob on the samehost, and Alice is under investigation
for somemisdeed,it is desirableto only monitor Alice and
not Bob. Further, depending on the context it might also
be inappropriate or illegal to inadvertently monitor Bob.

B. Seleka Linux Kernel Performance

In order to appropriately discussthe performanceimpli-
cations of Sekek we set up se\eral tests to understand both
the performanceimplications of Sebek and the amount of
data collected by a system running Sebek. For the ker-
nel performance measureswe proceededwith two types of
tests: Macro benchmarks to study the aggregatelatency
e ects of Sekek using normal usertools, and micro bendc-
marks to study the individual system call latency e ects.

B.1 The bendmark ernvironment

All benchmarks were run on an 900Mhz Celeron proces-
sorin a Dell Dimension 2100system -running Linux 2.6.9.
The system was booted and running in multi-user mode
with standard badkground daemonsrunning and the X11
system enabled. This was doneto best approximate \real
world" conditions.

B.2 Macro Tests

Becausebadkground processesind other non-deterministic
activity weretaking place, several runs of each bendmark
were performed. The bencdmarks, eat of which consisted
of millions of individual system calls, were performed six
times eadh. The user, system, and real times of ead run
were averagedto getthe nal result. In addition, standard
deviations for all of the runs were calculated as a cortrol
measure.

In reporting the results, only the sums of the user and
system CPU times are preserted. Real time was found to
be too variable and of limited informational use. Sincewe
are primarily interested in the amount of additional CPU
processingSelek incurs, summed user and system CPU
times were considered an adequate measuremeh bench-
mark. In practice, the benchmark consisterlly produced
results congruert with the expected impacts of the meth-
ods described in this paper.

The bencdhmarks consistedof the following componerts:
abendimark to time the overheadof creating les, abend-
mark to time the overheadof performing the systemfork()
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Fig. 1. DD test 8096 byte blocks.

call, a benchmark to time the overhead of performing the
system open() call, and then seweral benchmarks timing
the performance of the systemread() call, under di erent
conditions.

The le make bendhmark was used as a cortrol. Be-
causeSehlek doesnot impact the path for creating les, the
make bencdhmark should be unchangedas di erent system
con gurations are usedand analyzed. This was con rmed
empirically.

The open, fork, and read tests all shoved the expected
increasein delay due to Sekek. Note howewver that these
were all, to some degree,\w orst case" tests and are not
represenativ e of actual application performanceon either
stock Selek-equipped systems or systems equipped with
Sebek modi ed asdescribed in this paper.

Two charts of thesebenchmarks are included here: Fig-
ure 1 and Figure 2. Figure 1 showsthe averageexpected
running times of doing dd for 8096 byte long reads using
the keystroke Selek version. Interestingly, due to the use
of keystrokeonly ltering, thereis no appreciabledi erence
betweenthe stock systemand the Seleked version.

Figure 2illustrates behavior measuredwhen using the 1
byte DD test. It canbe seenthe large di erence in latency,
duein part to the processsleepinguntil the network card is
able to accept additional pacdkets for transmission. Notice
that the delay is counted as systemnot usertime.

B.3 Micro Tests

To build upon the Macro test we next focusedon the
sysread call and examinedthe elapsedtime of individual
calls. We were interested not only in the averagetime for
ead call, but more importantly the distribution of times
for the call. To identify the approximate distribution, we
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created a test application which usedthe RDTSC instruc-
tion [10]to measurethe elapsedtime asthe number of clock
cyclesrequired to perform the call. While the number of
clock cyclesdoesremove CPU clock speedfrom the equa-
tion, the number of cyclesto perform a task varies based
on CPU architecture. It is the variability that we feel we
can minimize by looking at the distribution rather than
absolute value of delay.

We performed two tests. In the rst we measured
1,000,0001 byte reads on our stock test system. In the
secondtest we installed Sekek, con gured it to only moni-
tor keystrokesie readsof length 1 byte, and then measured
1,000,0001 byte read calls.

Figure 3illustrates the di erences betweena stock sys-
tem and a systemrunning Sebek. This is graph of obsened
probability density in our two tests. The X axis represerts
the number of clock cyclesto perform a read, in Logarith-
mic scale,the Y axis represerts the probability density for
eadh bucket in our histogram. Becausethe distribution
is highly skewed we used logarithmically sized histogram
buckets.

Visually, it appearsasif Sekek not only changesthe lower
bound of the distribution but alsothe shape of the ertire
distribution. We suspect that this is the result of having
these calls becomedependert on a nite bandwidth data
path in the system. However we have currently have insuf-
cient data to con rm this notion.

C. Selek Data volume

Besidesthe time aspect of data collection, the data vol-
ume aspect is alsoimportant as data needsto be collected
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Fig. 3. Comparison of sys_read latencies for stock Linux system and
one with Sebek installed.

and interpreted in order to be of use. A dierent environ-
ment wasusedto generatethe data volumetests for Selek.
The environment consistedof a VMw are image of a Fedora
Core 4 system, running X (gnome) with the latest Sebek
versionfor the 2.6 Linux kernel. The systemwasconnected
to a 10 Mbps switch and data was collected by a honeywall
in a Pentium 111 systemat 1GHz with 512 MB of RAM.

Two types of tests were done: data volume with an idle
system for full logging Sebkek vs. keystroke ltered Sebek,
and data volume of keystroke Itered Sebek under idle or
production conditions.

C.1 Idle system

To obsene the di erence in data volume, the samesys-
tem wascompared rst using Sekek with keystroke Itering
enabledand later using Sekek with no ltering. Figure 4
shows the number of Sebek padkets collected per hour from
the idle system, classi ed by systemcall. This gure illus-
trates ltered behavior from hour O to hour 41 and full
read recording in hours 42to 62. When in keyloggingonly
mode, an average of 5,212 padkets per hour where being
generated and collected by the honeywall. When in full
read mode an average of 63,212 packets per hour where
being collected by the honeywall. Theseare packet courts,
we expect the throughput statistics to showv and even large
di erence. Detailed statistics are preseried in table |I.

The collected statistics shav an order of magnitude in-
creasein the volume of data collected, depending on the
keystroke Itering parameter. Also, it is important to no-
tice that the volume of non readdata is practically constart
in the two scenarios,as expected.
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Fig. 4. Per hour count of system call activit y.

TABLE |
Comparison of Sebek configura tions

Keystrok e only All read
Open | Read | Fork | Open | Read | Fork
Average| 5209 | 0.0731| 3.00 | 5016 | 58194 | 2.35
Stdev 466.6 | 0.4685| 1.55 | 248.6 | 562.1 | 1.84
Median | 5145 | O 4 5072 | 58399 | 3

C.2 Production vs Idle

While the previous tests only show the amount of un-
interesting data collected by running an idle system, we
decidedto do sometesting to estimate what would be the
volume of Selek collected data when using the system in
a production environment. Thus a copy of Sekek was in-
stalled on one of the author's desktopsand we measured
the behavior of the system both in idle mode and in pro-
duction mode. The tested systemis a Redhat Enterprise
Linux 4 running X (KDE). Table II-C.2 shows the di er-
encein behavior using 10 minute buckets. We can obsene
how the amourt of read calls is 5 times larger when using
the system under a \normal" workload, and we also see
the open system calls being 25 time larger than idle. The
expected number of systemand read calls per hour in such
ernvironment is of 750,000packets per hour or 208 packets
per second. It is undesirableto collect this volume of data
in a production ervironment.

[1. to contr ol Sebek

A fil tering technique

Prior work has demonstrated that OS monitoring tools
can collect enough data to track an intrusion sequence[5]
by collecting not just read activity, but socket, processcre-
ation, and le accessesln e ect, a directed graph of pro-
cesseds created to which socket everts and le activity
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TABLE 11
Sebek Volume under normal Worklo ad 10 minute blocks

open | read
idle keystrokes | 849 0
idle all 855 15507
working all 20306 | 104225

are assaiated[5]. Using this causalgraph one can identify
processegelated to an incoming ow or perhaps a set of
les related to a processtree[11],[12]. We wishedto follow
a similar approach but to do it at point of capture sothat
we can avoid generating uniteresting data.

To achieve this goal the systemwould have to satisfy the
following properties: (i) be usercon gurable, asthe needs
for eadh individual installation are probably very dier-
ert; (ii) be able to expressdi erent type of actions, from
full recording of systemdata, to keystroke only logging, to
ignore activity completely; (iii ) needto follow causalrela-
tionships within the system, as this is the key for causal
analysis and what will allow the systemto e ectiv ely fol-
low the actions of an intruder; (iv) have a minimal impact
on runtime; (v) to have a su cien tly expressiwe language
which supports desiredmatching criteria. While this spec-
i cation is by no meanscomplete, it should be a su cien t
starting point to addressthe Selek re-hose problem.

V.

The implementation of the previous idea required the
designof a su cien tly expressiwe ltering languageand of
modi cation to the Sekek code sothat a represenation of
rules in this language could be used by Sebek at runtime
to determine the action for every possibly recordedsystem
call. To simplify our implementation, we constrained our
systemto acceptrules only at module insertion time.

Implement ation

A. Filtering Language

The languageusedto describe Sekek ltering is inspired
by rewall rules. The rules are order dependert and as
soon as a system call satis es the conditions on a rule the
action is performed and the remainder of the rule set is
ignored.

Each rule has 3 sections,the rst determinesthe action,
the secondspeci es the match logic and the last section
provides optional ags. Let's look at an example:

action=keystroke s sock=(proto=tcp local _port=22)
opt=(follow _child _proc)

In this example rule the action is to "k eystroke" mon-
itor matching processes. The match in this casesstates
that this rule isto re for any TCP connectionwhere the
local port is 22(SSHD). Lastly this rule has one option
set, "follow_child _proc";this option tells Sekek to not only
keystroke log processeghat are assaiated with the SSH
sessionsbut to also keystroke log any processcreated by
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the matching process. So if someonelogs in remotely and
then spawns a shell, we will also record the keystrokes of
the shell. This recursivetracking will follow all descendats
of the original matched process.

The action section can tell Sebek to ignore a process,
keystroke monitor only, or record all sysread activity.
The match portion of the rule expressesthe attributes
Selek should examine to determine if it should capture
data. There are 3 types of Iter matches: User ID,
Socket/network, and le system. The User ID match can
be usedin conjunction with a socket or le match.When
done both the User ID and other match must succeedfor
the match to succeed. Currently only one option is avail-
able: follow_child_proc. This option instructs Sebek to
monitor not only the processthat match the criteria, but
also all the descendats of such process. A list of the le
options by typeis listed in Table 111

TABLE 11

Breakdo wn of available Match criteria.

| UserID | File Spec | Socket Spec |
systemuid | Filename Protocol
Include Subdir Flag | Local Port
Strict Flag Remote Port
Local pre x

Remote Pre x
Client Con. Flag
Sener Con. Flag
Strict Flag

One interesting application of the le based lter is for
the use of honeytokens[13]. By using the following lIter:

action=keystrok es user=bob file(name=/home/s ecr et squir re

opt=(follow _child _proc)

The le /home/secretsquirrel/topsecret acts asa honey-
token for any user bob. If userbob then opensthe topse-
crectle, the opening processand all of its children will
then be keystroke monitored.

Here are a few more examples:

1. Capture all data read from /dev/random, but ignore all
other readsof les in the le systems:

action=full  file=(name=/dev/ randomstrict )
action=ignore file=(name=/ strict inc _subdirs)

2. Keystroke monitor user bar, but if he useshttps then
get a full capture of that data:
action=keystroke s user=bar opt=(follow
action=full user=bar sock=(proto=tcp
client)

—child _proc)
rem_port=443

B. Insertion time and Run time

At insertion time the modied Sebkek prototype (code-
name Okam) extracts the Iter con guration le and gen-
erates an internal represenation of the Iter rules. This
rule represenation is loaded into kernel memory where it
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is later accessedy the runtime modi ed systemcalls. By
design we have made a trade-o0 of e ciency versus ac-
curacy in the internal rule represenation. While the le
system operands expressedin a rule expressa location in
the le systemspace,the internal represeration of the rule
expresseghis location asa tuple of deviceand inode. This
allows a much faster rule evaluation at runtime asthe sys-
tem only needto comparetwo integersinstead of a string.
Howevwer, it also meansthat the system can only monitor
locationsthat exist at the time of the module insertion and
that remapping of the inode device spaceinto le system
name spacecan result in lossof data.

After Selkek hasloadedthe rules, taken command of the
system space, and hidden itself, it starts its regular op-
eration. As sockets calls are created, les are opened, or
processesreated, Sekek adds markersto key kernel data
structures. There are two kernel data structures which we
mark: the task structure and the inode structure. Within
Linux both les and sockets are treated similarly and both
have an assaiated inode record. For instance, when a pro-
cessis created Sebek cheds the parent's ags. If the par-
ent's lter ags contain the follow_child_proc ag then the
child will inherit the parents ags. Within ead monitored
system call, Sekek then cheds the task and inode ags to
determineif it should report data about the current system
call. This type of agging is quite e cien t. The structures
are already in memory and have to be accessedo perform
the system call. The determination of whether or not a
speci ¢ action is recordedonly requiresat worst the exam-
ination of two 32 bit integersper rule.

V. Perf ormance and Volume Comparisons
A. Micro test revisited

To test the e ectiv enessof Okam, we performed an addi-
tional micro test. In this test we con gured Okam to only
monitor system activity related to inbound connectionsor
the descendats of the servicing processes.In this mode,
if a user walked up and logged into the terminal, Okam
would not record any activity. However, if the userwereto
SSHinto the systemthen Okam would record all keystroke
activity. Using this con guration we repeatedthe measure-
ment of 1,000,0001 byte reads and compared the results
to our prior tests.

Figure 5 illustrates the di erences betweena stock sys-
tem, a systemrunning Sekek, and our Okam system.

In visual comparison, Okam appearsto follow the same
distribution as a stock system, but with slight constart
shift to the right.

B. Data volume

Figure 6 shows the history graph for the number of
system calls using two instances of Selkek. One includes
keystroke only logging and the secondthe Itered Selek
version. The gure illustrates the order of magnitude dif-
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T T T

Stock
—e— Sebek
—+— Okam ignoring /dev/zero

Probability Density
&

=
o,

10"

-12

1 1
100,000 1,000,000

Clock Cycles

1 1
1,000 10,000 10,000,000

Fig. 5. Comparison of sys_read latencies for stock Linux, Sebek, and
Okam installed.

Fig. 6. Filtered and Unltered Sebek output volume (packets).

ference of data collected using both systems. While the
averagenumber of open systemcallsis not reducedto zero,
it is reduced by an order of magnitude. The three peaks
on the number of open calls and processesound on the
un ltered version are due to the initialization of cron jobs
every 24 hours.

A detailed comparison of the statistics for one hour in-
tervals can be seenin Table IV.

C. Macro Testsrevisited

As hoped, Okam (Itered Sebek) is very similar to the
stock version of Sebek for the dd test for both 1 byte reads
and 8k reads, as seenin Figure 7 and Figure 8. The
sysopen call mimics these performance characteristics as
well for Okam and the stock kernel.
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Fig. 7. Filtered and Unltered Sebek output volume (packets).

Fig. 8. Filtered and Unltered Sebek output volume (packets).
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TABLE IV
Comparison Fil tered and Non-fil tered Sebek

Keystrok e only Filtered

Open | Read | Fork | Open | Read | Fork

Average| 5209 | 0.0731| 3.00 | 396.3 | 0.3650 | 1.11

Stdev 466.6 | 0.4685| 1.55 | 82.44 | 2.647 | 2.72

Median | 5145 | O 4 415 0 1

VI. Conclusions and future work

We have shonvn how the presenceof Sebek introduces
an order of magnitude increasein the number of clock cy-
clesand systemtime it takesto perform monitored system
calls. We have also showvn that a non-trivial amount of
data is generatedby Sebek even when a honeypot is idle
and an order of magnitude increasebeyond that when the
systemis in use. These increasesin delay and data vol-
ume heighten the detection risk and the increasecost of
analyzing honeynet data.

To mitigate this problem we proposed and implemernt
a dynamic ltering technique whose objectives are to:(i)
reduce Selek's performance impact and (ii) reduce the
amount of uninteresting data collectedin an e ort to un-
derstand the behavior of a system. We demonstrate that
our technique clearly addresseshese issuesassumingthe
user knows what won't be of interest before installing the
Itered version of Selek.

This technique, while e ectiv e, has three limits: First,
while the rules can dynamically follow executionin a pro-
cesstree, the initial rule setis static and de ned at install
time. Second,any lter isatrade o betweencompleteness
of monitoring and systeme ciency . If arule setis overly
strict, usersmay miss critical obsenations. Third, in the
current implemertation, le system lters areresolvedinto
their assaiated inode values at Sebkek install time. Thus
one weaknessis that if a le is deleted and recreated, the
les inode value most likely will changeand Sekek will no
longer monitor the le.

There are three areasof particular interest for future re-
seard: Detection, Queuing, and integration into standard
systems. For Detection, we feel that with additional inves-
tigation a rigorous method to reliably detect Setek based
on latency pro ling may be possible. However we needto
better understand the impact that di erent CPU and sys-
tem designshave on the distribution. Orthogonal to the
performancebaseddetection we feel that it may be worth
exploring the Spark and Butler technique for rootkit hiding
as a technique to further cloak the presenceof Selek.

For Queuing we seea weaknessin Selkek that results
from its useof sharedFIF O queuesin padket transmission.
We think that a token bucket type rate limiting technique
might be useful for reducing risk of local data capture de-
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nial of service. Third, we feelthat Sebek style systemmon-
itors might be usefulto include in standard systemkernels.
This would facilitate incident responsebaseddeployments
and would further mitigate the memory signature based
detection risk.
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