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Abstract— An intelligent route controller optimizes traf- From the perspective of the route controller, a
fic from a local network to a set of Internet address cluster can be viewed as an equivalence class and
regions called clusters by making routing decisions based the scanpoints as proxies for the members of that
upon performance measurements to representative points class. A fundamental assumption is that the ex-

for each cluster over multiple Internet connections. This . .. L
paper describes a method for clustering the Intemet pected performance of traffic to destinations within

address space based upon structural (routing table based), the C|U_5ter over a given_ |ntemet_ CO_nneCtion Wi_”
topological, and temporal techniques. be equivalent for all possible destinations; call this

the Uniformity Assumptionkor an intelligent route
controller there is a trade-off between the accuracy
|. INTRODUCTION of the uniformity assumption and the amount of

_ _ _measurement that must be performed. In particular
This paper describes a strategy for for clusterifge desired accuracy of the uniformity assumption

the Internet address space to support intelligey vary in different clusters depending upon fac-
route Contl’0|. The baS|C app“cat'on IS I||US'[I‘ated |fbrs SUCh as the fraction Of trafﬁc from the subnet
Figure[1. An intelligent route controller optimizegeing optimized to the cluster and the geographical

traffic from a subset of the Internet (IP) addresfistance from the subnet being controlled to the
space to a set of non-overlapping regions callef;ster.

clusters. Eac_h cluster ha§ a set o_f associated meary o process used in this paper combines features
surement points (scanpoints) which may be, bUf three IP address clustering techniques:
are not necessarily, identified by addresses within

the cluster. To make routing decisions from the « Structural
optimized network to a cluster, the route controller » Topological
performs a series of measurements to the scanpoints Temporal

over multiple connections to the Internet. Depending Stryctural clustering assumes that BGP routing
upon the results of these experiments the route c@gples provide natural clusters with two levels of
troller may cause local routing to prefer one Interngtanularity — autonomous systems (AS's) and pre-
connection for traffic destined for the cluster. fixes. There are three deficiencies with this ap-
proach. The two granularities are either too coarse
or too fine depending upon the application. Even
with the finer granularity level (prefixes) the accu-
o ) racy of the uniformity assumption can be poor. For

- roints example, prefixes exist that span the entire USA.
Finally, there are frequently groups of addresses
in different prefixes that could be clustered while
satisfying the uniformity assumption. Nevertheless,
structural clustering may be combined with other
techniques to fill in holes in the available data.
For example, the other approaches require gathering
data on a sample of Internet addresses. Where only
one sample falls in a BGP prefix, the associated
data may begeneralizedo all addresses within the
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prefix.

physical distance of each destination from a set

Topological clustering uses information inferredf known reference points and clusters built in
by performing traceroutes from various sources telationship with these reference points.
a wide number of destinations. Two destinations The major contributions of this work over previ-
are considered to be “near” if traceroutes to theous IP address clustering techniques are:

intersect at common points within a few hops of the «
destination.[[2] provides an excellent foundation for
understanding how much measurement might be re-
quired to provide a reasonably complete topological
map of the Internet. The most significant failing of
the topological approach is that there is no naturale.
way to vary the clustering granularity because the
requirements for adjacency are so strong. Hops
in the sense of traceroutes really correspond to.
interfaces. Two traceroutes can traverse the same
router but not the same interface and the traceroutes
will not be considered to merge at the common
router. Two traceroutes to destinations in the same
geographical region may traverse routers that are in
the same POP (point of presence) and yet never ga
through identical routers. Often, no common hop is
found for a single destination, and destinations that
are near both geographically and topologically are
considered distinct.

Our technique supports variable cluster granu-
larity with the option to use finer granularity
for regions of the Internet address space for
reasons such as greater structural complexity
or greater traffic.

The clusters generated by our technique may
contain multiple contiguous address blocks and
may span multiple BGP prefixes.

Our technique, while primarily based upon
temporal measurements, utilizes topological
clustering to minimize the amount of temporal
measurement required, and structural cluster-
ing to generalize the results to larger address
blocks.

Our technique orders representatives of a clus-
ter by their proximity to the cluster center and
thus provides a mechanism to determine the
most representative points for utilization by our
route control system.

Topological techniques also tend to lead to cover-The remainder of this paper is organized as
age problems, i.e. after generalization large regiofiglows. In Section[l we discuss our clustering
of the Internet address space fall in no cluster. Tlechniques in detail and present experimental re-
coverage problem for traceroute based techniquasits in Sectior Tll. A central assumption of our
arises because two regions can only be considegerk is that temporal clustering is sensible because
adjacent if they share a common hop. If no commenreasonable relationship exists between measured
hop exists then we have no distinguishing inforound-trip times and distance. We present data to
mation — we can't say two regions are relativelgupport this assumption in Sectipn]IV. We discuss
close or relatively far from each other. Thus theslated work in Sectiod V and conclude with a
“shared hop” relationship is a strong but rathetiscussion of issues and extensions.

sparse equivalence relationship.
Temporal clustering utilizes temporal measure-

[I. INTERNETADDRESSCLUSTERING

ments between a set of S servers and a num-The process described in this paper involves se-
ber of destinations. These measurements may lbeting a set of representative IP addresses, which
gathered actively by sending probes (e.g. pings) we call seedpoints, and then collecting multiple
the destinations or passively by monitoring traffiound trip time measurements to each seedpoint
(e.g. TCP syn-ack intervals). The result of thedeom a distributed network of S servers. The mea-
measurements is an S-dimensional “distance” vecgurements from a single server to a single seedpoint
for each destination. These distance vectors providee aggregated to provide one dimension in an S
a convenient basis for determining whether twdimensional coordinate for the seedpoint.
destinations are near (e.g. through Euclidean dis-The collection of seedpoints, along with their
tance). Clustering may be performed in a number 8f dimensional coordinates are clustered using tra-
ways including subdividing the BGP prefixes untiflitional data clustering techniques. Because tradi-
all “fractional prefix” clusters contain destinationsional data clustering techniques allow control over
meeting some distance requirement. Alternativelyye number of clusters, we are able to trade accu-
the distance vectors could be used to estimate tlaey against granularity. Furthermore, the temporal



measurements provide a natural way to determiAe Seedpoint Selection
relative closeness between two seedpoints. Given Ahe goal of seedpoint selection is to select a

Cluster, we ﬁan deter.rgine which of tr&? seed.poirg%t of representative addresses from the routable IP
is nearest the centroid (mean or median point) Qfiyress space that respond to the probes used for
the cluster. This provides a convenient mechani ®mporal measurement. An important design deci-
for choosing the most representative seedpoint), js getermining the finest granularity required.
for each cluster. The output of this process is a qgg)r example, most routes in a BGP routing table
of clusters defined as an ordered list of seedpoir&t&ver at least 256 addresses (/8 ... 24 prefixes): a
for each ;:Iucsiéler. We then “generalize” the results [@,50naple assumption is that structure finer than
groups of addresses. _ _ 124 prefixes is uninteresting| In the following we

As mentioned in Sectiofj |, topological clusteringjiscuss two basic approaches — using seedpoints
techniques can indicate when destinations are likghyjlected from traffic statistics, and utilizing brute
to be near to each other, but suffer from “falsgyce search.
negatives” which leads to granularity and coveragepor 4 route optimization service where an intel-
issues. Our work does not abandon the use |pjent route controller is placed at each customer
topological data, but uses temporal measurementsi@  collecting traffic statistics is relatively simple.
augment these data. We perform a topological clyssr example, we collect traffic data at our customer
tering step on the seedpoints before we perform thges that allow us to identify all of the active /24
temporal measurements. This topological clusterlrﬁ,g;eﬁxeS in their traffic. One strategy would be to
identifies groups of “equivalent” seedpoints. In th§earch for an active endpoint in each of these /24
measurement and subsequent temporal clusteriigfixes. Alternatively, representative points could
phase, we utilize only one representative from eagh harvested from web logs.
equivalence group. In the subsequent_generallzatlorseedpoint selection can also be performed using
phase, we use the full set of seedpoints where gyie force techniques. There are currently roughly
cluster information of each representative seedpoii yjjlion routable /24s in a typical BGP tablg. [20]
Is assigned to all members of the equivalent grouiamonstrated experimentally that testing a particular

In the following we elaborate on our procesgequence of 11 destinations within an active /24 has

which consists of six major steps a 90% chance of finding a live endpoint; roughly 50
1) Seedpoint Selection million addresses need be tested to find seedpoints
2) Topological Clustering in a high fraction of active /24 address blocks.

3) Measurement
4) Temporal Clustering

5) Generalization _ _
6) Scanpoint Selection Many of the seedpoints generated during seed-
Once the seedpoints have been clustered n%nt dl_scovery can be shown to be equivalent using
. olpologlcal techniques where traceroutes are per-

ranked based upon their distance from the clus -
ormed from one or more sources to each seedpoint;

centroid, scanpoint selection for the intelligent routseeeoIpointS that are determined to be topologically

controller can be performed by performing a tracer; )
. > clﬁse are deemed to be equivalent. Only one rep-
oute to the most representative seedpoint of eac . .
. ) : résentative from each equivalence class need be
cluster and then selecting an intermediate hop a3
. . o . Sélected for temporal measurement. As we shall
a scanpoint for direct or TLL limited probing. As how | imple heuristi Its | 41
we shall show, the manner in which our clustering " .ater., even a simple heuristic results in a s
svstem is im ’Iemented enerates SCanpoints as|%duct|on in the amount of measurement required.
si%le offect P 9 P Xs mentioned previously, topological clustering
We b N ith a di . ¢ h of si . has the deficiency of being too fine grained. Tem-
€ begin with a dISCUssion ot each ot Six majgh, 4, clustering provides a natural mechanism for

steps desc_rlped above _and then point out spec %9arsening the results of topological clustering.
design decisions in the implementation used in our

WOI’k. We present results based upon the our PrOCESH yecent RouteViews BGP table had only 123,000 addresses
in Section[Il] covered by prefixes more specific than /24/[16].

B. Topological Clustering



C. Measurement Boston, and Atlanta, to a set of 806 scanpoints

There are a number of techniques that can be ugsgociated with AS3356 (Level 3). These scanpoints
to measure round trip times to a seedpoint. The$€re generated using a process described in Sec-
include measuring the ICMP echo request/resporfi@ [-G| Briefly, we searched for a set of seed-
period to the seedpoint with a ping tool, measurifPINts, sele_cted representatives ba_sed upon topolog-
the time to establish a TCP connection, or usingi@@! clustering, and chose scanpoints “in front” of
TTL limited probe sent to the seedpoint, but with these representatives based upon traceroutes. From

TTL smaller than required to reach the destinatio!® 806 scanpoints we associated with AS3356 we
randomly selected 25 for the following clustering

example. The primary reason for selecting AS3356
is that Level 3 tends to give geographically signif-
-ant names to their routers. Using a set of tools
plementing standard agglomerative hierarchical
ﬁistering algorithms_[12], we clustered the points
to five groups. The particular algorithm used was
V@omplete link” with Euclidean distance. Complete
Link clustering determines the “similarity” of two
. : ) . usters based upon the distance between the most
to associate each representative seedpoint with Eant members. The results of this clustering pro-

o_lata obtained by measuring the Iat_ency from m ess are illustrated by the dendrograph in Figure 3.
tiple servers to the seedpoint (or its proxy scan-
Atlanta (

point). Seedpoints that have similar measurements .
are considered to be equivalent. For example, if Boston (24
6,
2,

D. Temporal Clustering

Temporal clustering utilizes standard data clu
tering techniques such as those described_in [1
There are many published approaches to data cl
tering that may be applied including divisive an
agglomerative hierarchical techniques and iterati
techniques such as Kmeans.

The general strategy of temporal clustering
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b2 The dendrograph lists the scanpoint locations (as
determined through DNS lookups and traceroutes)
on the left. The numbers in parenthesis are provided
in place of IP addresses for use in the following dis-
cussion. The graph shows the result of recursively
combining clusters until a single cluster is reached
at the right. The bottom provides a scale indicating
the maximum Euclidean distance (in milliseconds)
between the farthest two members of a cluster. The

As an example, we performed measuremergsoupings correspond to the clusters generated if
from four servers located in Seattle, San Josdustering terminates at 5 clusters. In this example,

Fig. 2
MEASUREMENT FROMTHREE SOURCES TOTWO DESTINATIONS



limiting the results to 5 clusters results in clustettfie termination condition is met — that no prefix has

covering relatively large geographic regions. seedpoints associated with it from more than one
As an additional output of the clustering processluster.

we can generate an ordered list of the scanpoints e G

used to generate a cluster. These scanpoints are (63.200.2.1 1)

ranked by the distance to the cluster centroid (mean / \

or median). This ordering provides a mechanism for

choosing the most representative points in a given .20 5 7" o s 200 1261 21)

cluster for use in our route optimization service. For "

the example illustrated in Figufg 3, the scanpoints

nearest the centroid of each cluster are:

Cluster 1: Boston (11)
Cluster 2: Detroit (20)
Cluster 3: Houston (10)
Cluster 4: Denver (19)
Cluster 5: Los Angeles (2)

Fig. 4
Top DOWN GENERALIZATION

The bottom up approach begins by assigning
each seedpoint to its corresponding /32 prefix. The
process proceeds by merging adjacent prefixes that
o contain seedpoints from at most one cluster. The
E. Generalization merging process forbids merging across the BGP

The goal of the generalization phase is to eprefix boundaries and terminates when no more
pand the clustering results which generated equiwerges are permitted.
alence classes containing specific IP addresses (i.e.
the seedpoints) into equivalence classes containfagscanpoint Selection

blocks of IP addresses. The generalization phaseAIthough the measurement process described in

combines the structural information obtained fro@ection@ yields scanpoints as a natural side

a set of BGP routing tables with the clustering Ine'ffect, it may be beneficial to generate scanpoints

formation from topological and temporal clusterin_gf.om each intelligent route controller over each of

Generalization is performed upon the seedpoin]s . . .
. o - S Internet connections. The clustering technique
in each cluster. Generalization then utilizes a prefiX . . .
. : rovides for each cluster a ranked list of seedpoints.
table formed from aggregating multiple BGP tabl , . ) .
. . o find a scanpoint for a given seedpoint over a
to perform structural generalization. This process .. . ; )
. articular Internet connection, the intelligent route
may be performed either top-down or bottom-up. | !
L . ntroller can perform a traceroute to the seedpoint
the top-down process, each seedpoint is assigned 10 . -
. ) : over the Internet connection. A scanpoint is then
the longest matching prefix. Prefixes that have been

assigned multiple seedpoints in different cluste?seIeCteOI from one of the traceroute hops and mea-

are divided into two more specific prefixes anaurements performed either directly to the scanpoint
P P or indirectly by using TTL limited probes aimed at

the seedpoints reassigned to the longest matchmg seedpoint

prefix. Thls process continues until no prefix has This technidue provides the opportunity to gen-

beig 2?18'3)?;?] Sliedc%ﬂgitdsefm? mduolenle 2ﬁztrzr”sz'e_rate multiple scanpoints for important clusters and
b'e. b g & generate “backup” scanpoints in case some scan-

tion of BGP prefixes as illustrated in Figufe 4. oints cease responding to measurement probes
Assume that the seedpoints have been associated’ P 9 P '

with clusters as described previously, and have then . .

been associated with a set of prefixes using tfe Implementation Details

standard longest matching prefix approach. In thisOur current implementation attempts to identify
example, consider that there is a single initial prefone seedpoint for each active addressable /24 in a set
63.200.0.0/16 with which three seedpoints haw# BGP routing tables with the exception of regions
been associated. Each seedpoint is shown alarantaining .gov or .mil domains. In practice only
with an integer representing the cluster to which & fraction of the /24s in a routing table contain
belongs. In this case one iteration is required befoaetive endpoints. The seedpoint selection process



consists of searching for an endpoint in each /24 tithein some maximum “distance” from their closest
responds to ping requests. Our experience suggestarce; this threshold may differ for the various
that the .1 addresses in roughly 50% of active /24surces.
respond to ping requests. This is confirmed by [20] Our clustering implementation performs agglom-
which also provides a particular sequence of Xkative complete link clustering on a per AS basis.
addresses within an active /24 to test in order for each AS we determine the number of clusters
find live endpoint. Our implementation searches fao be generated based upon the complexity of the
seedpoints using a subset of these addresses. AS (e.g. in terms of the fraction of unique scan-
An important step in our process is to utipoints within that AS). Alternatively, the cluster
lize topological clustering techniques to reduce thtudget” for an AS might be based upon customer
amount of temporal measurement required. For thaffic statistics. Where several seedpoints have been
work discussed in this paper we perform a singlfeemed to be equivalent through topological means,
traceroute to each seedpoint from a single souremly one representative is used during the clustering
The endpoints of traceroutes that contain the samcess.
penultimate hop are deemed to be to equivalent.|n order to eliminate outliers, we cluster each AS
An obvious extension is to treat two endpoints agice — first with a larger cluster budget than our
equivalent if they are within some temporal distanagrget budget. After the first clustering, we discard
of a common hop. scanpoints that fall into clusters containing too small
In our implementation, we select the penultimaig fraction of the scanpoint total. We then re-cluster
hop on the traceroute to the seedpoint performedtfe remaining scanpoints.
the topological clustering phase as a measuremenis a refinement to this process, the clustering
point (scanpoint). Because of issues relating {jocess can be constrained to respect geographical
multi-homing, we reject scanpoints that are not ifggions. In particular, the measurement servers can
the same AS as their corresponding seedpoint. pe partitioned into geographical regions and each
Our implementation performs one ping/hour tgcanpoint associated with the region of its nearest
each destination from each source for 24 houksapyer. Only scanpoints in the same region are
There is nothing fundamental about either the frgemjtted to be placed in the same cluster. It is
quency or duration of the measurement procesgasonable that in clustering a particular region, only

our goal is to establish a good estimate of thee gata from a subset of the servers will be used.
minimum round-trip time between each source and

each scanpoint. The resulting pings are aggregated

and scanpoints that do not respond to ping re- 1. EXPERIMENTAL RESULTS

guests in a reliable and stable manner are discarded.

For each source and destination, we choose thdn this section we describe the results of per-
minimum ping response time. We then form afprming the clustering techniques described using
S dimensional distance vector for each destinatidiata collected on 10/11/2002 from servers in Hong
(assuming S sources). While our implementatidtong, Seoul, Seattle, San Francisco, Chicago, At-
performs measurements to scanpoints, alternati@ata, London, Madrid, and Frankfurt. Data from

implementations might measure directly to repréervers in Sydney and Boston were discarded due
sentative seedpoints. to high ping loss rates. The obvious objective of

As mentioned above, we discard scanpoints tiHhis section is to demonstrate that the techniques
do not respond reliably to pings. For examplglescribed are effective. However, a secondary ob-
roughly 7% of scanpoints do not respond at all ective is to define methods for evaluating the results
pings. We also reject scanpoints for which there & any clustering technique for the purposes of route
too much temporal variation. optimization.

Some scanpoints respond reliably to pings butWe begin with a brief discussion of how the data
with excessive delay. This results in outliers in theas collected. We then elaborate on the specific
clustering process. This situation can be handleéuristics and parameters used to cluster the data.
by finding the closest source from the ping experiinally, we evaluate the quality of the clustering
ments and rejecting any destinations that are farthresults using a variety of tests.



A. Data Collection B. Clustering

Seedpoint discovery and cluster generalization 1© Perform the clustering on our test data we

were performed using a composite BGP table dowHt-'lized a set of freely available tools [12] that

loaded from RouteViews [16] on 9/27/2002. Thigerform. hierarchiqal agglor.nerativgclustering. The
table contains prefixes CO\;ering 4,663,903 /24s. \Ngderlylng 'clusterlng algprlthm ut|I|z_ed Euclidean
deleted /24s from the seedpoint discovery proce §_tanc§ ‘é\"th ;;omple;e link cluséerfl_ng.dThe_ clust;
that fell within a “restricted list” of .gov and .mil tering budget for eac AS was define t(J)smg the
domains that was generated from ARIN and othgqllowmg hequsth - 20 cluster_s for eaph 1% of the
databases. The result was a set of 4,143,103 12 §".i| scanpoints in the '.A‘S W'th. a minimum Of. 1
Seedpoint discovery was performed from Bost uster/AS. There really is no scientific justification
using the process described in Secfion JI-A whicfr?r this heuristic; however, it satisfied the measure-
tested a sequence of four addresses (.1,.129,.254,".‘%1t budget of our route optimization system and
in each /24. We were able to successfully perfor S appear to be related to the complexlty of the
ICMP trace routed to addresses in 745,000 /24 Ss being clustered. As mentioned previously, one
of which 584,000 had penultimate hops ir’1 the sa Qaracteristic of our technique is that the clustering
AS as the se’edpoint. These 584,000 seedpointsrgéfggf’jt Is selectable and may be based upon various

: - : teria.
149,000 unique penultimate hops (scanpoints). crl . .
. We performed clustering on ASs with budgets
foroenagk? /gflt/ﬁgosiég'pn(ﬂn?:&ilomeézcchog?i;eedsgfyé%eater than one cluster twice — the first time with
)

We discarded data for any scanpoint where the ra 10.°C the cluster budget and the second time with

i R e cluster budget. After the first clustering round
of 33rd percentile/min ping values exceed 1.5 for = . . :

. ...~ " We discarded the scanpoints from any cluster with
any server. To illustrate the effect of this filterin

. . S “fewer than four points. While this is an arbitrary
con3|d¢r_ Flgur{_]S which |Ilustr_ates Fhe .Cummatlvgriterion, the expected number of points/cluster with
probability function of the median/min ping vglue_:sa uniform distribution is 70. Outlier elimination

for measurements between all (source,destlnatlt?g)an area requiring additional work; however, our

pairs in our data set where at least 50% of the = . :
. . perience suggests that some method for outlier
pings were successful. For the remaining 127,3%1{

) . L2 imination is required. This process resulted in
scanpoints we selected the minimum ping time f%r759 clusters in 5859 ASs
each of the 9 servers. '

The output of the clustering process was gen-

eralized using a bottom up implementation of the

e process described in Section 1J-E driven by the

aggregate BGP table downloaded from RouteViews
with any prefixes more specific than /24 deleted.

o o
= ©
—

C. Analyzing the Results

In analyzing our results we address three basic
guestions:
. Coverage — do the resulting clusters represent
a significant fraction of the Internet address

Lo ot space?

« Consistency — are the clusters “tight” and do
the clusters make geographical sense?

« Uniformity — is the scanpoint nearest the clus-
ter centroid a reasonable performance proxy for
arbitrary endpoints within the cluster?

Each of these has to be evaluated with respect
Trace routes were performed with a custom tool that used T'Itp the number of clusters — we are interested in

limited ICMP echo request messages. how good clustering is for a given “budget.” For
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Customer Prefix Hit Rate AS Hit Rate

example, if we simply cluster the set of seedpoints

. 1 73.1 % 92.9 %
that share common penultimate hops where the | T T
seedpoint and penultimate hop reside i.n a single AS 3 75 4 % 89705
then we get coverage results that are similar to those 4 76.7 % 93.2 %
described in this section without significant worries 5 69.6 % 84.3 %
about either consistency or uniformity. However, 6 84.8 % 95.3 %

this results~150,000 clusters in contrast with the

: it i ble t t dynamic
6759 generated by our techniques. In general it is reasonable to expect dy

coverage statistics to be higher than static statistics

1) Coverage Analysis:Coverage analysis at-for most traffic models. AS level coverage is higher
tempts to determine the fraction of the routableecause the technique used for “generalization” is
IP address space that is included in some clusterore permissive.

This question can be addressed in either a Stat|C2) Consistency:The goa| of ana|yzing the con-
sense — the actual fraction of routable space — Q&tency of a set of clusters is to establish that each
in relation to a weighted traffic model (we call thig|uster contains a “reasonable” set of seedpoints and
dynamic). The problem with static analysis is thahat the set of clusters generate provide “reasonable”
there are significant inefficiencies in address spaggersity. Establishing consistency is complicated
utilizatiorf] and the importance of holes in clustepy the fact that we do not know, in general, were
coverage depends upon where they fall. Dynamige seedpoints clustered by our techniques are or
coverage is a better measure, for a given traffigw they fit into the overall Internet topology. In a
model, of the effectiveness of a set of clusters. It hagited number of cases, ISPs have chosen to use
the deficiency that the it depends upon the relevanggographically significant names for their routers
of a traffic model to a particular use of the clustefnd have also published network maps. In these
data. cases we can analyze the clustering output with

In practice, we generalize the results for angspect to the available geographical information.
AS that contains a single cluster to all of the AS 3356 (Level 3) apparently utilize geograph-
address space advertised by that AS. Our experieigadly significant machine names. In those cases
suggests that, except for a few hundred ASs, masghere the name is either non-specific, our not avail-
autonomous systems should be treated as “podtile, it is possible to establish the location of “ad-
like” and hence needn’t be subdivided into small¢acent” machines using traceroute. The experiment
clusters. For these “point like” ASs, the purpose afiscussed in this paper generated 23 clusters for AS
the measurement process is to attempt to identify3856. For each cluster generated by our techniques,
seedpoint (or scanpoint) that can be viewed as n&a generated a list of scanpoints ordered by their
the cluster centroid. Since AS “coverage” is strictlgistance from the cluster centroid. In Figlre 6 we
better than prefix coverage, the expected coveragghlight those cities where each cluster centroid
lies somewhere between the two. falls (some cities had more than one cluster).

Thus we have four metrics for coverage — dy- The 23 clusters had an average of 67 scanpoints
namic and static coverage of address space @il a median of 55. Selecting the median size
ASs. Our static coverage statistics were 5859/1376fpster, we found scanpoints in Miami (24), Or-
AS (42%) and 1.92 Million/4.1 Million /24s (47%)lando (27), and Jacksonville (4) with the centroid
(recall that we consider only those /24s that failh Orlando. In the largest cluster (305 scanpoints)
outside of .gov and .mil regions). we found scanpoints in New York (77), Weehawken

6), Stamford (34), Philadelphia (42), Princeton

), Baltimore (19), Washington (56), Richmond
1), Pittsburg (11), and Unknown (20) with the
centroid in New York. Notice that for both of these
clusters, the maximum distance between cities is
approximately 350 miles.

3consider the current ownership of class C space where /8 prefixe_sAnOther way '[0' address the (;on5|stency Issue
are controlled by enterprises with significantly fewer ti24h hosts. Without geographic knowledge is to study the

Dynamic coverage is specific to a particular traffi
model. In the following table we present statistic
based upon Netflow data for outbound traffic acc
mulated for an hour at various customers.
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GEOGRAPHICCOVERAGE AS3356[13]

“spread” of clusters in a temporal sense. Hefad the penultimate hop and we found the “best”
we assume that there is a reasonable correlatemanpoint from our generalized cluster data. We
between time and distance. While this may not hottiscarded any destinations for which we had no
in general, we are dealing with a situation whergcanpoint which left 2756 destinations with the
there is likely to be a large “common mode” patiollowing distribution: 638 data centers, 369 cities,
(that leading from a measurement source to tB& countries.

destination AS) with a somewhat smaller differential 145 each destination, penultimate hop, scanpoint

mode path. For AS3356, we have plotted in Figurefe nerformed hourly pings for 24 hours from
the spread in each cluster as measured from eachygfers in: Seoul, Sydney, Hong Kong, San Fran-
the 9 sources (23 * 9 data). For each data we algQcq  Seattle, Chicago, Atlanta, Boston, London,
plot the mean measurement. _ _Madrid, and Frankfurt. Recall that the Boston and
The data for AS3356 suggest relatively tighkyqney servers where not used in clustering because
clusters with the RTT data to most clusters frof pigh ning loss rates at the time the clustering data

single source varying by-10ms from the cluster \ere collected. For the purposes of performance
mean. 10ms RTT corresponds to approximately 6§9alysis they serve as “controls.”

miles in fiber.

3) Uniformity Analysis:Ultimately, the most im-  FOr €ach hour and server, we generated data
portant quality metric for a cluster is that measur®irs consisting of ping times for (destination, scan-
ments to an appropriate scanpoint for a cluster froRint) and (destination, penultimate hop) (scanpoint,
various sources provide similar relative behavig€nultimate hop) —we discarded any pairs for which
to measurements to destinations within the clus@fe Of the pings was lost. We then computed the

from the same sources. We are explicitly not inteforrelation coefficient:
ested in “last mile” performance differences.
To evaluate the quality of our clusters for the
purposes of performance measurement, we utilized nyxy — > xryy
a network of approximately 4100 destinations that 2 2 2 2
we had access to through a partnership. All of these \/[nZa: Bapllnyy® = (Zy)]
destinations are located in data centers and hence
do not suffer from “last mile” effects. For each
of these destinations we performed a traceroute toThe resulting correlation coefficients were:
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server dest.-scan. dest.-penult. scan.-penult.-l-h- “ .
i ts th n f “last mil ffect

Seoul 553 591 S 4 Zstlé%ges s the absence of “last mile” effects as
Sydney 0.76 0.84 0.73 P :
Hong Kong 0.83 0.91 0.83
San Franciscd 0.79 0.90 077 IV. RELATIONSHIP BETWEENRTT AND
Seattle 0.82 0.89 0.81 DISTANCE
Chicago 0.80 0.90 0.81 The idea of using temporal measurements for
gt'a”ta 8-22 8-3; 8'22 clustering seems to depend upon the assumption
Lgrsutj(:)r:] . o s that there is some reasonable correlation between
Madrid 084 097 084 distance and ping measurements. In this section we
Erankfurt 0.84 0.1 0.84 provide data that support this assumption. Similar

results were presented inl [9].

As expected, the correlation between a destinationThe data include ping measurements between 20
and its penultimate hop was consistently betteource clusters in 17 US cities and 878 destination
that the correlation between a destination and ithusters (in 499 destination cities, 368 in the US,
scanpoint; however, the scanpoints generally hadhad 56 countries). Each cluster consists of a small
good correlation with the corresponding destinatiogroup of co-located machines which were consid-
Notice that the results from Sydney and Bostogred equivalent in the data analysis. For each source-
were similar to those obtained with the servedestination pair we obtained an average of 460 ping
that had been used in the clustering process; tines from which we selected the minimum.
though they had the lowest correlation between theln estimating distance from RTT, we assumed
destination and scanpoint, they also had low cdhat light in fiber travels (300/1.6) Km/msec (thus
relation between destination and penultimate hop.refraction coefficient of 1.6 for fiber). Figufe 8
Interestingly, the correlation coefficient between @resents histogram that illustrate the results for
scanpoint and a destination was very similar to tlikstances in three ranges 500km, 500km < A <
correlation coefficient between the scanpoint and the00km, and > 5000km. Clearly the connection
penultimate hop corresponding to the destinatiobetween distance and time improves with distance.
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This isn’'t too surprising given that the number afhe best web server in a content delivery network.
intervening routers is not linear in distance thus fdarhe clusters are formed by aggregating smaller
longer distances a greater fraction of the time dusters (initially individual addresses) when the

spent in propagation through fiber. estimated latency from each server to each of the
smaller clusters fall within some limits. There are

oo |MeewedDmaeAtwDmace fundamental differences between [1] and the work

soom < 8~ | described in this paper. Inl[1] the clusters formed

] consist of contiguous blocks of addresses while our
] techniques allow non-continguous address blocks.
wl 1 ] In addition, our technques address the issue of trad-
whi 4 | ing cluster granularitry against uniformity. Finally,
f ] [1] attempts to discover clusters that are equivalent
’ from the perspective of the servers performing the
measurement, while our techniques are aimed at
e discovering clusters that are equivalent from the
veswsronst perspective of servers other than those performing
the measurements.

[15] discusses a technique called “GeoPing” that
builds a data base of temporal measurements from a
set of S servers to a number of destinations at known
locations. GeoPing then determines the geographi-

In general, the data discussed in this sectie@) |ocation of an arbitrary destination by measuring
are “worst case.” In our application, which onlythe |atency from the servers to the destination and
clusters within an AS, we can reasonably expegien finding the nearest known location by comput-
a relatively large “common mode” path betweefhg the Euclidean distance between the test desti-
a source and seedpoints in a cluster. Thus, Qiition and the known destinations in its database
clustering approach usually depends only upon thiging the S dimensional distance vectors] [15] also
“differential” path within an AS. If the can assumeyiscusses using structural clustering techniques to
that the routers being measured respond consistenjliid a geographical database using measurements
and quickly then we will be able to obtain a googy a number of destinations with unknown locations.

Samples

Fig. 8
HISTOGRAM OF MEASURED VSACTUAL DISTANCES

estimate of the difference in path lengths. Specifically, the prefixes inherent in a BGP table are
recursively split until all locations assocated with
V. RELATED WORK a prefix meet some maximum distance criterion.

Structural clustering was previously considered ifhe fundamental differences with our work are that
the context of content delivery networks [11]. Wave generate clusters that may span multiple BGP
use structural clustering to aid in generalizing tharefixes and we provide techniques that trade cluster
results obtained through other clustering techniqueganularity against uniformity.
the methods described in this paper differ from [6] describes a service, called IDMaps, to enable
previous work because they yield clusters that m#lye estimation of distance between two arbitrary
span multiple structural clusters and the naturahdpoints. The service operates using a network
structural clusters may be divided among multiplef S servers. The service maintains a database of
clusters. addresses mapped to their nearest server and the

A good study of using temporal data for predict:distance” (latency) to that server as well as the
ing the distance between points is presented in [1d]stance between any two servers. The endpoint-
In [1] clever use of a modified DNS server is useendpoint distance estimation is achieved by adding
to enable the “passive” collection of data from the distances of each endpoint to their nearest server
set of customers accessing a set of geographicalyd the distances between the two servers. Effec-
diverse web servers. The data collected from matiyely this method partitions the Internet address
web transactions is aggregated over time and usedpace into S clusters and then divides these clusters
form address clusters for the purposes of selectimjo equivalence classes. In contrast to our tech-
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nigues, [[6] does not provide variable granularity arehd research sites connected to Internet 2. Thus,
does not attempt to build clusters that are equivalahtis not clear their conclusions generalize to the
from the perspective of any location in the internetiustering problem addressed by our work.

— only from the perspective of the nearest of the SThe clustering technique described in this paper
servers. assumes that the routers being measured respond
An interesting extension of the IDmaps approaajuickly to pings and that the latency of a path
is described in[[18] which demonstrates that givasan be estimated using a median or minimum of
an incomplete set of hop by hop temporal mea number of measurements. The first question was
surements (e.g. from traceroute) between setsvedll addressed in_[7] in which it was concluded
endpoints, the results can often be extended to pthat most routers reply quickly to TTL expired and
vide delay estimates between endpoints for whit¢tence hop limited probes. In the remainder of this

no direct measurements exist. While this approaskction, we address the second question.

combines temporal and topological measurements;The stability of Internet path measurement was

it does not appear that it applies to the clusteriragldressed in[ [19] which concluded that delay is

problem discussed in this paper. highly predictable. More directly relevant is![4]
An alternative approach to clustering is to asse¢hich looked at delay histograms for packets sent

ciate endpoints (seedpoints) with their nearest DN®m a source to a destination and concluded that

server and then generalize the results. This approaleé typical pattern is a gamma distribution with a

is explored in [17] and[[3]. An implementation oflong tail.

this idea to estimate end-end times is presented

in [8]. While clustering based upon DNS servers VI. EXTENSIONS

appears to yield reasonably accurate clusters, it does . .
not provide variable granularity — the method does Yhile the results presented in Sectjon Ill are quite

not provide information that could be used to merddcouraging, there are areas in which the techniques
clusters. The approach could be combined with tgQuId be improved. The three major areas in which
temporal technique described in this paper with€ Our techniques could be improved are
measurements to DNS servers replacing measures Measurement
ments to scanpoints. - Coverage

[5] proposes a technique callédternet Iso-bar  « Clustering
which clusters end hosts together based upon thél'he implementation described in this paper uti-
“correlation distance” between hosts which includdizes ICMP echo requests to intermediate proxies for
possible techniques such as Euclidean distance amelasurement. This has two major deficiencies — a
Cosine vector similarity. One representive fromeasonably high fraction of nodes do not respond to
each cluster is chosen as a monitoring point. THREMP echo requests and we cannot guarantee that
application discussed is significantly different thathe paths followed by the measurement probes are
ours — the end hosts are active participants incaincident with the paths followed by packets to
peer-peer network and clustering is suggested atha corresponding seedpoints. The first deficiency
way to achieve scaling. Nevertheless there are soleads to degraded coverage while the second had
important similarities with our work — the use othe potential for degrading the accuracy of the
temporal distances as a clustering technique amgasurements.
the observation that accuracy and granularity canln our experiments we found that roughly 7% of
be traded off.[[5] also provides some support fahe measurement points did not respond at all to
our approach by comparing the results of clusterilfGMP echo requests. These points had been discov-
using various metrics; the results suggest that Eered through ICMP based trace routes and hence do
clidean distance is the best metric from a set thagspond to TTL expired messages. An alternative
includes the technige used by IDMaps. The authargeasurement process could be implemented using
also provide an important stability study whicATL limited probes which would likely increase the
indicates that the clusters have good long terpmoportion of “good” measurement points. Recall
stability. It is important to note, as the authors ddhat the measurement points are proxies for a group
that their data set was limited to various educational “equivalent” seedpoints. Given a representative
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seedpoint, a server would initially perform a trace A variation of this approach is to utilize AS infor-
route to the seedpoint in order to determine thmation to select server subsets. There are relatively
hop count to the penultimate hop and then perforfew transcontinental ASs. With the decentralization
measurements by utilizing TTL limited probes semtf the AS registration process, we can utilize the
to the seedpoint. Some provision is needed for degistration service (RIPE, ARIN, LACNIC, AP-
tecting when the responding machine changes. INIC) as an indicator of which server subset is
tial experiments suggest that the responding nodgspropriate. Given the technique described above,
tend to be stable over many hours. An additiondlis relatively straightforward to detect ASs which
benefit to using TTL limited probes is that thare likely to be transcontental. The rest could be
probe is guaranteed to be routed using the saciastered with servers chosen by AS.
path as a packet to the seedpoint. Sending probe®utlier elimination can be improved using the
to intermediate proxies does not have this guarantégeographic” approaches described above. It is rea-
It is also a common belief that many networksonable to discard measurement points that are not
filter ICMP echo request messages. For both thgthin some maximum distance (time) of some
traceroutes and TTL limited probes other IP meserver. This requirement can be tightened if the set
sage formats could be used. of servers is constrained based upon the AS number.
In our experiments we also found that there were Finally, given a set of destinations with known
many ASs for which we could find seedpoints, byjeographic locations (e.g. web servers in various
no measurement point in the same AS. We rejecteiies), we can determine the temporal locations
these seedpoints because we could not be reasoniiyg the same set of servers used to perform
certain that the AS path followed by probes to the temporal measurements for clustering. We call
measurement point would match the AS path to thigese destinations mileposts. Our clustering process
corresponding seedpoint. We were able to improvggovides, for each cluster, a centroid (either mean or
on our coverage by searching for alternative seagtedian). The cluster can then be associated with the
points in prefixes where the traceroute to a seedpogigfographic location of the milepost that is nearest
did not have its penultimate hop in the same A% the cluster centroid. Alternatively, one might
This may be due to a frequent use of “.1” addressfisd the centroid of the most important subset of
for edge routers. With TTL limited probes, thighe cluster points based upon traffic data and then

would be a non-issue. associate the geographic location with that.

While the results described in this document have
reasonable coverage (in a traffic weighted sense)
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