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(7) ABSTRACT

A method for clustering the Internet address space employs
structural, topological, and temporal clustering techniques.
Seedpoints are identified from among network destinations;
the seedpoints are topologically clustered into groups; tem-
poral measurements from one or more predetermined loca-
tions are made to a seedpoint in each group; and the
seedpoints are clustered based on the measurements. The
clusters are generalized based on information identifying the
network addresses with seedpoints deemed to be close, such
as address prefixes in a routing table. A representative is
selected for each cluster, such as an intermediate node on a
path shared by the seedpoints of the cluster. The technique
can be employed by different types of applications, includ-
ing route selection in an intelligent route controller.
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NETWORK ADDRESS SPACE CLUSTERING
EMPLOYING TOPOLOGICAL GROUPINGS,
DISTANCE MEASUREMENTS AND STRUCTURAL
GENERALIZATION

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims priority under 35 U.S.C.
§119(e) of U.S. Provisional Patent Application No. 60/411,
404 filed Sep. 17, 2002, the disclosure of which is hereby
incorporated by reference herein.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

[0002] --Not Applicable--

BACKGROUND OF THE INVENTION

[0003] The present invention is related to the field of
communications networks, and more specifically to tech-
niques for creating a sub-division of a network address space
for use by network applications.

[0004] 1t has been known to employ techniques for “clus-
tering” network addresses for various purposes, such clus-
tering amounting to a sub-dividing of a network address
space. In a very broad sense, even the basic structure of the
Internet assumes that sources and destinations are grouped
into “subnetworks” for purposes of functions such as inter-
subnetwork routing. Generally, any kind of clustering
enables applications and protocols to deal with single enti-
ties that each represent a group of objects, rather than having
to deal with a large number of objects individually. This
feature improves efficiency in some network operations, and
may be essential in enabling other operations.

[0005] There are different types of clustering techniques
that have been used to facilitate or improve operations
within the Internet. These includes three specific techniques
that are described in some detail: structural clustering,
topological clustering, and temporal clustering.

[0006] In structural clustering, routing tables used by a
network routing protocol, such as the Border Gateway
Protocol (BGP), provide natural clusters with two levels of
granularity—autonomous systems (AS’s) and address pre-
fixes. While utilizing such clustering has the advantage of
simplicity and economy, there are nonetheless some defi-
ciencies with this approach. The two granularities are essen-
tially fixed, and may be either too coarse or too fine
depending upon the application. Even with the finer granu-
larity level of prefixes, there may not be as much uniformity
among nodes sharing a prefix as might be expected. For
example, prefixes exist that span the entire United States.
Additionally, there may be groups of addresses in different
prefixes that would be advantageous to cluster together, but
the BGP routing tables provide no mechanism for doing so.

[0007] Topological clustering uses information that is
inferred from tracing paths within the network. In the
Internet, these commonly take the form of “traceroutes”
from various sources to a wide number of destinations. Two
destinations are considered to be “near” if traceroutes to
them intersect at common points within a few hops of the
destination. The most significant failing of the topological
approach is that there is no natural way to vary the clustering
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granularity, because the requirements for adjacency are so
strong. Hops in the sense of traceroutes really correspond to
interfaces on a router. Two traceroutes can traverse the same
router but not the same interface, and the traceroutes will not
be considered to merge at the common router. Also, two
traceroutes to destinations in the same geographical region
may traverse routers that are in the same point of presence
(POP) and yet never go through the same routers. Often, for
a single destination, no common hop is found from multiple
traceroutes, and destinations that are near each other both
geographically and topologically are considered distinct and
therefore will not be clustered together.

[0008] Topological techniques also tend to suffer coverage
problems. Even after the results of topological tracing are
expanded or generalized to other network nodes in some
intelligent manner, large regions of the Internet address
space fall into no cluster. The coverage problem for tracer-
oute-based techniques arises because two regions can only
be considered adjacent if they share a common hop. If no
common hop exists, then there is no distinguishing infor-
mation—it cannot be determined whether two regions are
relatively close or relatively far from each other. Thus the
“shared hop” relationship is a strong but rather sparse
equivalence relationship.

[0009] Temporal clustering utilizes measurements of time
delays between a set of S servers and a number of destina-
tions. These measurements may be gathered actively by
sending probes (e.g. pings) to the destinations, or passively
by monitoring traffic (e.g. the intervals between messages
and their acknowledgments in the Transmission Control
Protocol (TCP)). The result of these measurements is an
S-dimensional distance vector for each destination, where
the delay values represent temporal “distance”. These dis-
tance vectors provide a convenient basis for determining
whether two destinations are near, such as by performing
Euclidean distance determinations. Clustering may be per-
formed in a number of ways including subdividing the BGP
prefixes until all “fractional prefix” clusters contain desti-
nations meeting some distance requirement. Alternatively,
the distance vectors could be used to estimate the physical
distance of each destination from a set of known reference
points and clusters built in relationship with these reference
points. One of the significant shortcomings of temporal
clustering techniques is the large volume of measurement
that is done, requiring an undesirably high volume of
network traffic. Also, information is obtained about only
those destinations which are actually measured, resulting in
undesirably sparse coverage.

BRIEF SUMMARY OF THE INVENTION

[0010] In accordance with the present invention, a clus-
tering method is disclosed that overcomes the above-dis-
cussed shortcomings of known clustering techniques.

[0011] In the disclosed technique, a number of seedpoints
are selected from among a generally much larger number of
network destinations. Each seedpoint is active in the sense
of responding to probes, and is associated with at least one
group of network addresses, such as defined by address
prefixes stored in a routing table.

[0012] The scedpoints are topologically clustered into
groups of topologically similar seedpoints, to reduce the
number of subsequent measurements that are required.
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[0013] Measurements are then performed from one or
more predetermined locations to a seedpoint within each
group of seedpoints. In the illustrated embodiment, these
measurements take the form of probes that yield round-trip
delay times.

[0014] The seedpoints are then clustered based on the
measurements. One feature of the clustering is the ability to
achieve a desired trade-off between the number of clusters
and the similarity among the measurements for the seed-
points within each cluster. This feature results in a desired
balance between cluster accuracy (i.e., how representative
the group of seedpoints is of each individual seedpoint) and
the amount of computing resources required to establish,
maintain, and utilize the set of clusters.

[0015] The clusters are then generalized based on the
information indicating which seedpoints are close to others.
This information can include the address prefixes in a
routing table. Generalizing generally includes conditionally
modifying the set of address prefixes, such that each address
prefix is associated with only one cluster. In general, each
cluster may be associated with multiple address prefixes.

[0016] Once the clustering is done, it is generally desired
to select one or more representatives for each cluster that
will participate in the application or protocol for which the
clustering has been done. The selected representative(s)
have some predetermined relationship to the seedpoints of
the cluster, such as being near a “centroid” (mean or median
point) of the cluster in terms of the measurements, or lying
along a path to the centroid or some other point. The
representative is then associated with each address prefix
that is associated with the cluster set of address prefixes.

[0017] The technique supports variable cluster granularity
with the option to use finer granularity for some regions of
the network address space if desired, for example if such
regions exhibit greater structural complexity or have a
relatively large share of the overall traffic. While the clus-
tering is primarily based upon the distance measurements,
topological clustering is also utilized to reduce the amount
of measurement required, by enabling the use of only a
subset of the seedpoints for measurement. This yields
greater efficiency. Structural clustering is used to generalize
the results to larger address blocks.

[0018] Additionally, the seedpoints of a cluster can be
ordered by their proximity to the cluster center, providing a
mechanism to determine the most representative points for
utilization by an application, such as an intelligent route
control system.

[0019] Other aspects, features, and advantages of the
present invention will be apparent from the Detailed
Description of the Invention that follows.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWING

[0020] The invention will be more fully understood by
reference to the following Detailed Description of the Inven-
tion in conjunction with the Drawing, of which:

[0021] FIG. 1 is a block diagram of a network employing
a clustering technique in accordance with the present inven-
tion;
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[0022] FIG. 2 is a flow diagram of the clustering tech-
nique employed in the network of FIG. 1;

[0023] FIG. 3 is a diagram depicting a set of temporal
measurements from a set of sources to a set of destinations
in the clustering technique of FIG. 2; and

[0024] FIG. 4 is a graph illustrating an example of results
of the clustering process of FIG. 2.

DETAILED DESCRIPTION OF THE
INVENTION

[0025] A technique is described for clustering the Internet
address space for purposes of performance measurement.
The technique can be used to support a variety of applica-
tions such as intelligent route control, which is illustrated in
FIG. 1. An intelligent route controller 10 optimizes traffic
sent from an optimized network 12 (which is a subset of the
Internet (IP) address space) to destinations within a set of
non-overlapping regions 14 called clusters. Each cluster 14
has a set of associated measurement points (or scanpoints)
16 which may be (but are not necessarily) identified by IP
addresses within the cluster. To make routing decisions for
traffic from the optimized network 12 to a cluster 14, the
route controller 10 performs a series of measurements to the
scanpoints 16 of the cluster over multiple connections that
the optimized network 12 has to the Internet. Depending
upon the results of these measurements, the route controller
10 can cause local router(s) (not shown) to prefer one of the
Internet connections over the others for traffic destined for
the cluster.

[0026] From the perspective of the route controller 10, a
cluster 14 can be viewed as an equivalence class, and the
scanpoints 16 as proxies for the members of that class. It is
assumed that the expected performance of traffic to desti-
nations within a given cluster 14 over a given Internet
connection will be equivalent for all possible destinations.
This assumption is referred to herein as the “uniformity
assumption.” There is generally a trade-off between the
accuracy of the uniformity assumption and the amount of
measurement that must be performed. In particular, the
desired accuracy of the uniformity assumption may vary in
different clusters 14 depending upon factors such as (1) the
fraction of traffic from the optimized network 12 to the
cluster, and (2) the geographical distance from the optimized
network 10 to the cluster.

[0027] As shown in FIG. 2, there are six major steps
employed in the overall clustering process: seedpoint selec-
tion 18, topological clustering 20, measurement 22, tempo-
ral clustering 24, generalization 26, and scanpoint selection
28. Each of these sub-processes is described in turn below.

[0028] Seedpoint Selection 18

[0029] The goal of seedpoint selection is to select a set of
representative addresses (termed “seedpoints”) from the
routable IP address space that respond to probe messages
used for temporal measurements. An important consider-
ation is the finest address granularity required. For example,
most routes in a BGP routing table cover at least 256
addresses (/8 . . . /24 prefixes). Granularity finer than /24 is
generally not useful for purposes of intelligent route control.
In the following description, a granularity of /24 is assumed.
In alternative embodiments, it may be desirable to employ
more or less address granularity.
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[0030] In one basic approach, seedpoints can be collected
from traffic statistics. This approach may be preferable in
applications such as that shown in FIG. 1, in which the
intelligent route controller 10 is placed at a customer site and
can therefore collect traffic statistics for the optimized net-
work 12 relatively easily. For example, traffic data can be
collected that permit the identification of all of the active /24
prefixes (each defining a region of 256 addresses differing
only in their 8 least significant bits) in the Internet traffic
emanating from the optimized network 12. Then, to select
corresponding seedpoints for these prefixes, one strategy is
to search for an active endpoint in each prefix. Alternatively,
representative seedpoints can be harvested from web logs or
other traffic statistics. It may also be desirable to vary the
density of the seedpoints in the various address prefixes
based upon traffic statistics.

[0031] Seedpoint selection can also be performed using
“brute force” techniques. There are currently roughly 4.7
million routable /24 prefixes in a typical BGP routing table.
It has been demonstrated experimentally that testing a
particular sequence of 11 destinations within an active /24
prefix has a 90% chance of finding at least one live endpoint.
Thus, roughly 50 million addresses must be tested to find
seedpoints in a high fraction of the active /24 address blocks
in a typical BGP routing table.

[0032] Topological Clustering 20

[0033] Many of the seedpoints generated during seedpoint
selection 18 can be shown to be equivalent using topological
probing techniques, for example by performing “traceroute™
operations from one or more sources to each seedpoint.
Seedpoints that are determined to be topologically close are
deemed to be equivalent. Only one representative from each
equivalence class of seedpoints needs to be selected for use
in temporal measurement 22 (described below). A criteria
for topological closeness might sharing the same final hop,
for example. As described in an example below, even a
simple heuristic results in a 4:1 reduction in the amount of
measurement required.

[0034] 1t would be possible to use the topologically clus-
tered seedpoints themselves as the scanpoints for use by the
ultimate application, such as intelligent route control. How-
ever, as mentioned previously, topological clustering has the
deficiency of being too fine grained. Thus, the results of
topological clustering are coarsened using additional pro-
cesses including temporal clustering as described below.

[0035] Measurement 22

[0036] A plurality of measurements of round trip times to
each seedpoint are taken. There are a number of techniques
that can be used, such as measuring the Internet Control
Message Protocol (ICMP) echo request/response period
with a “ping” tool; measuring the time to establish a TCP
connection; or using a time-to-live (TTL) limited probe sent
to the seedpoint with a TTL smaller than required to reach
the destination.

[0037] Temporal Clustering 24

[0038] The round trip time measurements are then clus-
tered using any of a variety of data clustering techniques,
including divisive and agglomerative hierarchical tech-
niques and iterative techniques such as Kmeans. The general
strategy of temporal clustering is to associate each seedpoint
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with the data obtained by measuring the latency to the
seedpoint (or to a proxy scanpoint) from either a single point
(such as the intelligent route controller 10) or multiple
measurement “servers” (not shown in the Figures). Seed-
points that have similar measurements are considered to be
equivalent. An example is given with respect to FIG. 3. If
measurements are made from three servers S1, S2, and S3 to
destinations D1 and D2, two sets of “coordinates” are
obtained: (T11, T21, T31), (T12, T22, T32). The Euclidean
distance between the destinations D1 and D2 can be com-
puted using the formula:

5 12
distanceyy = [Z |Tis - TiZ|2]

i=1

[0039] Other distance metrics such as Manhattan distance
can be employed.

[0040] As an example, measurements have been taken
from four servers located in Seattle, San Jose, Boston, and
Atlanta, to a set of 806 proxy scanpoints associated with a
particular Autonomous System known as AS3356, which is
associated with the company Level 3 Communications, Inc.
These scanpoints were generated using a process described
in more detail below. Briefly, seedpoints were first selected,
then representative seedpoints were selected from these
based upon topological clustering, and proxy scanpoints
were then chosen that lay “in front” of these representatives
based upon traceroute operations. From these 806 scan-
points, 25 were randomly selected for this example.

[0041] Using a set of known tools implementing standard
agglomerative hierarchical clustering algorithms, the 25
points were clustered into five groups. The particular algo-
rithm used was “complete link” with Euclidean distance.
Complete Link clustering determines the “similarity” of two
clusters based upon the distance between the most distant
members. FIG. 4 is a dendrograph showing the results of
this example clustering process. The dendrograph lists the
scanpoint locations (as determined through Domain Name
Service (DNS) lookups and traceroutes) on the left. The
numbers in parenthesis are provided in place of IP addresses
for clarity. At the bottom is a time scale in milliseconds. The
lines represent the results of combining scanpoints or sub-
clusters into larger clusters. The location of each vertical line
represents the maximum Euclidean distance (temporally)
between the two farthest-separated members of the cluster
spanned by the line. Scanpoints and sub-clusters are recur-
sively combined until a single cluster is reached at the far
right. Thus, the members of cluster 1, for example, are
separated by no more than about 20 milliseconds. In con-
trast, there is at least one pair of points from clusters 1 and
4, for example, that are separated by about 70 milliseconds.

[0042] FIG. 4 clearly shows the trade-off between the
number of clusters and the “similarity” of the members. If
clusters are chosen near the left edge of the dendrograph,
there tends to be greater similarity (i.e., less delay differ-
ence) among the members of a cluster, but there are also a
relatively large number of clusters. If clusters are chosen
nearer the right edge, the number of clusters diminishes, but
so does internal cluster similarity. The dotted line 30 rep-
resents a selection of 5 clusters with a maximum intra-



US 2004/0059830 Al

cluster distance of about 25 ms. In this example, limiting the
results to 5 clusters results in clusters covering relatively
large geographic regions, such as the region between Atlanta
and Boston.

[0043] From the clustering process, an ordered list of the
scanpoints used to generate each cluster can be generated.
These scanpoints can be ranked by distance to the cluster
centroid (mean or median). This ordering provides a mecha-
nism for choosing the most representative point(s) in each
cluster for use as may be needed. The intelligent route
control application, for example, performs periodic temporal
measurements to a representative point to make routing
decisions for all destinations in the cluster. For the example
illustrated in FIG. 4, the scanpoints nearest the centroid of
each cluster are:

[0044] Cluster 1: Boston (11)

[0045] Cluster 2: Detroit (20)

[0046] Cluster 3: Houston (10)

[0047] Cluster 4: Denver (19)

[0048] Cluster 5: Los Angeles (2)
[0049] Generalization 26

[0050] The goal of the generalization phase is to expand
the clustering results which generated equivalence classes
containing specific IP addresses (i.e. the seedpoints) into
equivalence classes containing blocks of IP addresses. The
generalization phase combines the clustering information
from the topological and temporal clustering with structural
information obtained from a set of routing tables such as
BGP routing tables.

[0051] A prefix table is formed by aggregating multiple
BGP tables, and this prefix table is used to perform structural
generalization of each cluster of seedpoints. This process
may be performed either top-down or bottom-up. In the
top-down process, each seedpoint is assigned to the longest
matching prefix from the table. If seedpoints in different
clusters are assigned to a prefix, the prefix is divided into two
more-specific prefixes, and the seedpoints are reassigned to
the longest matching of the new prefixes. This process
continues until no prefix has been assigned seedpoints from
multiple clusters.

[0052] As an example, consider generalization of seed-
points in conjunction with a BGP prefix as illustrated below:

Seedpoints: 63.200.1.1 (Cluster X)
63.200.2.1 (Cluster X)
63.200.128.1 (Cluster Y)

Initial prefix: 63.200.0.0/16

[0053] The prefix is split into the following two new
prefixes:

[0054] 63.200.0.0/17
[0055] 63.200.128.0/17

[0056] It will be seen that the two seedpoints (from cluster
X) can be assigned to the first of these new prefixes, and the
seedpoint from cluster Y can be assigned to the second. In
this case, the process ends after only one iteration. If
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seedpoints from multiple clusters were still assigned to one
or more of the new prefixes, then the process would be
repeated for each such prefix, etc., until each prefix was
assigned seedpoints from only one cluster.

[0057] The bottom-up approach begins by assigning each
seedpoint to its corresponding /32 prefix. The process pro-
ceeds by merging adjacent prefixes that contain seedpoints
from at most one cluster. The merging process forbids
merging across BGP prefix boundaries and terminates when
no more merges are permitted.

[0058] Scanpoint Selection 28

[0059] The clustering step 24 provides for each cluster list
of seedpoints ranked by distance from the cluster centroid.
To find a scanpoint for a given seedpoint over a particular
Internet connection, a traceroute is performed to the seed-
point over the Internet connection. A scanpoint is then
selected from one of the traceroute hops. This technique
provides the opportunity to generate multiple scanpoints for
important clusters and to generate backup scanpoints in case
some scanpoints cease responding to measurement probes.

[0060] The clustering and scanpoint selection process
described above may be utilized in standalone applications
or in distributed applications. An example of a standalone
application is a single intelligent route controller 10 respon-
sible for all aspects of intelligent routing, including the
selection of scanpoints and measuring path delays to
improve routing performance. An example of a distributed
application is a system employing a number of intelligent
route controllers 10 at different locations. In such systems,
it may be beneficial to perform the seedpoint selection 18
using a centralized process and then provide the list of
seedpoints to each intelligent route controller 10, which then
performs the measuring 20 and subsequent steps. By per-
forming the measuring step 20 and subsequent steps at each
intelligent route controller 10, the temporal measurements
made at each intelligent route controller 10 should more
accurately reflect the actual delays that are experienced by
traffic emanating from the associated optimized network 12.
Alternatively, these later steps can also be performed using
the centralized process, which might be advantageous if
processing resources at each distributed location are scarce.
In such an embodiment, at least some of the temporal
measurements may be less predictive of the actual delays
that will be experienced from any particular optimized
network 12, because the measurements have been taken
from locations other than the sources of the traffic being
optimized. It may be desirable to share measurement results
among a distributed set of route controllers. Alternatively,
the work can be partitioned between the central facility and
the route controllers at any of steps 24-28 of FIG. 2.

[0061] Details of Particular Embodiments

[0062] In one embodiment, one seedpoint is identified for
each active addressable /24 route in a set of BGP routing
tables, with the exception of regions containing .gov or .mil
domains (such domains have a policy of discouraging the
external probing that is necessary to perform temporal
measurement). In practice, only a fraction of the /24s in a
routing table contain active endpoints. The seedpoint selec-
tion process consists of searching for an endpoint in each /24
that responds to ping requests. Experience suggests that the
.1 addresses in roughly 50% of active /24s respond to ping















