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Abstract. Computer ethics is usually motivated by and deals with problematic
decision-making cases arising from the ubiquity and unprecedented power of com-
puter and information technologies. In this paper, we address a distinct topic that is
germane to computer ethics but has thus far been neglected in the computer ethics
literature. Formal methods is the science of mathematically proving computer sys-
tems correct. Formal methods are motivated by the need for safety-critical systems
(e.g., autopilot systems) that must be bug-free. We begin by describing the automatic
formal system property of computers. This property has been studied by cognitive
scientists, but it has yet to be addressed by computer ethicists, despite it having
significant ethical ramifications, particularly with respect to formal methods. After
introducing the history and purview of formal methods, we argue that normative
questions about formal methods are the purview of computer ethics. Nevertheless,
we take the position in this paper that these questions are open questions and do
not attempt to solve these problems here.

Keywords: formal methods, computer ethics, open-source software, automatic for-
mal systems

“Beware of bugs in the above code; I have only proved it correct, not tried it.”
—Donald Knuth

“Program testing can be a very effective way to show the presence of bugs,
but is hopelessly inadequate for showing their absence.”

—Edsger Dijkstra

1. Introduction

Bugs and poorly-specified programs have killed people (Leveson and
Turner, 1993) and have nearly brought mutually-assured nuclear de-
struction during the Cold War (Smith, 1985). A subdiscipline of com-
puter science called formal methods aims to dramatically increase the
quality of software by mathematically proving programs correct as
opposed to merely testing them. We believe that computer ethicists
might have something to say about the normative aspects of formal
methods but have not had a sufficient opportunity. The purpose of this
paper is bring the conversation to ethicists.

Under submission, 2008.
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2
1.1. AuTtoMATIC FORMAL SYSTEMS

To begin the conversation, we describe a general characteristic of com-
putational systems that has thus far been addressed by cognitive sci-
entists but not ethicists. In the pursuit of metaphysical, as opposed
to normative, philosophical questions, cognitive scientists have also
sought a property of computers that distinguishes them from all other
artifacts. Cognitive scientists, by and large, agree that what makes
computational systems distinct is that they are instances of, to use
John Haugeland’s term, automatic formal systems (AFS) (Haugeland,
1989; Fodor, 1990; Haugeland, 1997, 8-9). An AFS is a concrete system
that satisfies the following three properties:

1. Token manipulation: computers manipulate symbolic tokens ac-
cording to formal rules (like games or logics).

2. Digitalization: computers have exact, repeatable results, as opposed
to continuous systems (e.g., billiards or the weather).

3. Finite “playability”: no computations take infinite time or require
an “oracle”.

Therefore, on this characterization, a computer realizes a formal sys-
tem. A formal system can be described mathematically by a logic.
Therefore, if we hold constant certain issues of fabrication and normal
usage, we can, by applying a mathematical proof, guarantee that certain
properties will hold of a computational system. Notice that we are
only claiming a narrow implication: AFSes, implementing a sort of
mathematical object, can in principle be subject to proof concerning
certain abstract properties. This is not to say, of course, that there is a
method such that for any abstract property and any formal system, the
method can prove or disprove that the property holds of that system
(to claim otherwise would be in violation of Church’s Theorem).

Overall, the AFS property has received little attention in regards to
its normative implications. Recent texts and anthologies in computer
ethics instead focus on the unprecedented abilities of computers to
store, transfer, and analyze information (Johnson, 2001; Ermann and
Shauf, 2003; Winston and Edelbach, 2006; Tavani, 2007). We do not
mean to dispute either the factual claim that computers indeed have
these unprecedented abilities nor the attendant normative claim that
these new abilities create a moral and policy vacuum that ought to
be filled with conscious deliberation instead of laissez faire market
forces, for example. Rather, we present the AFS property as being
an additional property justifying the study of computer ethics.
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1.2. THE STANDARD JUSTIFICATION

Let us look a little closer at the AFS property with respect to a “stan-
dard justification” for computer ethics. In her influential textbook on
computer ethics, Deborah Johnson argues, in answering the question,
“Why computer ethics?” that the issues raised by computers are neither
wholly new, nor wholly old.

The ethical issues surrounding computer and information technol-
ogy are not new in the sense that we have to create a new ethical
theory or system. They call upon us to come to grips with new
species. This means understanding the new issue in familiar moral
terms, using traditionalist moral concepts. For the most part this is
consistent with the traditionalist account because once connected
to standard moral categories and concepts, the new issue can be
addressed by extending familiar moral concepts to the new situation
and drawing on our experience with other cases. However, the new
species may not fit easily into standard categories and concepts:
allowances for the special or new features of the new situation have
to be taken into account. new species have special features and, as
pointed out earlier, if we simply treat them as the same as other,
familiar cases, we may fail to recognize how the new features change
the situation in morally significant ways. (Johnson, 2001, 22)

Johnson introduces what she calls the ‘genus-species account’ of
computer ethics to describe how we ought to address the ethical puzzles
introduced by computing technology. It is dangerous, she argues, to
think that we can understand our obligations by applying policies and
arguments concerning older technologies and issues. Clearly, safety of
manufactured products is a human concern with an existing history
of substantial policies, laws, and arguments for responsibilities of vari-
ous kinds. However, this genus of moral consideration, ensuring safety
of human artifacts, cannot be applied to the species of AFSes in a
traditional fashion.

Likewise, AFSes have a sort of complexity that is incommensurable
with other artifacts (see Section 4.1). This new form of complexity is
most obvious when we consider both the amount of testing needed to
ensure that an artifact is safe and the certainty available from testing.
On the one hand, testing traditional artifacts can only yield probabilis-
tic measures of safety. On the other hand, the verification of AFSes,
with respect to their formal specification and under environmental
assumptions, can yield absolute certainty of safety.

Nevertheless, before declaring the AFS property indeed to be an
additional characteristic of computers justifying their ethical study, we
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must note the work of Herman Tavani. Tavani argues that for com-
puter ethics to be justified, computers must not only have some unique
feature, but that feature must be implicated in unique ethical consider-
ation of computers (see (Tavani, 2007, 9,84)). That is, computers must
have some characteristic that is

1. unique to computers compared to other artifacts; and,

2. significant in the possible effects computers have on human welfare.

Haugeland and others have argued that Condition 1 holds for the AFS
property; in Sections 3 — 6, we argue that Condition 2 holds as well.

1.3. SCOPE AND OUTLINE

In this paper, we examine the normative implications of the AFS prop-
erty of computers. To ground our investigation, we mostly restrict
ourselves to safety-critical computer applications. These applications
are ones in which failures may lead to the loss of human life. Such
uses include aircraft control systems, automotive subsystems, computer
systems for piloted spacecraft, and computerized medical devices.

In this paper, we begin by describing some related claims and work
in Section 2. In Section 3, we overview the field of formal methods,
while in Section 4, we particularly focus on obstacles — both techno-
logical and cultural — for the field of formal methods, and we attempt
to summarize the attitudes within computer science on the subject.
To more concretely motivate the need for an ethical consideration of
formal methods, in Section 5 we describe both how it informs and is
informed by a debate central to computer ethics — the free software
debate. Concluding remarks are given in Section 6.

2. Related claims

Interdisciplinary literature in computer science and philosophy contains
a number of discussions concerning formal methods. We have been able
to distinguish two lines of argument that are related to the present
claim. The two lines of argument we have identified are

1. philosophical foundations of formal methods, and

2. formalization of ethics.

Articles in the philosophical foundations of formal methods identify
some issue, usually epistemological, that arises from one of the following
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claims: computers can be used as tools in a proof procedure; computers
can be the subject of proof procedures; computers can be used as tools
in a proof procedure that has another computer as its subject. An
example of the first kind can be found in recent work by Arkoudas and
Bringsjord (Arkoudas and Bringsjord, 200x). Later in this section, we
will mention examples of the second and third kind.

An essential difference between our research and research of the kind
just described is that we take for granted the claim that computers can
be used in proof procedures, including proof procedures that have other
computers as their subject. Our claim depends on this, since in order
to answer the normative question of how widely formal methods should
be applied, it must be possible, at least sometimes, to use them (ought
implies can).

The second distinct line of reasoning concerns the possibility of, and
methods for, building computers that behave ethically. At first, this
may seem to be identical to the subject of this paper. However, there
is a distinction — only apparently subtle — between such projects and
our own.

Consider two examples of such attempts that appear in recent pa-
pers. Bringsjord et al. attempt to provide a methodology for construct-
ing machines that behave in accordance with ethical rules: “...our
approach to building well-behaved robots emphasizes careful ethical
reasoning based not just on ethics as humans discuss it in natural
language, but on formalizations using deontic logic” (Bringsjord et al.,
2006, 39). Matteo Turilli, in a recent article, also is concerned with
constructing a formal methodology which can be used to implement
machines that behave in accordance with the ethical prescriptions of
an organization to which it belongs (Turilli, 2007).

Success in these papers can be measured in a straightforward man-
ner. Suppose we build a machine according to the methodology sug-
gested. Then imagine that the machine finds itself in an ethically sig-
nificant situation: does it ‘choose’ the right course of action?

Notice that asking this question presupposes that the machine is
designed to behave in a variety of circumstances that cannot be entirely
foreseen when building it. Also, the ethical significance of its behaviors
cannot be foreseen and will depend on circumstances that obtain at
the time of its behavior. Finally, the questions presupposes our ability
to unambiguously evaluate the rightness and wrongness of actions. We
are interested in this paper in a more modest set of behaviors by com-
puters that have neither of these properties, nor make this substantial
presupposition.

We are interested, merely, in whether an implemented computer
matches a formal specification. In other words, qua computer, not
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qua actor with ethically significant potential, does the machine behave
as designed? Or, put another way, does it do what its designers and
programmers intended?

To make our goal more concrete, and to help distinguish it from
these other lines of argument, consider a simple example. Suppose a
company designs a software system to control a machine that adminis-
ters radiation therapy to a patient. Part of the software system involves
sending instructions to the machine; another part of the system involves
displaying messages on a graphical user interface. Bugs in the Therac-
25, a radiation-therapy machine, led to just this situation (Leveson and
Turner, 1993). A question we think worth asking is: were the Therac-
25 designers, programmers, testers, and project managers ethically
culpable for not employing formal methods?

3. What is Formal Methods?

Formal methods is' a subdiscipline of computer science. Formal meth-
ods takes the AFS property, described in Section 1.1, as an underpin-
ning to its entire enterprise. Formal methods are mathematical tech-
niques that are used to prove that particular programs (or, alterna-
tively, hardware units) are correct — that is, that software or hardware
satisfy a mathematical description of its desired functionality. This
abstract description of desired functionality is called the specification
of the hardware or software.

Formal methods, used to construct computer systems that behave
as intended, can be contrasted with empirically testing the computing
system. As an analogy, formal methods is related to conventional bug
testing for computer design in much the same way that computational
fluid dynamics (CFDs) is related to wind tunnel testing for aircraft
design (Rushby, 1993). CFDs are mathematical models to investigate
the aerodynamic properties of, say, a aircraft wing design. CFDs allow
the aerodynamics of an aircraft to be analytically studied as opposed
to building a physical model to test using a wind tunnel.

Similarly, manufacturers of computer systems employ engineers to
be testers so that they can run their products through a “wind tunnel”
(or “test harness,” as it is called in software engineering). A test harness
contains a large suite of inputs with the hope of covering both the full
range of normal uses of the system as well as exceptional circumstances.
As we have already described, through formal methods, one attempts

! The phrase “formal methods” is used both to refer a field of practice (in which

case the noun phrase is used in the singular) and as a description of the various
methods used in the field (in which case the noun phrase is used in the plural).
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to analytically analyze the system to prove properties about it for any
possible inputs.

Broadly, three research directions are pursued in the field of formal
methods:

1. How to mathematically model formal systems and their environ-
ments. Unlike other engineering artifacts that are mathematically-
modeled (bridge stresses, aircraft aerodynamics, etc.), many con-
cepts in computer science are brand new, and a research challenge
is simply how to mathematically model these concepts. Such con-
cepts of course include modeling software and hardware and the
environments in which they operate.

Regarding environmental assumptions, any formal verification makes
implicit and explicit assumptions. For example, in proving some
property about a program, one might implicitly assume that the
computer on which the software executes is not physically destroyed,
that no bugs in the hardware change the intended program seman-
tics, that the process thread executing the code is not terminated,
and so on. Likewise, some assumptions might be explicit. For ex-
ample, one might state as a hypothesis that an integer input to a
program takes no more than a fixed number of bytes to represent
it in binary. Other kinds of environmental assumptions are prob-
abilistic. For example, fault-tolerant systems found in commercial
aircraft are designed to mask a certain kind of and number of faults.
The kinds of and number of faults is characterized by a mazimum
fault assumption (MFA). The MFA should hold with sufficiently-
high probability, but it is only probabilistic. However, supposing
the MFA holds, the system should provably satisfy its specification.
Thus, the correctness of the system is ultimately probabilistic even
if its correctness under the MFA has been formally verified. That
formally verified system rely on possibly probabilistic hypotheses
about the environment is a subtle point sometimes glossed over in
the formal verification debate.

In addition to modeling the environment, another challenge is to
define and refine the abstraction of systems. For example, software
models may be of the source-code semantics, an intermediate repre-
sentation, a memory-aware model, or the machine code semantics.
Hardware models may be of the microarchitecture, the register-
transfer level, or of physical-layer protocols between components.
System-level models may be of interacting subcomponents and in-
terfaces at different levels of abstraction. Research is also devoted
to modeling the connections between different levels of abstraction
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and aspects of systems and the software and hardware from which
they are composed.

2. How to mechanically check the correctness of mathematical proofs.
The output of this research is perhaps most visible in the de-
velopment of mechanical theorem-provers (Wiedijk, 2006). These
software systems allow mathematics to be formulated? in a for-
mal language, and the theorem-provers can check the correctness
of proof scripts over the formulations that a user writes. Some
theorem provers also provide a degree of automation to assist in
the development of the proofs.

3. How to automate mathematical proofs. The focus of this research
is on how to automatically generate proofs of correctness. The
approach is limited by the state-explosion problem — even simple
formal systems often contain an infeasible number of states to check
whether some property holds of those states. However, techniques
developed over the last two decades have made the approach fea-
sible for systems with well over 10?° states (J.R. Burch et al.,
1990). Decision procedures for decidable logics is also an active
area of research, allowing infinite-state systems to be automatically
verified (de Moura et al., 2004; Lahiri and Seshia, 2004).

4. The History of the Debate

In Section 4.1, we discuss the apparent paradox of the mathematical
modeling of formal systems lagging behind the success of mathemati-
cally modeling less abstract artifacts, such as bridges and aircraft, for
example. We describe the status of the ethical import within computer
science in Section 4.2. In Section 4.3, we very briefly describe the
inroads that formal methods have made while focusing on what has
motivated their use.

2 We wish to emphasize the difference between formalization and formulation,
particularly because the two notions are sometimes conflated in the field. For-
malization is the act of expressing a concept mathematically; for example, Peano
formalized arithmetic and Euclid formalized planar geometry. Formulation is the
act of expressing mathematics in a formal language; for example, proofs can be
formulated in the sequent calculus. (Steve Johnson of Indiana University made this
distinction clear to the second author.)
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4.1. BRIDGES, PLANES, AND PROGRAMS

On the face of things, bridges and mathematics do not appear to be
intimately connected, but civil engineers and physicists have figured out
how to mathematically model bridges to determine analytically all sorts
of characteristics such as the maximum load a bridge can withstand,
the effects of strong winds and earthquakes, and so on. The problem of
mathematically modeling a bridge is essentially solved. The same story
holds for studying the aerodynamics of aircraft, as mentioned in the
previous section.

A priori then, if a computer is by definition an implementation of a
formal, mathematical system, one may find it surprising that our ability
to mathematically model programs is inchoate relative to bridges or
planes. Why is that?

Three obstacles prevent formal methods from being widely adopted:
formal requirements specification, the complexity of proofs, and the size
of software systems.

4.1.1. Requirements Specification
Software requirements, particularly in safety-critical systems, are no-
toriously difficult to get right (Lutz, 1993; Berry and Wing, 1985).
Indeed, the very idea of requirements being “right” may be incoherent.
Requirements evolve as the needs and expectations of users evolve.
Software gets used in ways that architects and developers would never
have expected. Environmental interactions may produce unexpected
results (e.g., a programmer for your web browser neglects to handle the
case in which the user is navigating to a new web page and concurrently
opens a new browser window, causing the application to crash).
While even formulating requirements is difficult, formalizing them
is even more so. Stated informally, requirements often lack detail or
omit corner-cases. For example, one might have the requirement that
a hardware device multiply two numbers. Stating the requirement in a
mathematical notation may lead the designers to consider the require-
ment in more detail: What happens if one of the numbers overfills the
a buffer? What if a buffer is modified during the computation? If the
result overfills the result buffer, what should be returned? And so on.
On the other hand, formal methods may have its greatest payoff
during the requirements engineering stage of a software project by
forcing designers to overcomes these difficulties early, before software
has been implemented (Berry and Wing, 1985).
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4.1.2. Proof Complezity

As for computational complexity, whereas the CFDs are modeled using
differential equations, programs are modeled using logic (propositional,
first-order predicate, and second-order predicate logic are all used). A
program can be modeled by determining the satisfiability of a logical
formula modeling it — intuitively, a program is turned into a logical
formula stating something of the form, “For all inputs, program P
yields outputs with property X.” The computational complexity of
determining the satisfiability of even boolean formulas — the simplest
of logics — is NP-complete, meaning it belongs to a mathematical class
of “very hard” computational problems.

In mathematics, complexity is oftentimes managed by abstraction
or problem-decomposition. While these techniques certainly pertain
to software as well, their application is limited. Intuitively, the diffi-
culty with decomposing software verification results from small local
changes having global effects. For example, if a program changes a
single “1” to a “0”, the entire program could result in completely
opposite behavior. De Millo, Lipton, and Perlis call this property the
discontinuity property of software, as contrasted with the continuous
functions reasoned about in Newtonian physics (Millo et al., 1979).
That said, well-designed software is built to be compositional so that
to the greatest extent possible, errors are localized. For example, a
software bug that causes an application to crash should not cause
the operating system to crash. In continuous domains, composition
is inherent and depends less on good design principles. For example, a
small, localized change to, say, the shape of an airfoil will have relatively
small, localized effects on the aerodynamics of the aircraft.

4.1.3. Software System Size
The second reason that formal methods have not been more widely
used is the size of software systems. For example, there is an estimated
one billion lines of code on the new Airbus 380 airliner (not all of it
is safety-critical, however) (Knight, 2002a). Comparatively, the largest
aircraft carriers in the world have on the order of one billion parts.
Together, the difficulty of mathematically modeling computers is
more apparent — imagine if one missing bolt in an American aircraft
carrier turned it into a Soviet submarine. That’s software.

4.2. THE “COMPUTER SCIENCE PERSPECTIVE”
Philosophers, logicians and computer scientists have written extensively

on metaphysical underpinnings of formal methods and program veri-
fication (Barwise, 1989; Smith, 1985; James, 1988); a nice annotated
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bibliography is available on-line (Rapaport, 2007). Much of the debate
has ranged over issues such as what it means to prove a program correct
and what is the nature of a mathematical proof (i.e., is it sufficient for
a machine to verify a proof or must a human do so?).

However, as far as the authors are aware, the normative implications
of formal methods have largely been ignored by professional ethicists,
and they have been mostly taken for granted amongst computer sci-
entists. Of course, generalizing the viewpoint of all computer scientist
professional or even all formal verification practitioners is impossible,
but the normative questions rarely arise. When they do, there is a
presupposition that they will further support program verification. The
point might best be made by a quip heard by one of the authors at
a recent formal verification conference: “It’s true that no catastrophic
commercial aircraft crash has been determined to be the result of faulty
software, and that’s a pity — program verification would be in greater
demand if one had.”

On the other hand, formal methods practitioners do not simply
deliver simple diatribes against software and hardware developers. For-
mal verification practitioners are computer scientists themselves. They
know that building correct software is difficult and that the most strin-
gent program verification practices are not sufficiently mature to be
used by non-experts in large-scale projects (indeed, skeptics often point
out that few formal methods advocates verify programs they write
themselves). Furthermore, industrial practitioners are employed by cor-
porations producing the potentially-faulty software. Consider that al-
though an airbag designer may genuinely believe in the potential airbags
to save lives, how many (publicly) condemn their automobile manufac-
turer for not installing airbags in every make and model? Likewise, no
verificationist would seriously claim that all software should be verified.

Perhaps a fair characterization of the formal verification commu-
nity’s position is something along the following lines:

Program verification is difficult. Our job is to figure out ways to re-
duce the difficulty so that the practice is feasible for industrial-scale
endeavors. For security-critical and safety-critical systems, program
verification is a “best practice” that should be employed, but we
acknowledge the trade-offs between assurance of correctness and
cost. Just as a car with anti-lock brakes is safer than one without,
some individuals decide the trade-off of greater safety is not worth
the additional cost. Our job is to make the practice more feasible
and to advocate for formal methods, but only in a few circumstances
would we claim that program verification is a moral imperative.
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Let us expand the last point a bit regarding the moral obligation to
practice program verification. Continuing our comparison to best prac-
tices in automobile manufacture, the infamous Ford Pinto case seemed
to be a clear-cut moral issue. The Ford Motor Company calculated
the cost of settling lawsuits due to a known unsafe design against the
cost of recalling the vehicle (Dowie, 1977). In comparison, malicious
software development and deployment has not yet had similar high-
profile cases of maliciousness. Indeed, faulty software has relatively
rarely been deemed to be the result of gross incompetence, given the
acknowledged complexity of software (see Section 4.3) and difficulty
of formal verification. Indeed, we state the following formal methods
dilemma:

If formal methods is a best practice of software engineering, then an
engineer who does not employ it is either negligent or incompetent.
But formal methods is beyond the capability of typical software
engineers (otherwise, why do we need formal methods experts and
researchers?), so it cannot be considered to be a best practice today.

4.3. THE STORY SO FAR

Not surprisingly, advocates for formal methods are largely computer
scientists, and even less surprisingly, the most ardent advocates are
formal methods researchers and practitioners. The most significant
inroads of formal methods into industrial design have come by way
of economic motivation rather than ethical considerations. Perhaps the
singularly most famous instance is Intel’s “Pentium FDIV bug”, which
was a subtle hardware bug found in 1994 (Halfhill, 1995). The bug even-
tually led to Intel’s replacing defective chips, costing the company some
half-billion dollars. Subsequently, Intel and other hardware companies
began to augment their testing staff with formal methods experts.

In general, bugs have been less costly for software companies since
software can be patched whereas hardware can only be replaced.? Nev-
ertheless, more recently, software companies, such as Microsoft, also
employ formal methods engineers to help improve code quality.* The
motivation of a software company is increased reliability (e.g., reducing
the likelihood of the “blue screen of death”) and increased security.

Outside of the mainstream, safety-critical and security-critical com-
puter developers have long advocated for — if not relied upon — formal

3 Sometimes, software can be modified to mask faults in hardware.

4 For example, the Software Reliability Research group at Microsoft Research
(http://research.microsoft.com/srr/) builds tools and invents new techniques
to assist Microsoft developers to build more robust systems.
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verification (Neumann, 1996). Safety-critical software, for example, in-
cludes automated flight-control software developed for commercial air-
craft (Knight, 2002b). Security-critical computers includes encryption
devices (Pike et al., 2006). Safety-critical and security-critical devices
are usually designed to be as simple as possible with well-defined fixed
functionality; see, for example, the L4 Microkernel® Project (Elphin-
stone et al., 2007). Their simplicity begins to make formal verification
feasible.

Today, safety-critical and security-critical computer systems are be-
coming more pervasive. For example, next-generation automobiles may
have “auto-pilot” functionality (Baleani et al., 2003). Software and
robotics are used in medical devices (Jetley et al., 2006). Many of
us rely on security protections of on-line banking, shopping, and so
on. The pervasiveness is coupled with more complexity and increased
functionality.

Amongst formal methods practitioners, there has been a conven-
tional wisdom that lawsuits will soon be a prime motivator. The idea
has been that liability lawsuits will be brought against hardware or
software companies for losses (such as financial loss, security, life, etc.),
and when it is shown that best practices in the field include formal
methods, companies not employing them will be deemed negligent. The
problem is, this has been the conventional wisdom for more than twenty
years!

Such lawsuits have not materialized, despite estimates that faulty
software and abandoned software development projects costing the
U.S. economy at least $5 billion per year (Charette, 2005). Why they
have not — when, for example, extravagant liability lawsuits have been
brought against companies in most other economic sectors — is an
interesting question itself. However, bringing the discussion of formal
methods to a wider audience might alter expectations by the public for
the software they use.

5. Formal Methods and Intellectual Property

In this section, we further motivate the importance of importance of
considering formal methods within computer science. In Section 1, we
began to motivate the ethical consideration of formal methods by de-
scribing the AFS property and examining it within the context of the
“genus-species” justification for computer science. Here, we explore a
topic that is squarely within the domain of computer ethics — free

5 A microkernel is a lightweight (and usually highly-robust) operating system.
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software — and argue that the consideration of formal methods informs
the free software debate.

5.1. STALLMAN’S FREEDOM MANIFESTO

To begin, let us briefly review the free sofwate debate. Computer ethics
routinely treats the issue of whether intellectual ownership of software
is ethically permissible, forbidden, or optional. In an influential series
of documents, Richard M. Stallman has advocated the second position:
he claims that allowing an individual or corporation to own software is
unethical. A central thesis of Stallman’s GNU Manifesto® is that free
software is better justified than proprietary software (Stallman, 1985).
We will briefly explain what this means, how Stallman argues for this
claim in very broad terms, and then describe the importance of formal
methods for the issue of the freedom of software.

First, we must understand what Stallman means by free software. In
an endnote to the Manifesto, he describes an ambiguity later resolved
in another article, The Free Software Definition.” Stallman does not
mean that individuals ought to have free access to physical instances
of software (or, as he puts it in the definition, “You should think of
free as in free speech, not as in free beer.”). Rather, Stallman goes on
to argue in the same article that individuals should have the following
four freedoms with respect to software they acquire. We quote these
freedoms below:

Freedom 0 The freedom to run the program, for any purpose.

Freedom 1 The freedom to study how the program works, and adapt
it to your needs. Access to the source code is a precondition for
this.

Freedom 2 The freedom to redistribute copies so you can help your
neighbor.

Freedom 3 The freedom to improve the program, and release your
improvements to the public, so that the whole community benefits.
Notice that access to the source code is a precondition for this.

Stallman’s Manifesto is directed at encouraging support for the cre-
ation of a fully-featured operating system under these four freedoms.
Moreover, he gives some arguments in favour that all software should be

6 "GNU’ is a “recursive” acronym that stands for “GNU’s not UNIX,” where
UNIX is a famous operating system standard.
" Available at http://www.gnu.org/philosophy/free-sw.html.
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free in these senses. In justifying the GNU project, Stallman appears
to argue that his idea for a software project follows from defensible,
general principles for how software should be created.

For example, he writes, “GNU serves as an example to inspire and
a banner to rally others to join us in sharing. This can give us a feeling
of harmony which is impossible if we use software that is not free. For
about half the programmers I talk to, this is an important happiness
that money cannot replace” (Stallman, 1985, 155).

This brief remark hints at an Aristotelian argument according to
which excellence in programming is a virtue that cannot flourish in an
environment that includes barriers to the sharing of source code, since
such barriers impede the flow of ideas and reason. We are thinking, for
example, of such comments as made by Aristotle in the Nicomachean
Ethics:

[The] activity of reason, which is contemplative, seems both to be
superior in serious worth and to aim at no end beyond itself, and to
have its pleasure propert to itself (and this augments the activity),
and the self-sufficiency, leisureliness, ...and all the other attributes
ascribed to the supremely happy [person] are evidently connected
with this activity (Aristotle, 1984, 1177-1178).

Stallman also addresses independent considerations of utility. For ex-
ample, consider the last two paragraphs of the same article: Stallman
insinuates a utopian future based on sharing of information. Last, Stall-
man appeals to the historical justification used by Western societies for
introducing protections on intellectual property. He claims first that
copyright law has been introduced to benefit society, and not merely
innovating individuals. Then, he writes,

The fact that the easiest way to copy a program is from one neighbor
to another, the fact that a program has both source code and object
code which are distinct, and the fact that a program is used rather
than read and enjoyed, combine to create a situation in which a
person who enforces a copyright is harming society as a whole both
materially and spiritually. .. (ibid., 159)

Let us assume, with Stallman, for the time being, that copyright law
has only been, and only ever is, justified on the basis of benefit to society
and not the individual whose intellectual property might be protected.
Furthermore, let us suppose also that there are clear benefits to open
source software. Nevertheless, it has not been widely agreed that the
facts concerning software Stallman cites do not establish his conclusion
that, on balance, enforcement of copyright for software harms society.
After all, it is not clear that, for example, Apple is on balance harming
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society by releasing only compiled code for its operating system to the
public.

To be clear, it is true that open source software can be easily im-
proved and exchanged by the public at large than closed source software
can. However, there are possible incentives for society in having closed
source software. As we have been stressing, some software projects are
extremely large and expensive. By enforcing copyright for software,
the public can ensure that companies that take great risk in creating a
piece of software can have a reasonable expectation of recouping their
expenses. Perhaps the benefit of having a company invest considerable
resources into OS X with the expectation of profit outweighs the harms
of my not being able to (legally) copy and alter it. It is clear, then, that
the questions of if and how much of software ought to be open source
remains itself open. In the next section we show that new arguments
concerning formal methods can be applied to this issue, and in a way
that may tip the balance for certain uses of software.

5.2. FORMAL METHODS AND FREE SOFTWARE

Consider the following claim: the specification and verification of soft-
ware depends on publicly scrutable proofs and to be accomplished
effectively, it must be done in an open intellectual community. De Millo,
Lipton, and Perlis have famously argued that mathematical proof is a
social process, meaning that the value of a proof is to convince other
mathematicians of the truth of the proved fact, and indeed, to say
that a fact is proved is to say that the community has internalized the
truth of the fact, not that some informal logical derivation has been
published (however, they claim this does not hold for formal verification
specifically; we address that claim shortly) (Millo et al., 1979). Couched
in terms of Stallman’s freedoms (Section 5.1), the motivation for open
proofs mostly falls under Freedom 1 (freedom to study how the proof
works) and Freedom 3 (freedom to improve the proof).

Presently, open, independently-verifiable results are not ubiquitous
in formal methods specifically or computer science more generally. In-
deed, Denning argues that computer science is not perceived as — and
in some ways, does not act as — a science (Denning, 2005). For example,
Denning cites a study showing that 50% of the published models and
hypotheses in computer science go untested (Tichy, 1998). A number
of reasons exist for the current state of affairs. Some reasons include
(1) computer science being a young field, (2) much research occurs in
industrial labs of for-profit companies, which sometimes do not release
internal intellectual property validating the published research, and
(3) there is a lack of data on which to validate models and approaches
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(in formal verification, data are programs and designs, many of which
are closed-source). The full set of causes are surely complex and are a
combination of economic, cultural, and political reasons.

Regardless of the reasons for why results are not publicized more
broadly, the reasons for why they should be publicized are not different
than the “four-freedoms justification” for why software should be open.
For a concrete anecdotal reason, consider the following: A theory of a
class of distributed protocols was developed, verified, and subsequently
published (Rushby, 1999). One of us read the published paper but was
slightly unclear regarding a few of the details — the theory was only
informally presented in the published paper. Fortunately, the original
specifications were made publicly available, and we able to examine
them. In doing so, we found that three out of four of the fundamental
system assumptions (i.e., axioms in the formal theory) not only failed
to model the domain of discourse but were in fact inconsistent. We
were able to quickly correct the theory — the fundamental insights were
correct — and publish the corrections (Pike, 2006).

If the original specifications and proofs had not been available,
the inconsistencies would have remained. Nevertheless, merely making
them public was also not enough: in this instance, the original paper
had been cited two or three dozen times, and it had been reviewed
multiple times. None of those citing the paper or reviewing it caught the
inconsistencies (indeed, we had cited the paper in earlier work without
inspecting the proofs themselves). With open software, there is the
presupposition or hope that when it gets used, bugs will be caught and
corrected. Perhaps it is the same with formal proofs (we believe we
were the first to “use” the published proofs in this particular instance).

De Millo, Lipton, and Perlis contradict this claim (Millo et al.,
1979). Essentially, they argue that unlike pure mathematics, formal
proofs about software, even if they are free, will never garner the in-
terest required to bring the value of independent review like for pure
mathematics.

Verifications are long and involved but shallow; that’s what’s wrong
with them. ... Nobody is going to run into a friends’ office with a
program verification. Nobody is going to sketch a verification on
a paper napkin. Nobody is going to buttonhole a colleague into
listening to a verification. Nobody is going to read it.

Our anecdotal story above contradicts this claim. More generally,
one of the present authors works in industry at a company that does
formal verifications, and he is routinely buttonholed into listening to
verifications. To be sure, he is not buttonholed into listening to the
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details of an entire verification but often key parts of a proof or new
insights and techniques.

More generally, De Millo, Lipton, and Perlis make a few errors in
their conclusions about the utility of open verifications. First, and open
free verifications are important even if nobody manually reads them.
Automated proof checkers exist today (De Millo et al.’s paper was
written in 1979) so that one can check the correctness of a verification
without reviewing it manually, but this still requires that the proofs be
available. Second, more abstract concepts in computer science (e.g., the
distributed protocol verification mentioned above) are short and simple
enough to be manually reviewed. Third, “chicken-egg” phenomena may
exist: nobody reviews free and open verifications, because there are no
free and open verifications! Nearly 30 years ago, would anyone have
predicted the success of free software? Would we have predicted the
thousands of software develops who contribute to open-source software
projects?

Finally, just like in free software, open verifications would allow
society to share the considerable burden of formal methods. Linux is
a full-featured free operating system built mostly by volunteers (in-
deed, you can buy computers today running Linux from general-market
dealers like Wal-Mart). Linux competes favorably with proprietary ex-
tremely well-funded operating systems, like Windows. Linux’s success
is possible due to massively-distributed efforts. Similar efforts in verifi-
cation can have an analogous effect. Indeed, this is already happening;:
when a researcher develops a new formal verification tool, one con-
vincing way to demonstrate its effectiveness is to find bugs in free
software (like Linux) using it (see, for example, work by Dawson Engler
et al. (Engler et al., 2000)).

Let us reemphasize our main point of this section: the topic of free
software is an example of a central issue in computer ethics, and the
ethical issues of formal methods both inform and are informed by the
free software debate. While we have presented specific arguments for
why formal verifications should be free, we only wish to convince the
reader that the debate over their freedom is important and belongs in
computer ethics, too.

6. Conclusion
Why have formal methods not entered into the discourse in computer
ethics in a central way already? Is it because of the contrast between

computers and other things that can harm human beings? For example,
there are widely-accepted moral obligations that go along with automo-
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bile manufacturing. They have to be recalled if a safety-critical defect is
found. Cigarette manufacturers have had multi-million-dollar liability
suits levied against them. They are held accountable for a product
they knew to be dangerous. To be sure, the causes are not completely
ethical; for example, an automobile manufacture has strong economic
motivations for building safe vehicles. Still, the difference between the
computer industry and other industries appears to be one of kind, not
degree.

Why has the public perception of computers been different? Why
may a software manufacturer attach a “non-warranty” to software, to
which you, the reader, have likely assented upon initially booting a new
computer you have purchase? Why have there been no multi-million
dollar liability suits against software manufacturers? Are current prac-
tices in software engineering the best practices? Does there exist a moral
imperative to increase the assurance of software via formal methods,
even if there may be no immediate economical gain in doing so?

Recall the developments in bioethics from the late 1960s to the
present. A dialogue outside of the computing profession can contribute
to raising of public awareness, which itself is necessary for computing
professionals to satisfy the imperative to prove safety, if indeed it is a
justifiable imperative.

We don’t take the foregoing considerations to provide an airtight
case for the claim that all software ought to be open, or that there is
indeed an obligation to use formal methods. Rather, we hope to have
shown that considerations of formal methods properly belong to com-
puter ethics. To summarize, formal methods belongs computer ethics
for three reasons: first, on the account given of what the purpose and
nature of computer ethics are, formal methods belongs there. Second,
canonical content of computer ethics is connected to issues related to
formal methods. Finally, normative questions ought to be answered
within a dialogue that includes the wider community of computer users,
not just computer producers, and there is evidence that practitioners
of normative theory bear some responsibility for ensuring more global
deliberation on issues of professional responsibility.

In closing, let us summarize our goals and non-goals. Our goals in
this paper included the following:

1. argue that computers, considered as automated formal systems,
suggest they have a unique ethical status.

2. That there are open philosophical problems in the applied ethics of
formal methods.
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3. To describe formal methods in enough detail for computer ethicists
to begin ethics projects about the subject.

Additionally, our non-goals can be summarized thusly:

1. Promote or disparage formal methods or argue that formal methods
should replace other kinds of system validation (e.g., testing).

2. Proscribe a particular ethical theory of formal verification.

3. Retread debates over the “metaphysical status” of formal methods.

We opened this article with two quotes from two of the world’s
most influential computer scientists. The quote from Knuth is slightly
tongue-in-cheek, but the point to be drawn from it is that proof can
never replace testing a program on real data in the intended environ-
ment. Dijksta’s quote is meant quite seriously to explain that correct-
ness cannot be proved via testing. Taken together, the quotes delight-
fully expose the work required to provide an ethics of formal methods.
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