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Abstract

Fault-tolerant real-time distributed control systems are being developed for next-
generation aircraft and automobiles. They employ numerous complex protocols; be-
cause their uses are safety-critical, the design and implementation of these protocols
must be error-free. The following modeling considerations make the formal verifi-
cation of these protocols difficult: faults, real-time constraints, distributed control,
nonfunctional behavioral requirements, and intricate protocol interactions. We de-
scribe a methodology for the formal verification of time-triggered systems, a class of
synchronized fault-tolerant control and communication architectures.

The methodology centers around the distinct timing assumptions made in time-
triggered systems. First, we describe a set of abstractions for specifying time-triggered
protocols in an untimed synchronous model of computation that is particularly well-
suited for mechanical theorem-proving. The abstractions systematically abstract
faults, data, communication, and fault-masking. An untimed synchronous specifi-
cation simplifies the specification and verification overhead, but a large semantic gap
exists between the timing characteristics of an untimed protocol specification and its
implementation. We therefore extend previous work to formally demonstrate via me-
chanical theorem-proving that under certain assumptions, a simulation exists between
a time-triggered implementation of a protocol and its untimed synchronous specifica-
tion. We then use a combination of bounded model-checking and automated solvers
to verify that realized protocol schedules satisfy the necessary time-triggered assump-

tions. Finally, some protocols do not satisfy the time-triggered model constraints due

vii



to the fact they execute when the system is unsynchronized, such as during startup or
restart. We also use bounded model-checking and automated solvers to verify explicit
real-time models of such protocols.

The methodology is demonstrated by verifying NASA Langley’s SPIDER fly-by-

wire bus architecture.
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CHAPTER 1

Introduction

Digital control systems are being designed for use in safety-critical contexts such as
automobiles (“drive-by-wire”) and commercial aircraft (“fly-by-wire”) [2-6]. Safety-
critical systems embedded in commercial aircraft must have a failure rate no worse
than 107 per hour of operation [7,8]. A design error causing a system to fail more
often — say once in 10® hours — is unacceptable, yet it is infeasible to determine
whether a system has this reliability through testing alone [9].

The inability to demonstrate correctness through testing motivates us to prove
these systems are correct. A variety of protocols are executed in drive-by-wire and
fly-by-wire systems. The following considerations make the formal modeling and
verification of these protocols difficult: faults, distributed control, nonfunctional be-
havioral requirements, and intricate protocol interactions. Furthermore, regardless of
the protocol or correctness condition to be proved, one must address the real-time
properties of these systems and protocols. The specific class of systems considered in
this dissertation are time-triggered systems. Time-triggered systems are implemented
as distributed systems in which each node in the system is independently-clocked,
and synchronization mechanisms maintain agreement among these local clocks [8].
Time-triggered systems and their protocols make multiple real-time assumptions and
guarantees dependent on the system state; therefore, a variety of real-time models
are used in their specification and verification. Under normal operating conditions,
these systems maintain tight synchronization among the distributed nodes. When the

nodes are tightly synchronized, the temporal behavior of the system can be abstracted



1. INTRODUCTION 2
as if the nodes execute in lock-step. This sort of model is the synchronous model or
untimed model. The synchronous abstraction depends on a realization (i.e., a con-
crete implementation — hardware and/or software executing on hardware) satisfying
key properties regarding scheduling, message delays, clock skew, message-reception
windows, and so on. A more fine-grained model that addresses these properties for
time-triggered systems is the time-triggered model. Finally, time-triggered systems
have states in which the temporal assumptions made in the time-triggered model
are not satisfied. In these cases, a more general timing model, such as the partially-
synchronous model is required. This dissertation develops a methodology for reason-
ing within and between these three timing models for time-triggered systems.

The first contribution is a set of abstractions for specifying time-triggered pro-
tocols in a synchronous model that is suited for verification in a higher-order logic
mechanical theorem-prover; in particular, these abstractions model messages, faults,
fault-masking computations, and communication.

A synchronous specification simplifies the specification and verification overhead
by eliminating timing concerns, but a large semantic gap remains between the tim-
ing characteristics of a synchronous protocol specification and its implementation.
Therefore, in the second contribution, the time-triggered model [10] is generalized,
and arbitrary algorithms in the generalization are proved, using mechanical theorem-
proving, to implement their synchronous specifications. We then describe the use
of an automated theorem-proving technique that combines bounded model-checking
with automated solvers for proving safety properties in infinite-state systems. The
technique is used to verify that the protocol implementation schedules satisfy the
time-triggered model constraints.

Finally, there are cases in which the time-triggered assumptions cannot be as-

sumed to hold. In particular, because time-triggered systems are safety-critical, they
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are designed to tolerate faults. The occurrence of faults can drive a time-triggered
system into a state in which the assumptions do not hold. For protocols executing
in these states, our third contribution is a description of how to use the same com-
bination of bounded model-checking and automated solvers to verify parameterized
real-time specifications of the protocols.

The motivating case-study to which we apply the methodology developed in this
work is the SPIDER family time-triggered bus architecture being developed at the
NASA Langley Research Center [11,12]. All of the specifications and proofs described

herein are provided online [13].

1. Motivation and Approach

1.1. Motivation. Proving the correctness of an entire industrial-scale system
such as SPIDER is infeasible, or at the least, it would be the outcome of a “grand
challenge” similar in spirit to the ones outlined by Hoare and Moore [14,15]. There-
fore, a preliminary challenge is to determine those aspects of the system in greatest
need of formal analysis and for which the analysis is feasible.

In this work, we focus on the communication protocols that provide essential
system services and fault-tolerance. One motivation is that the protocols are spec-
ifications of behavior, and a flawed specification results in flawed implementations.
In our case, we are dealing with real-time fault-tolerant protocols, which are partic-
ularly complex, and previous designs have been subtly flawed [16,17]. Furthermore,
the protocols are the most novel aspect of the design of SPIDER and similar bus archi-
tectures. Once the protocols are specified, the design of the hardware and interfaces
of the replicated nodes may be substantial but is largely routine.

After determining what is to be verified, the next question is how to approach the

verification. A way to reduce the complexity of formally verifying an industrial-scale
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system is to develop models that distinguish aspects of its design. Johnson identifies
four general aspects — the “ABCD’s” — of system design: architecture, behavior,
coordination, and data [18]. Each aspect requires a different perspective. Some
prominent characteristics of SPIDER that make its formal verification challenging

are instances of the ABCD'’s:

e Architecture: The number of nodes and interconnects in the topology is
parameterized (SPIDER is a family of architectures).

e Behavior: The protocols are complex and interdependent.

e Coordination: The nodes are independently-clocked, yet communication has
hard real-time deadlines.

e Data: The system is designed to be able to pass multiple kinds of data (e.g.,

clock readings, diagnostic data, sensor readings) and to tolerate data faults.

This work can be understood as developing a set of models for reasoning about the
ABCD’s of safety-critical real-time embedded systems, with an emphasis on behav-
ior and coordination. The synchronous model emphasizes behavior while abstracting
issues relating to architecture, coordination, and data. The time-triggered model
emphases coordination, and we show how to ensure this model is consistent with
the behavioral model. The partially-synchronous model, however, emphasizes both
behavior and coordination, while abstracting architecture and data. Because it em-
phasizes more than one design aspect, it is the most complex and detailed of the
models. To reduce the complexity in reasoning within this model, we use a highly
automated tool and reserve the model for only those cases in which behavior and
coordination must be reasoned about simultaneously.

Of the four aspects, coordination is the most difficult to reason about in fault-

tolerant systems. Real-time behavior in and of itself is notoriously difficult to get
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correct since it requires modeling (some degree of) temporal nondeterminism. Rea-
soning about fault-tolerance, even in the synchronous model, requires modeling non-
deterministic behavior and data modifications introduced by faults. Thus, reasoning
about real-time fault-tolerance requires a model of both sorts of nondeterminism as
well as the additional temporal nondeterminism faults may introduce. Therefore, we
emphasize temporal abstractions in this work. By minimizing the amount of reasoning
that is carried out in a real-time model, the verification effort becomes manageable.

Finally, we do not develop specialized tools or specification languages. Our work
suggests that off-the-shelf tools are adequate for tackling industrial-scale formal ver-
ification challenges. PVS is a mature tool and has been widely applied. SAL is more
recent, but it incorporates technology that has been shown to reduce the verification
effort required in a mechanical theorem-proving approach by orders of magnitude for
some real-time verifications [19]. Furthermore, the strong similarities between the
languages of PVS and SAL simplify heterogeneous approaches to formal reasoning.
The heterogeneous reasoning we carry out is an instance of a more general effort to

integrate tools for formal specification and verification [20-22].

1.2. Approach. The methodology as applied to SPIDER is illustrated in Fig-
ure 1. Four protocols essential to SPIDER are shown: an interactive consistency
protocol (IC Protocol), a distributed diagnosis protocol (DD Protocol), a clock syn-
chronization protocol (CS Protocol), and a reintegration protocol (RI Protocol). Of
these four protocols, three have synchronous specifications, as depicted. The pro-
tocols are interdependent, such that the guarantees provided by one protocol (the
satisfied by relation) serve as assumptions or preconditions for another (the assumes
relation). In particular, both the interactive consistency and distributed diagnosis
protocols depend on the correctness of the clock synchronization protocol, and the

clock synchronization protocol depends on the correctness of the distributed diagnosis
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requirements

assumes
(PVS) T

(PVS)

IC Protocol DD Protocol CS Protocol

satisfied by \L i

synchronous model

time—triggered model

f ! implements N
| | (PVS) ¥
i requirements 3 time—triggered timing requirements 3 |
‘assumes | |satisfied schedule (SAL) x
i (SAL) by (SAL) | satisfied by ! 1
3 RI Protocol 3 IC Protocol DD Protocol CS Protocol 3 |

F1GURE 1. Verification Strategy for Time-Triggered Systems

protocol. The formulation® and verification of protocols at this level of abstraction is

carried out using a mechanical theorem-prover; we use PVS [23].

IThe mathematical formalization of a model or proof, which can be done with paper and pencil,
should not be confused with its formulation in the language of a mechanical theorem-prover or
model checker. Nevertheless, the semantics of the language in which a formulation is given attach a

formalization to a formulation.
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As demonstrated by Rushby [10], the timing requirements for an arbitrary time-
triggered protocol can be formulated in PVS, and then a theorem can be proved
stating that if these timing requirements are satisfied, a time-triggered protocol im-
plements its synchronous specification. The theorem is represented by the implements
relation between the time-triggered timing requirements block and the synchronous
model. The Symbolic Analysis Laboratory (SAL) [24], which implements an infinite-
state bounded model-checker, is then used to verify that the implementation schedules
satisfy the time-triggered model constraints. This verification is decomposed so that
the scheduling characteristics of each protocol can be verified independently, and the
verification is automatic. This is demonstrated using the schedules from the VHDL
for the latest FPGA-based prototype of SPIDER’s underlying bus [11].

Finally, the reintegration protocol is a partially-synchronous protocol that cannot
be meaningfully abstracted in the time-triggered or the synchronous models. We
again use SAL to verify the correctness of the reintegration protocol in a real-time
model. The SAL automated solvers allow us to complete a proof parameterized over
a range of real-time values.

In general, verification should occur at the most abstract level that does not omit
the important characteristics to be verified. Furthermore, in a time-triggered system,
protocols do not execute in isolation. The protocols are tightly integrated and inter-
dependent. In describing future work in the formal verification of the Time-Triggered
Architecture (TTA), one particular time-triggered system, Rushby describes the im-
portance of formally modeling and reasoning about the system-wide properties that

“emerge” from individual protocols behaving and interacting correctly:

What makes TTA useful are not the individual properties of its

constituent protocols, but the emergent properties that come about
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through their combination. These emergent properties are under-
stood by the designers and advocates of TTA, but they have not
been articulated formally in ways that are fully satisfactory, and I
consider this the most important and interesting of the tasks that

remain in the formal analysis of TTA [25].

Specifying and verifying these emergent properties can be simplified if the interde-
pendent protocols are specified in the same timing model. For example, in TTP/C (a
version of TTA), for the clock synchronization protocol to behave correctly, diagnostic
correctness conditions must be satisfied. The three essential correctness conditions

are as follows [26].

e Agreement: nonfaulty nodes agree as to which nodes are faulty;
o Self-Diagnosis: faulty nodes diagnose themselves as faulty;
e Validity: nonfaulty nodes can believe that no more than one faulty node is

nonfaulty.

The satisfaction of these conditions depends on the diagnosis protocol being cor-
rect. On the other hand, the diagnosis protocol requires that the clocks of nonfaulty
nodes be synchronized within a small skew, which depends on the clock synchroniza-
tion protocol being correct. Specifying these two protocols in distinct timing models
makes it difficult to reason about their interdependence. This is the approach taken
in one verification of the TTA: the TTP/C diagnosis protocol is verified in a syn-
chronous model, the TTP/C clock synchronization protocol is verified in a partially-
synchronous model, and then these models are related in an assume-guarantee style
proof, all of which is carried out in the PVS mechanical theorem-prover [26]. While
feasible, the approach is substantial and can require on the order of engineer-years to

complete for detailed models of these protocols.
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A more automated approach is described herein in which we combine the use of
mechanical theorem-proving and infinite-state bounded model-checking. Mechanical
theorem-proving is necessary in the specification and verification of fault-tolerant syn-
chronous protocols that require reasoning about parameterized models (e.g., proofs for
an arbitrary number of nodes in the distributed system), complex fault-hypotheses [27],
complex distributed computations, and non-executable specifications; more auto-
mated tools are currently inadequate for this sort of reasoning. However, the ver-
ification cost is incurred once for a family of protocols at this level of abstraction.
To connect these specifications to their implementations, we develop a refinement
mapping from synchronous specifications to time-triggered implementations and use
mechanical theorem-proving to verify the correctness of the mapping abstractly, but
then use highly-automated infinite-state bounded model-checking to demonstrate that
a particular protocol implementation satisfies the conditions necessary to instantiate

the mapping.

2. Outline

In Chapter 2, we describe preliminary concepts of this work as well as present
related work. In Chapter 3, we present the synchronous model and abstractions for
specification and verification in the model. In Chapter 4, the time-triggered model is
presented, and we describe how to prove a time-triggered specification implements a
synchronous specification. We also demonstrate how to prove that a realized protocol
schedule satisfies the constraints of the time-triggered model. In Chapter 5, we de-
scribe the use of a recently-developed real-time verification technique to specify and
verify protocols in the partially-synchronous model.

Chapter 4 borrows heavily from a formal specification and verification of the time-

triggered model presented by Rushby [10]; Appendix A gives proofs of inconsistency
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for axioms in his presentation, and it gives appropriate replacements for the incon-
sistent axioms [28].

Full specifications and proof scripts of the work described herein can be found

on-line [13].



CHAPTER 2

Preliminaries & Related Work

1. Fault-Tolerant Distributed Systems

Introductory material on the foundations of distributed systems and algorithms
can be found in Lynch’s textbook [29]. Some examples of systems that have fault-
tolerant distributed implementations are databases, operating systems, communica-
tion buses, file systems, and server groups [7,30,31].

A distributed system is modeled as a graph with directed edges. Vertices are called
nodes or processes. Directed edges are called communication channels or channels.
If channel ¢ points from node p to node p’, then p can send messages over ¢ to p/,
and p’ can receive messages over ¢ from p. In this context, p is the sending node or
sender, and p' is the receiving node or receiver. Channels may point from a node to
itself.

The terms failure, error, and fault have technical meanings in the fault-tolerance
literature. A failure occurs when a system is unable to provide its required functions.
An error is “that part of the system state which is lzable to lead to subsequent failure,”
while a fault is “the adjudged or hypothesized cause of an error” [32]. For example,
a sensor may break due to a fault introduced by overheating. The sensor reading
error may then lead to system failure. A fault-tolerant system is one that continues
to provide its required functionality in the presence of faults. A fault-tolerant system
must not contain a single point of failure such that if that single subsystem fails, the
entire system fails (for the faults tolerated). Thus, fault-tolerant systems are often
implemented as distributed collections of nodes such that a fault that affects one

11
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node will not adversely affect the whole system’s functionality. This type of system

is referred to as a fault-tolerant distributed system.

2. Time-Triggered Systems

Distributed systems coordinate the times at which computation and communi-
cation takes place. Events that cause these actions to occur are called triggers. In
real-time distributed systems, there are two approaches for implementing triggers,
event-triggering and time-triggering. Event-triggers signal the occurrence of some
event, e.g., a sensor reaches some threshold. Time-triggers signal some predeter-
mined time has been reached [8, p. 15]. Time-triggers can be considered a special
case of event-triggers insofar as they signal the occurrence of an oscillator reaching a
threshold [33].

Because the execution of a time-triggered system is driven by the passage of time,
it is imperative that the nodes in the system are synchronized and that they agree
with the real time or “wall-clock time”. If nodes are unsynchronized, then even if they
share the same schedule of events, the time at which one node takes an action and the
time at which another may expect that action to be taken may differ. Likewise, if the
nodes do not agree with real time, then an external component cannot predict when
the system will perform some action, even if that component knows the schedule. For
example, a time-triggered system may drive an actuator for a motor, and the motor
may need to be actuated every ten milliseconds to operate correctly.

There are two means by which synchronization can be achieved. The first and
most obvious is if all the nodes in the system share an independent global clock
that maintains a precise record of real time. However, often no global clock can be
realized, and in a fault-tolerant system, it would represent a single point of failure.

A second strategy is for each node to have its own clock. In this case, the nodes
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must synchronize their clocks to ensure agreement with each other and with real
time. Maintaining synchrony requires the nodes to preserve the precision of the local
clocks, and maintaining agreement with real time (within a linear envelope) requires
the nodes to preserve the accuracy of the local clocks [34]. Precision and accuracy
can be achieved by periodically executing a clock synchronization protocol [35].

Time-triggered implementations have characteristics that make them attractive
for use in real-time safety-critical systems [7,8]. The execution of a time-triggered
system is driven by a schedule agreed upon by the nodes in the system. Therefore,
time-triggered systems can reduce the risk of faults propagating from one node to
another. Each node knows when to expect certain messages from other nodes. Sim-
ilarly, time-triggered systems can be easier to compose, and they can ensure hard
real-time deadlines are met.

The main disadvantage of time-triggered systems as compared to event-triggered
ones is that they are bound to their schedule and can therefore be inflexible in re-
sponding to external demands. This can be mitigated by introducing a dynamic
schedule, as opposed to a static schedule [8]. A static schedule is loaded off-line be-
fore the system is started. A dynamic schedules can be loaded and unloaded on-line,
in response to system demands.

A time-triggered system is designed to maintain synchrony the vast majority of
time during which it is operable. However, there are “corner cases” during which the
system will not be synchronized, and a system must contain protocols that behave
correctly despite the lack of synchrony in these situations. After power-up, there may
be a large skew (on the order of seconds) between the time at which the nodes become
active. A similar situation occurs during a restart. Restart can be either manual, such
as when it is triggered by a human operator, or automatic. Automatic restart can be

triggered by massive correlated faults in the system. A special case of restart is when
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a single node restarts independently of the rest of the system. If a node determines
itself to have suffered a fault, it may attempt to restart itself and reintegrate with the
other nodes in the system. Fault-tolerant protocols that behave correctly despite the

lack of synchrony are used to gain synchronization in these corner cases.

3. Time-Triggered Bus Architectures

Safety-critical bus architectures are a kind of time-triggered system being devel-
oped for drive-by-wire and fly-by-wire applications. A generic example of such a bus
architecture is presented in Figure 1. There are three essential components in the
architecture. The hosts are computing platforms distributed throughout a vehicle.
Associated with each host may be sensors and actuators for one or more physical
plants, such as an engine or braking system. As illustrated, these platforms may
host various distributed control applications. For example, an automobile may have
both steer-by-wire and brake-by-wire control applications, and the applications may
reside on the replicated microprocessors that are distributed at each wheel. Each
host may have sensors to measure the wheel’s skew, rotational velocity, acceleration,
etc., and actuators to control these attributes. The bus interface units (BIUs) are
the interfaces between the hosts and the interconnect through which communication
takes place. In the figure, the BIUs reside in between the hosts and interconnect. De-
pending on the architecture, the BIUs may physically be part of the hosts or distinct
from them [7]. The entire system, including the hosts, BIUs, and interconnect, is the
bus architecture.

In our context, the bus is conceptual rather than physical. The realization of
the bus and what is considered to belong to it depends on the implementation. For

example, in SPIDER (Section 4), the BIUs are considered to be part of the bus,
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App. A App.B App. A App. C
Host Host

BIU BIU

\ Interconnect ‘

BIU

App. B App. C
Host

FIGURE 1. A Generic Fault-Tolerant Bus Architecture

whereas in SAFEbus [36], the BIUs are considered to be distinct from it. The bus
may have a distributed implementation.

If the bus itself has a distributed implementation, then a bus architecture is a
“second-order” distributed system: it is a distributed system at the application level,
since applications are distributed over the hosts, as well as the at the bus level.
The two levels of distribution increases the conceptual complexity of a distributed
bus architecture. Nevertheless, the bus level distribution should be transparent to
the hosts and applications; to them, the bus appears to be a single highly-reliable
interconnect. A time-triggered bus architecture is distinguished by the property that

essential bus-related activities are governed by a global schedule.

3.1. Desiderata. Bus architectures are designed to satisfy four essential desider-
ata: fault-tolerance, integration, partitioning, and predictability.
3.1.1. Fuault-Tolerance. Fault-tolerant bus architectures must be extremely reli-

able as compared to off-the-shelf hardware components. Safety-critical applications
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in commercial aircraft must have failure rates no worse than 10~? per hour of opera-
tion. Because bus architectures may support many applications, their failure rates in
commercial aircraft must be no worse than 107! per hour of operation [7,8]. Because
physical components fail at a higher rate, these systems must be designed to tolerate
faults. Various mechanisms are incorporated into the design to ensure as many faults
as possible are caught and appropriately handled.

System-wide fault-tolerance depends on the existence of fault-containment regions
(FCRs) [7,37]. FCRs are regions in a system designed to ensure faults do not propa-
gate to other regions. The easiest way to ensure this is to completely isolate separate
FCRs. However, because separate FCRs may need to communicate, they share inter-
communication channels. Care must be taken to ensure faults cannot propagate over
these channels.

What constitutes an FCR depends on the architecture, protocols, and hypothe-
sized faults for the system. In general, a host and its associated BIU should be in
a FCR that is distinct from FCRs of the other hosts and BIUs. Even a host and
its BIU may be in separate FCRs. Additional FCRs may exist in the architecture;
see Section 4 for an example. Generally, physical faults in separate FCRs are sta-
tistically independent, but under exceptional circumstances, simultaneous faults may
be observed in FCRs. For example, widespread high-intensity radiation may affect
multiple FCRs.

Faults can be classified according to the hybrid fault model of Thambidurai and
Park [38]. The fault model, along with abstractions for it, are described in detail
in Section 3 of Chapter 3. Briefly, all non-faulty nodes are also said to be good. A
node is called benign, or manifest, if it sends only benign messages. Benign messages

abstract various sorts of misbehavior. A message that is sufficiently garbled during
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transmission may be caught by an error-checking code and deemed benign. In syn-
chronized systems with global communication schedules, messages not received when
expected and messages received but unexpected by their recipients are considered to
be benign. A node is called symmetric if it sends every receiver the same message,
but these messages may be arbitrary. A node is called asymmetric or Byzantine if it
arbitrarily sends different messages to different receivers [39].

A mazimum fault assumption (MFA) states the maximum kind, number, and ar-
rival rate of faults for each FCR under which the system is hypothesized to operate
correctly. If the MFA is violated, the system may behave arbitrarily. Therefore,
the formal verification of a fault-tolerant system or protocol is always under the
assumption of some MFA. The satisfaction of the MFA itself is established by sta-
tistical models that take into account experimental data regarding the reliability of
the hardware, the environment, and other relevant factors [40]. For example, for bus
architectures designed for commercial aircraft, statistical analysis should ensure that
the probability of their MFAs being violated is less than 1071° per hour of operation.
Even if a system is proved to behave correctly under its MFA, but the probability of
the MFA being violated is too high, the system will not reliably serve its intended
function.

3.1.2. Integration. In a single vehicle, multiple control systems, or functions, as
they are known in avionics, may be implemented. For example, an automobile may be
designed with digitally-controlled braking, steering, and throttling systems. Imple-
menting separate buses for each system increases the cost, weight, power consumption,
hardware volume, and wiring volume. Furthermore, advanced integrated by-wire sys-
tems may be interdependent; for instance, the braking system may behave differently

if the steering system notifies it that the vehicle is turning sharply. For these reasons,
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a bus architecture should allow these multiple control systems to be composed. Ide-
ally, the architecture provides a simple interface for integrating off-the-shelf control
applications.

Besides the advantages described above, a single bus architecture allows fault-
tolerance to be centralized. Without a centralized bus architecture, each system
must implement fault-tolerant mechanisms. The fault-tolerance mechanisms for each
system are often similar, and if they are implemented once at the bus level (keep-
ing in mind that the bus itself is a distributed system), excessive redundancy of
these mechanisms may be eliminated. Furthermore, the integrated design of a con-
trol application and fault-tolerance mechanisms is difficult. In fact, fault-tolerance
mechanisms themselves have been the primary source of many design errors in con-
trol systems [41, pp. 123-135]. The ability to provide systematic fault-tolerance for
applications is a primary feature of these architectures.

3.1.3. Partitioning. Contrasting with the need to integrate control systems is the
need to partition them. There are two levels of application-level partitioning [25].
When two applications reside on the same host, they must be isolated in the sense de-
fined by the security community in the design and verification of security kernels [42].
In particular, there must not exist illicit communication channels over which infor-
mation may flow. This sort of isolation is a form of physical partitioning. However,
communicating applications cannot be completely isolated so that no information
flows between them. Another sort of partitioning is called behavioral partitioning.
For communicating applications, the faulty behavior of one control system should
not adversely affect the behavior of another other than by the loss of information
from the failed system [25]. These two notions are orthogonal: two applications may

be physically partitioned but not behaviorally partitioned, and vice versa.
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A consequence of partitioning is that even if two applications reside on the same
host, it may be that the only admissible communication channel is through the bus,
so that the host broadcasts and then receives its own message. This scheme ensures
that the messages passed are subject to the same scrutiny (e.g., error-checks, fault-
tolerant voting, etc.) as all other messages passed between applications. Additionally,
it relieves the additional complexity of designing hosts with admissible channels.

Partitioning is crucial when control applications of different levels of criticality are
composed. Less critical applications may be more complex and undergo less stringent
design and testing. Design errors in such systems cannot compromise more critical
applications. Not only is this a safety issue, but it is an economic issue. For avionics,
the criticality of an application determines the level of certification required [43,44];
higher certification levels can be orders-of-magnitude more difficult to pass measured
in time and money. When two systems are composed, they must be certified according
to the highest criticality level possessed by the two systems. Partitioning must be
demonstrated to avoid having to certify each application according to the highest
criticality level of the constituent applications.

Both kinds of partitioning are difficult to specify and verify. In particular, the
statement of behavioral partitioning is qualified: a fault in one control system may
affect another, but its effect cannot be more substantial than the resulting loss of
information. Rushby asserts that no precise formal statement of this property has
been made, let alone verified [25].

3.1.4. Predictability. Finally, the bus must be predictable. It must simulate a
highly reliable time-division multi-access (TDMA) bus. That is, each application has
a globally agreed upon time at which to broadcast over the bus. In addition, the bus

must satisfy performance guarantees, particularly throughput, the rate at which data
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is transmitted from application to application, and latency, the response lag between

communicating applications.

3.2. Services. Fault-tolerance, integration, partitioning, and predictability are
high-level design criteria. In satisfying these, the bus architecture provides some
specific services to the hosts and their applications.

3.2.1. Time-Reference. The bus provides a fault-tolerant time-reference to the
hosts. It is important that the hosts maintain synchronization so they agree with
respect to the global schedule, and that they stay within a linear envelope of real
time. This can be achieved by periodically executing a clock synchronization protocol
as described in Section 2.

3.2.2. Guaranteed Consensus. According to the schedule, each host broadcasts
over the bus at a scheduled time. It must be ensured that the messages received from
this source host by the other hosts are the same; this property is called a consensus or
agreement property. To ensure consensus, the bus executes a fault-tolerant interactive
consistency protocol [29] during each broadcast.

3.2.3. Reconfiguration and Diagnostic Consensus. If some FCR is determined to
have suffered a fault by the bus, the bus may reconfigure to exclude that FCR from
participating in subsequent activities. When messages are passed through the archi-
tecture during the execution of the protocols, faulty behavior may be observed by
the FCRs. For example, the message a FCR receives from another may arrive at an
unexpected time, or the message may fail a bit error detection algorithm [45]. When
one FCR has reason to believe another has behaved in a faulty manner, we say that
the FCR accuses it. The determination to exclude the faulty FCR is made by FCRs

with synchronized state delivering the system services. These FCRs are called the
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clique. A group membership protocol ensures that the accusations made are consis-
tent among the FCRs in the clique. If agreement is reached that an FCR is faulty,
that FCR can be excluded from the clique.

If the architecture is reconfigured too many times and too many FCRs are ex-
cluded, there may not be enough remaining to tolerate subsequent faults or even to
deliver the necessary services. Transient faults cause a node to lose its volatile state,
but do not physically damage the node. In some environments, transient faults can
be the dominant kind of fault encountered [40]; in such cases, it is possible for a node
that has suffered a fault to regain the necessary system state and reintegrate with the
clique. Reintegration is another form of reconfiguration in which an FCR associated

with the transiently-faulty node is re-admitted to the clique.

3.3. Realizations. Some prominent examples of time-triggered bus architec-
tures currently in developement include FlexRay, being developed by an automotive
consortium [46], TTTech’s Time-Triggered Architecture (TTA) [47], and Honeywell’s
SAFEbus [36]. NASA Langely’s SPIDER is the focus of this work and described in
detail in the following section. The primary way in which these architectures differ
is in the level of fault-tolerance they are designed to provide. The fault-tolerance
requirements are mitigated by economic concerns. Time-triggered architectures de-
signed for the automotive industry, for example, are generally less fault-tolerant and
less costly than those for the aerospace industry (they contain less hardware and
therefore are lighter and consume less power). Rushby compares and contrasts these

time-triggered architectures [7].

4. SPIDER

The case-study in this dissertation is the Scalable Processor-Independent Design

for Enhanced Reliability (SPIDER) being designed at the NASA Langley Research



4. SPIDER 22

PE 1 PE 2

Processor Middleware Middleware Software
Elements
OS [ Drivers | OS [ Drivers
ROBUS Hardware
BIU BIU BIU
! !
RMU | RMU | RMU

FiGURrE 2. SPIDER Architecture

Center [11,12]. SPIDER is a fault-tolerant bus architecture designed for fly-by-wire
systems in commercial aircraft. SPIDER is designed to particularly execute correctly

in the presence of electromagnetic disturbances that can lead to Byzantine faults [48].

4.1. Architecture. The SPIDER architecture can be physically divided into the
set of processor elements (PEs) and the Reliable Optical Bus (ROBUS), as shown in
Figure 2. Each PE contains a microprocessor, real-time operating system, and the
necessary middleware and drivers. Software applications, such as controllers and ac-
tuators, run the PEs. A particular application may be distributed over the PEs. The
ROBUS is a fault-tolerant virtual bus that is the backbone of the SPIDER architec-
ture. It is a complete bipartite graph of bus interface units (BIUs) and redundancy
management units (RMUs). BIU nodes are the interface between the ROBUS and
the PEs. Each BIU is connected to exactly one PE. The RMUs are the additional

nodes in the ROBUS that provide the redundancy necessary to deliver fault-tolerance
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guarantees and in particular, Byzantine-resilience [39,48|. Each BIU shares an inter-
connect with each RMU, and no two BIUs or RMUs share interconnects. Each PE,
BIU, and RMU is designed to be a FCR.

The ROBUS is designed to be implemented by an arbitrary number of BIUs and
RMUs; the number of each need not be equal. However, the number of BIUs and PEs
is equal (for space considerations, one PE is not depicted in Figure 2). In a SPIDER
configuration with a large number 