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ABSTRACT

One important problem in peer-to-peer (P2P) networks
is searding and retrieving the correct information. How-
ever, existing searding mecianisms in pure peer-to-peer
networks are ine cien t due to the decertralized nature of
such networks. We proposetwo mechanisms for information
retrieval in pure peer-to-peer networks. The rst, the modi-
ed Breadth-First-Search (BFS) mechanism, is an extension
of the current Gnuttela proto col, allows searcing with key-
words, and is designedto minimize the number of messages
that are neededto seard the network. The second,the In-
telligent Seardh mechanism, usesthe past behavior of the
P2P network to further improve the scalability of the search
procedure. In this algorithm, eac peer autonomously de-
cides which of its peers are most likely to answer a given
query. The algorithm is entirely distributed, and therefore
scaleswell with the size of the network. We implemented
our mechanisms as middleware platforms. To show the ad-
vantages of our mechanisms we presert experimental results
using the middleware implementation.
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1. INTRODUCTION

Peer-to-peer (P2P) networks are increasingly becoming
popular becausethey o er opportunities for real-time com-
munication, ad-hoc collaboration and information sharing
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in a large-scaledistributed environment. Peer-to-peer com-
puting is de ned as the sharing of computer resourcesand
information through direct exchange. The most distinct
characteristic of P2P computing is that there is symmet-
ric communication between the peers; each peer has both
a client and a sener role. The advantages of the P2P sys-
tems are multi-dimensional; they improve scalability by en-
abling direct and real-time sharing of servicesand informa-
tion; enable knowledge sharing by aggregating information
and resourcesfrom nodesthat are located on geographically
distributed and potentially heterogeneousplatforms; and,
provide high availabilit y by eliminating the needfor a single
certralized componert.

The P2P network creates a virtual point-to-m ultip oint
network of many peersbuilt on top of the physical infras-
tructure. The basic characteristic of the P2P network is
that there is a group of nodeswith the sametype of inter-
ests connected over the same communication system. The
P2P network is self-organizedand self-administrativ e asthe
nodesautonomously discover their peers,and self-healing as
the nodes automatically try to nd new peersif their cur-
rent peers are (temporarily or permanertly) disconnected
from the network. The peersare connected in an ad-hoc
manner; there is no restriction on the number of peersin
the network. A node connectsto the network of peers, by
establishing a relationship with at least one peer currently
on the network. The connections are driven by the inter-
ests of the peers. For example, Clip2 [5] shows that the
number of peersfound in the Gnutella [10] network dur-
ing a given weekday was 43,546 peerswho shared 1,843,549
les. Peerscan arrive and disappear dynamically, their ar-
rival times are not known a priori. This contrasts with the
web, where the majority of the web pagesare statically al-
located and change less frequently. The advantage is that
the peerscan join and leave the group dynamically without
explicit knowledge of their memberships or need for group
membership algorithms. Moreover, the topology of the re-
sulting network could be arbitrary with various connectivity
degreesbetween the peers, which makes searcing and re-
trieving the correct information a dicult problem.

Current peer-to-peer applications are used for sharing re-
sources,such as music les or videoclips, and consecutively
support only rudimentary searcdh mechanisms. Typically the
user speci es the name of the le he/she is looking for and
seardhes for the le using a brute force mechanism, as we
described in the previous section. Clearly, to support higher
level resources(such as, databases) for more sophisticated
applications more e cien t query mechanisms are required.



These mechanisms however should accommadate the dis-
tinctiv e characteristics that make the peer-to-peer compu-
tational model attractiv e: scalability, no cerntralized control,
uidit .

In this paper we consider the information retrieval prob-
lem in the P2P networks. Assume that eac peer has a
database (or collection) of documents, that is also made
available to all peersconnected in the network; this repre-
serts the knowledge of the peer. A node seardes for infor-
mation by sending query messagedo its peers. We assume
that the queries are collections of keywords. The querying
peeris interested to nd all the documernts that contain all
the keywords. A peer receiving a query message,evaluates
the constraint locally against its collections of documernts. If
the evaluation is successful,the peer generatesa reply mes-
sageto the querying peer which includes all the documents
that correspond to the constraint. Onceit receivesresponses
from all the peers,the querying peer can afterwards decide
which documernts to download. Each document can be asso-
ciated with a unique documentld (using for example a hash
function) to uniquely identify the samedocuments from dif-
ferent peers.

Note that searding basedon the le contents is not pos-
sible in most current P2P systems|[8, 10, 19]. In those sys-
tems seardiing is done using le identiers instead. This
allows for ecien t searh and indexing techniques [8, 19,
24], however this limitation restricts the ability of usersto
share documernts in a P2P network. Tedniques for e cien t
searding P2P networks have beenrecently proposedin [6,
20, 21].

To solve the seard problem, most current systems either
rely to centralized control ([16]) or broadcast the query mes-
sages([10]). The secondapproach (broadcasting the query)
can be easily extended to solve the problem we consider here,
searding with keywords: we have to modify the query mes-
sageto include the query terms instead of the desired le
identier. This approach works best for pure peer-to-peer
networks, were all functionalit y (including indexing and re-
source sharing) is decertralized. Sudch systems do not use
peerswith special functionalit y [20]. Gnutella is an example
of such a system. In hybrid peer-to-peer networks [12, 16],
one (or possibly more) peershave additional functionalit y in
that they become partial indexes for the contents of other
peers. Each peer, asit joins the network uploads a list of its
les to the index server. Commercial information retrieval
systems such as web seard engines (e.g., Google, Yahoo)
are using this approach for indexing the web. They are cen-
tralized processesthat exploit large databasesand parallel
approachesto processqueries, and work extremely well. In
the P2P information retrieval context however, they have
sewral disadvantages: rst, for the index to be useful, it
needsat least an inverted index of all the documents in all
the peersit indexes. This meansthat the index node has
to have su cien t resources,and have large bandwidth avail-
able to serve all queries. Although hardware performance
and cost have improved, such certralized repositories are
expensive to set up and hard to maintain. They require ef-
cient human intelligence to build and keepthe information
they contain relevant and current. It is alsodicult to cap-
ture all the information available, when this information can
be updated in a daily basis;the current seard enginesper-
form periodic crawling which is typically a number of days
old. Furthermore, they fail to capture information that is

available in private databasessince they do not have access
to the private repositories maintained by the peers. For ex-
ample, current seard enginescannot show resenations for

a given igh t. Also, these systemsassumethat there is con-
tin uous availabilit y (always on) of the peersand therefore

the information. Yang et al [20] compared di eren t hybrid

P2P architectures that use certralized index nodes. The

experimental results suggestthat a distributed centralized

index is the most e cien t and scalable choice. They do not

consider fully decertralized distributed systemshowever.

1.1 Our Contribution

In this paper we consider a fully distributed technique
for addressing the information retrieval problem in pure
P2P networks. We consider the pure peer-to-peer network
(Gnutella network) and we proposenew techniques that are
more e cien t than the Gnutella seard.

The rst, the modi ed Breadth-First-Search (BFS) mech-
anism, is an extension of the current Gnuttela proto col, al-
lows searding with keywords, and minimizes the number of
messageghat are neededto seard the network. The mech-
anism runs locally on each peer and automatically selectsa
random subsetof the peer'sneighbors to forward each query
message.

The secondtechnique, the Intelligent Seardh mechanism,
improves on the rst by having ead peerin the network
build apro le ofits peers,and usethe pro le to nd, for each
query, which peersare likely to answer. It then forwards the
query to those peersonly. The pro les are aggregated and
collected in real-time.

The mechanisms are distributed sowe can avoid the prob-
lems with single points of failure that systems like Napster
([16]) have. At the sametime, they minimize the number
of messagesand avoid the scalability problems of systems
like Gnutella ([10]) that use broadcasts. The system has
been implemented as a middleware platform that extends
the Gnutella protocol. The reasonis that we wanted to use
existing infrastructure and investigate its behavior and its
limitations.

2. INFORMATION RETRIEVAL IN APURE
PEER-TO-PEER (P2P)NETWORK

We consider a network of n nodes (peers), with average
degreed (with d << n), that is, eact peeris directly con-
nected to around d other peers. For a given peer u, the
peersof u, N (u) are those nodesin the network that have
a direct connection to u. Figure ?? shows an example of
a peer-to-peer network. Each node in the gure represerts
a peer and an edge corresponds to a direct communication
betweenthe peers.

Each peer possessesand maintains a set of documernts,
which can be also made available to his peers. This set rep-
reserts the knowledge of the peer. We assumethat eac doc-
ument is stored in semi-structured form: for each document
we have a set of attributes, sudh as, title, author, keywords,
history, owner as well as text. Without loss of generality,
we assumethat the queriesare in XML format. Such docu-
ments may be replicated between peers. Note though, that
data possessedy the peersare not necessarilyunique. They
can be replicated at the edgesof the network, but not all
documerts or les are fully replicated or replicated an equal
number of times. Generally, those documents or les that
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Figure 1: Searching in a peer-to-p eer network: Each
peer forw ards the query to all its neigh bors. In the
gure we show the messages that the original peer
sends, and the messages that one of the peers that
receiv e the query sends.

are most requestedby the users, will be available from more
peers, and therefore, will be highly replicated. Allowing
replication of the documernts is important for two reasons.
First, it distributes the workload acrossmultiple peersand
eliminates the burden from a single node. Second, it re-
ducesthe network trac and minimizes the latency by data
replication on the edges,closerto the location of the users.

Peersgenerate queriesto seard for data. The queriesin-
clude attributes that characterize the documents. Examples
of queries are \American Airlines" or \U.S. Banks". Each
node sends messagesonly to its peers. If a node receives
the same messagemore than once from dierent peers, it
discards all the duplicated messagesasit replies only to the
rst messageit receives.

2.1 Extendingthe Gnutella search: searching
usingkeywordsin afully distrib uted peer
to-peer network

The seard protocol in the peer-to-peer network works
as follows. A node issuessearth messageswhen it wants
to seard for data and information among its peers. The
node generatesa Query messagewith the seard query and
propagates the messageto all of his peers. When a peer
receives a Query request, it seardesits local repository for
relevant matches. If there is a match, the peer generatesa
QueryHit messageto reply with the result. The QueryHit
messagealong with the results, also includes the address of
the peer and its network connectivity. For example, if the
node receives the same data from more than one peers, it
may chooseto obtain the data from that peerwith the best
network connection. QueryHit messagesare sert along the
same path that carried the incoming Query messages. In
addition, the peerwill propagate the seard to all of his own
peers(Figure 1).

The current search mechanisms have the disadvantage
that they propagate all the queries acrossthe network (in-
cluding nodeswith high latencies), therefore the network can
easily becomea bottleneck. To avoid o oding the network
with messagesin the Gnutella proto col eath seardh message
is assciated with atime_to_live (TTL) eld that determines
the maximum number of times the messagewill be propa-
gated in the network. The TTL is decremerted ead time
the messagereachesa peer. When the TTL becomesO0, the
messageis no longer forwarded.

2.2 The Modi ed RandomBFS Search mech-
anism

We rst consider an intermediate seard technique, Mod-
ied BFS Seardh. In this technique, eadh peer instead of
forwarding a seardh messageto all its peers,it randomly se-
lects a subset of its peersto propagate the searc request.
The fraction of peersthat are selectedis a parameter to
the mechanism. In our experiments we used a fraction of
0.5 (the peer propagated the request to half its peers, se-
lected at random). The advantage of this technique is that,
given a P2P network with a random graph topology, a peer
can seard the nodes of the graph more e cien tly (that is,
with a smaller number of messagesoverall) than the brute
force Gnutella protocol. On the other hand, this algorithm
is probabilistic,

3. INTELLIGENT SEARCH IN P2P NET-
WORKS

In this section we presert a new mechanism for informa-
tion retrieval in the P2P networks. The objective is to help
the querying peerto nd the most relevant answers to its
query quickly and e ciency .

The keysto improving the speedand e ciency of the in-
formation retrieval mechanism is to minimize the communi-
cation costs, that is, the number of messagessert between
the peers, and to minimize the number of peersthat are
gueried for each seard request. To achieve this, a peer es-
timates, for each query, which of its peersare more likely to
reply to this query, and only propagates the query message
to those peers.

3.1 Thentelligent Seaich Mechanism

The Intelligent Search mechanism for distributed informa-
tion retrieval consists of 4 parts:

1. A seardh medhanism to send the query to the peers.
This is the only mechanism used by a node to commu-
nicate with its peers. It is the same mechanism em-
ployed by the Gnutella protocol for communications
between peers.

2. A prole medanism, that a peeru usesto keepa pro-
le for eadh of its peersin N (u). The prole keepsthe
most recernt past replies of the peer.

3. A peer ranking mechanism that a peer runs locally,
using the proles of its peersand the specic query,
that ranks the peersin N (u) in order to sendthe search
query to the most likely peers.

4. A similarity function that a peer useslocally to nd
the similarit y betweendi eren t searc queries.

3.1.1 TheSeach Medanism

Assume that a peer initiates a searc to nd documents
about a speci c topic. Since he is initiating the searh, we
call him the querying_peer. The querying_peer generatesa
Query messagethat describes his request, nds which of his
peersare most likely to provide an answer (using the pro le
mechanism and the peer ranking mechanism) and broad-
casts the Query messageto those peersonly.

If a peer receives a query messagewe call him the re-
ceiver_peer. If the receiver_peer can provide an answer, it
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Figure 2: Intelligen t searching in the peer-to-p eer
network: Each peer uses the knowledge it obtains
from monitoring the past queries to propagate the
query messages only to a subset of the peers.

returns the document to the requesting querying_peer, oth-
erwise, it propagatesthe Query messageonly to those of his
peersit considersmost likely to provide the answer (Figure
2). To provide a termination condition sothat the messages
are not propagated inde nitely in the network, the query-
ing_peer sets a bound on the depth of the recursion. When
a reply is sert back to the querying_peer, the peersin the
answer path (which is the same as the query path) record
the query and the name of the peer that provided the an-
swer in a (query; peer) table. Each peersetsa bound on the
number of pairs to be recorded, and usesa least recertly
used strategy to allow spacefor new queries.

3.1.2 PeerPro les

To decideto which peersa query will be sert, a peerranks
all its peerswith respect to the given query. The number of
peersthat a query will be sert is a parameter that is de ned
by the user.

Torank its peers,ead node maintains a pro le for ead of
its peers. The pro le contains the list of the most recert past
queries, that the speci c peerthat provided the answer for.
(Although logically we consider each pro le to be a distinct
list of queries,in the implementation we usea single Queries
table with (Query; N ode) entries that keepsthe most recert
queries the peer has recorded).

The node accumulates the list of past queries by two dif-
ferent mechanisms. In the rst mechanism the peeris con-
tin uously monitoring and recording the Query and the cor-
responding QueryHit messagest receives.

In the second, eadch peer, when replying to a Query mes-
sage,broadcaststhis information to its neighbor peers. This
operation increasesthe accuracy of the system, at the ex-
penseof O(d) extra messagegwhere d is the averagedegree
of the network) per answering node.

The node keepsthe list of queriesin its local repository.
For eath node this list is incomplete, becauseeact node
can only record information about those queries that were
routed through it. The node usesa sizelimit T that limits
the number of queriesin ead prole. Once the repository
is full, the node usesa Least Recertly Used (LRU) policy
to keepthe most recert queriesin the repository. Sincethe
node keepspro les for its neighbors only, the total size of
the repository is O(Td).

3.1.3 PeerRanking

For each query it receives, the receiver_peer usesthe pro-
les of its peersto nd which onesare more likely to have

documents that are relevant to the query. To compute the
ranking, the receiver_peer comparesthe query to previously
seenqueries and nds the most similar onesin the reposi-
tory. To nd the similarity betweenthe queries, it usesthe
function provided (described below). The reason that we
employ a Nearest Neighbor classi cation technique is that it
is simple, and it has shown good accuracy in many di eren t
settings. It has also beenshown that the Nearest Neighbor
classi cation has asymptotic error rate at most twice the
Bayes error rate, independert of the distance metric used
[7].

Sinceit is likely that some peerswill be assaiated with
many similar queries, and others with some, we compute an
aggregate similarity of a peerto a given query. Given the
K most similar queriesto g, the aggregatesimilarit y of peer
Pi to query qthat peer Py computes is:

X

Psime, (Pi;q) = Qsim (g ; 0)
q was answered by p;

In this sum, g is one of the K most similar queriesto g.
This parameter limits the in uence to the similarity to the
most similar queriesonly. In addition, we usethe parameter

, which allows us to add more weight to the most similar
queries. For example, when is very large, Psim reduces
to one-nearestneighbor. For = 0, Psim reducesto K -
nearestneighbor. If = 1, Psim adds up the similarities of
all queriesthat have beenanswered by the peer.

Consider the following example: Assume K = 5 and

= 1. Peer P wants to send a query g to two of its peers.
Let oh; O; Os; O4; G5 be the most similar queriesto g, among
the ones P has information about, with Sim(q;q) = 0:8,
Sim(q; @) = 0:6, Sim(q; ) = 0:5, Sim(q;q) = 0:4, and
Sim(q; g5) = 0:4. If peer P1 answered a1, peer P, answered
queries ¢ and gz, and peer P; answered queries qu and
0s, then we compute the aggregate similarities of the three
peersto the query g as follows: Psimp (P1;q) = 0:8' = 0:8,
Psimp (P2;q) = 0:6' + 0:5! = 1:1, and Psimp (Ps;q) =
0:4* + 0:3' = 0:7. Therefore P choosesto send the query
only to peersP; and P;.

The receiver_peer then sendsthe query to the m peers(for
a userde ned constant m < d) that have the higher rank.

3.1.4 DistanceFunction: Thecosinesimilarity

In order to nd the most likely peersto answer a given
query we need a function Qsim : Q% ! [0;1] (where Q is
the query space),to compute the similarity betweendi er-
ent queries. Since the queries are sets of keywords, we can
use a number of dierent techniques that have been used
e ectiv ely in information retrieval. We make the assump-
tion that a peerthat has a document that is relevant to a
given query is likely to have documents that are relevant to
similar queries. This is a reasonableassumption if eacth peer
concertrates on a set of topics.

The cosine similarity metric has beenused extensively in
information retrieval, and we use this distance function in
our setting. Let L bethe set of all words that have appeared
in queries. We de ne an jLj-dimensional spacewhere eath
query is a vector. For example, if the set L is the words
fA; B;C;Dgand we have a query A; B, then the vector that
corresponds to this query is (1,1,0,0). Similarly, the vector
that corresponds to query B;C is (0,1,1,0). In the cosine
similarit y model, the similarit y of the two queriesis simply
the cosine of the angle betweenthe two vectors.



3.1.5 Randonperturbation

One problem of the technique we outline aboveis that it is
possible for searth messagedo get locked into a cycle. The
issueis that the seard will fail then to explore a signi cant
part of the peer-to-peernetwork and may not discover many
results. Consider for example the following case: Peer A
sendsa query to peersB, C, and D. If none of them has
the answer, D considers A,C,D the best peers, C considers
A,B,D the best peersand D considersA,B,C the best peers,
then the query will never go to other peers. To solve this
problem, we pick a small random subset of peers(1 peerin
the experiments) and add it to the set of best peersfor eacth
query. As aresult, even if the best peersform a cycle, with
high probabilit y the mechanism will explore a larger part of
the network and will learn about the contents of additional
peers.

4. PERFORMANCE OF THE PROPOSED
TECHNIQ UES

In this section we describe the characteristics of the pro-
posedtechniques, in comparison with the Gnutella proto col.

4.1 Performanceof the modi ed BFS Search

We rst consider the performance of the modi ed random
BFS technique where each peerrandomly selectsa subset of
its peersto propagate a request (that is, herea pro le of its
peersis not used). In a P2P network with a random graph
topology, this mechanism seardes the nodes of the graph
more e cien tly (that is, it sendsfewer messages)than the
Gnutella protocol.

Consider a random graph G with n nodes and e edges,
that has averagedegreed. For a given node u, let N (u) be
the set of nodesat distance at most k from u. When a node
u starts a Gnutella seard with a TTL = k (Time To Live,
asper the Gnutella seard proto col), u sendsapproximately
d messagedo its neighbors, eat being propagated k times.
Sincethe BFS mecdhanism exploresall the edgesin the graph,
the number of messagesend by the Gnutella protocol is at
least jNy (u)j Mg,

Assumeon the other hand that each node only propagates
the messageto a randomly chosensubsetof its neighbors, of
size % (for a suitably chosenm). Using the sameTTL (k),
if jN« (u)j is smaller than n=2, the expected total number of
messagessert is (%)k, and the expected number of vertices
that this modi ed BFS processvisits is at least 2 (). This
is becauseif jNg(u)j is smaller than n=2, then most of the
nodes visited in ead iteration are new nodes. Consider a
node v of distance i (i < k) from u. If jNx(u)j < n=2,
with high probabilit y each edgeof v is connectedto a node
not in Ni(u). Setting 3(2)* = jN(u)j, we have that, if
jNk(u)j  n=2, the modied BFS needsat most a fraction
of % of the number of messageaisedby the Gnutella proto col
to visit approximately the samenumber of vertices.

4.2 Performanceof the Intelligent Search
Mechanism

The previous discussionindicates that propagating a query
to arandom subsetof one's peersis more e cien t in seard-
ing nodes in a P2P network with random graph topology
than using the Gnutella protocol with respect to the total
number of messages.However this approach is approximate,
and cannot guarantee that all nodesin Ny (u) are found.

Consider for example a casewhere two large subgraphs are
connected by one edge. If the node attached to that edge
doesnot choosethis edge,the other subgraph will never be
explored.

The Intelligent Seard technique we outlined in the pre-
vious section attempts to identify edgesthat are likely to
have good information. Nevertheless, the accuracy of the
mechanism clearly depends on how accurately a peer can
compute which of its peersis likely to answer a given query.
Work on distributed information retrieval has shown that
current techniques for database selection can give good per-
formance. Recert work ([3]) shows that even incomplete
knowledge s su cien t to achieve good results. Exp eriments
show that requesting a random set of documents from a col-
lection is su cien t to obtain accurate estimates on the word
frequenciesin this collection. These results are directly ap-
plicable only for the casethat ead peer has full statistical
information for its peers. Our setting is dierent because
the information we collect is the queriesthat peersreply to,
rather than the documerts in the actual replies. This is cer-
tainly very useful when very similar queries repeat. For a
large number of queries, it also givesan approximation of a
peer's collection of documernts.

We alsonote that the more e cien t searcd allows usto use
a larger TTL compared with the Gnutella protocol, while
still having a smaller number of messagesoverall. As a
result, this mecdchanism can visit nodes that the Gnutella
protocol would not visit. We explore this trade-o in the
experimental evaluation of the technique.

In summary, the Intelligent Seard mechanism for dis-
tributed information retrieval that we propose has the fol-
lowing characteristics:

1. The algorithm usesfewer messagescompared to the
standard Gnutella strategy, and scalesbetter with re-
spect to the size of the network (becauseit can search
a larger network using the samenumber of messages)

2. The size of the pro les is proportional to the number
of direct connections per peer. This is likely to remain
small (constant) even for very large networks.

3. The scheme usesthe combined knowledge about the
peers, and adapts and modies its behavior as each
peer learns more information about its peers. On the
other hand, peersdo not have to export any informa-
tion about their databases.

5. EXPERIMENTS

To illustrate the intelligent seardh mechanism we have
built a decertralized online newspaper application. The
newspaper is organized as a network of peers; each peer
maintains a set of articles. The peer usesour information
retrieval mechanism to e cien tly seard for articles in the
newspaper. The user usesthe graphical user interface to
give keywords and the system retrievesall the articles that
contain these keywords. The system has been used in an
internal HP network and was implemented on top of the
Gnutella P2P network in Java.

In our experimental study we compared the performance
of the Intelligent Seard mechanism with the Gnutella seard,
and with the modi ed BFS medhanism where eact peer for-
wards the query to a random subsetof half of its peers. Our
evaluation metrics were the recall rate, that is, the fraction
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of documents our seardy mechanism retrieves compared to
the other mechanisms, and the e ciency of the technique,
that is, the ratio of nhumber of messagesthat the dierent
techniques use for the same searc.

We used a simulation testbed for the experiments, rather
than our middleware implementation becauseit was easier
to simulate large numbers of peersthan running large num-
bersof Gnutella clients on a small number of machines. Nev-
ertheless, our simulation computes the metrics we use ex-
actly. We usedthe documernt collection from the REUTERS
dataset [18] asthe set of documerts that are available to the
various peers. We partitioned the dataset into documents
that are relevant to ead country (using the metadata infor-
mation available in the collection). There were 84 di eren t
countries with at least 10 documernts, and the total number
of documernts for these 84 countries was 22531 (some docu-
ments belongedto more than onecountry. We created a net-
work of 100 peers. The topology was a random graph with
averagedegree? (random graphs with more than logn aver-
age degreeare almost certainly connected). Each peer was
assigned collections from three countries (with large coun-
try collections split into groups of 50 documents) leading to
an average of 135 documernts per peer. Our objective wasto
simulate the situation where each peerhas setsof documents
about speci c topics.

For brevity we presert one set of experiments, where we
ran 400 user requests arriving \sequentially" in the system.
At ead time interval, a peer submits a query in the net-
work. The queries are generated automatically and include
query sets (keywords) from the documents of the dataset.
To generate the query sets we used a set of 100 keywords.
All queries were generated by the same peer. The TTL for
each query was set to 4 and 5.

In the rst experiment we measuredthe number of mes-
sagesper query that the three techniques generatewhen the
time _to_live (TTL) eld of the request messagesis set to
4. In the Intelligent Seardr mechanism, ead peer in the
query path determines the 3 best peersto which to sendthe
qguery requests. In addition, it sendsthe query request to
a randomly chosen peer. Figure 3 indicates that the brute
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Figure 4: Ratio of documents that the In-
telligen t Search mechanism and the modied
BFS mechanism nd (connectionsP erP eer=7
and TTL=4).

force algorithm always sends 763 messages,and the modi-
ed random BFS algorithm sends131 messagesn average,
regardlessof whether they are likely to have responsesto the
requests. In the gures, the valuesshown are the averagesof
10 consecutive requests. The gure shows that the number
of messagedor our medhanisms s signi cantly smaller than
the Gnutella algorithm.

Figure 4 shows that in this situation our mecdhanism dis-
covers over half of the documernts found by the brute force
algorithm, and always more than what the modied BFS
mechanism nds.

It is alsoimportant to note that the recall ratio improves
over time, as peer pro les are learned, unlike the modi ed
BFS mechanism.

In the secondexperiment we show that we canimprovethe
results substantially by increasingthe TTL parameter. Fig-
ure 5 shows that by increasing the value of the time to_live
eld of the seard requests(TTL = 5) the Intelligent search
mechanism discovers almost the same documents that the
Gnutella seardh nds for TTL = 4. Our experimental re-
sults (Figures 5, 6) show that our mechanism achieves 90%
recall rate while using 35% of the number of messagef the
Gnutella search. Again, the recall rate increasesasthe num-
ber of queries increasesover time. The results of the mod-
ied BFS medhanism are consistert with our analysis, and
show that it is possibleto seard the majority of the P2P
network with signicantly fewer messagesthan the brute
force algorithm. This justies our hypothesis that in the
pure P2P network, a large number of peersreceive unneces-
sary messages.

The number of messagesn the Intelligent Searthh mecha-
nism increasesover time. The reasonfor this is that, asthe
nodes accumulate more knowledge about their peers, peers
that provided answersin the past are still queried in subse-
guent queries. As more peersbecomelikely to be queried,
they themselves continue to explore the network by propa-
gating the requeststo their peers.

In conclusion, our preliminary experimental results show
the following. First, the performance of the Intelligent Search
mechanism improves over time as the peerslearn more in-
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Figure 5: Num ber of messages for 400 queries
in the Gnutella (TTL=4), our mechanism and
the modied random BFS (TTL=5).

formation about their peersand therefore becomesbetter
than the modied BFS algorithm, although the initial per-
formance was similar. Second,we get almost as good recall
rate as that of Gnutella using a much smaller number of
messages.

6. RELATED WORK

Directed DFS Search and Freenet: In [21] a technique
for seardiing a P2P network is proposed where each node
propagatesthe query to oneof its peersbasedon someaggre-
gated statistics (including which peerwasthe last to answer
a query, a random peer). If the peer doesnot reply, the re-
guesting peer selectsa new peer. The technique is similar to
the Intelligent Seard Mechanism we propose, but usessim-
pler information about the peers,and is optimized to nd k
documerts e cien tly (for a xed k) rather than nding all
documerts so a Depth-First-Search approach rather than a
Breadth-First-Search approach is used.

Freenet [8] also usesan intelligent DFS seardh mechanism
to nd les in the P2P network. The approach, which is
basedon keepingin local cachespairs of document keysand
the peerthat contain the document. This technique wasfur-
ther improved by [24]. Our approach is more generalbecause
Freenet allows only searding with le identiers, instead
of the le contents. In addition, we use a Breadth-First-
Search approach, where many messagesare propagated in
the network concurrently, rather than a Depth-First-Search
approach, where each node sendsa messageto one peer and
waits for a reply before forwarding it to another peer. The
advantage of DFS seard is that a small set of peerscan be
queried quickly and e cien tly; however by its nature it can
take a long time if we want to nd all the results to a query,
that happen to be distributed in many peers.

Using Local Indices: [6] presert a hybrid technique where
ead peer builds indices using aggregateinformation on the
contents of the documents of its peers. This technique is
essetially a push update technique where each peer sends
to its peersinformation about its documents (and has to
sendupdates every time an update happens), thusit is com-
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plementary to our approach where the pro les get updated
when a peer answers a query.

Distributed  Information  Retriev al: In distributed in-
formation retrieval, the main problem is, assuming that we
want submit an information retrieval query to a subsetof the
databases available only, decide which databasesare more
likely to contain the most relevant documents. A number
of algorithms have been proposedand experimental results
show that these algorithms achieve good results [3, 9, 11,
23, 22]. Recert work [14, 17] shows that good performance
can be achieved in this setting, if the collections are con-
ceptually separated. However, these algorithms assumethat
the querying party has somestatistical knowledge about the
contents of eadh database (for example, word frequenciesin
documernts), and therefore has to have a global view of the
system. In addition, most techniques assumean always-on
environment. Nevertheless, the metrics we usein our tech-
nigue are similar to the onesusedin such techniques.

Collab orativ e Filtering:  Our technique has similarities
with collaboration Itering approaches[2]. In particular a
number of approaches have been proposedfor collaboration
ltering algorithms that work over the web [4, 13]. In gen-
eral these techniques assumethat documernts are public and

known to all participants, and therefore are dicult to use
in the peer-to-peer environment.
Exploiting the peer-to-p eer network structure to im-

prove the search performance: Recert approaches to
improve seard performance in peer-to-peer networks use a
consistert hashing scheme to distribute the objects in the
peer-to-peer network, sothat an e cien t location algorithm
can be implemented [19]. This approach is not possiblehere
becausewe are searting using keywords, rather than us-
ing a unique identi er of an object (such as a name). As a
result, we want to nd all documents that contain the key-
words becausethey may contain di erent information. An-
other approach usesa gossiping protocol to propagate the
seardesin the peer-to-peer network. The problem with this



approach is that the rate of gossipingis slow and therefore
the messagesare not propagated fast to the peers. In a dif-
ferent approach, local seard strategies that take advantage
of the structure of power-law networks can be employed [1].
The algorithm explores nodes with high connectivity rst.
Essertially this is a directed depth- rst-searc h mechanism.

Centralized Approac hes: These include commercial in-
formation retrieval systemssuch asweb seard engines(e.g.,
Google, Yahoo) that are certralized processes,as well as
P2P models that provide certralized indexes [16, 20, 15].
These techniques represert an altogether dierent philos-
ophy, and they are not directly comparable. In general,
one trades simplicity and robustness with improved seard
time and more expensive resources. Centralized approaches
are faster and guarantee to nd all results while the decen-
tralized approaches allow always fresh contents, can index
databasesand are lesscostly.

7. CONCLUSIONS AND FUTURE WORK

Peer-to-peernetworks o er seweral advantagessuch assim-
plicity of use, robustness and scalability. In this paper we
proposeand implement a middleware platform that extends
the Gnutella protocol to support information retrieval in
a peer-to-peer network. We presert the Intelligent Search
mechanism, that usesthe knowledge that ead peer collects
about its peersto improve the e ciency of the seard. The
scheme is fully distributed and scaleswell with the size of
the network.

For future work we plan to address the problem of ac-
tiv ely changing the top ology of the P2P network in order to
improve the performance of the seardr. We also plan to con-
sider the problem of security and privacy, and how such con-
siderations a ect the quality of seard in P2P networks. We
plan to do deploy the mechanism and experiment on larger
P2P networks. Finally we plan to considerthe problem of ef-
ciently maintaining the pro les of the peers,combining the
information from di eren t queries, and updating the pro les
when the document collections of the peerschange.
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