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Protecting users from internet-borne
threats falls on trusted websites, says
Overstock's Sam Peterson. Dan Kaplan
reports.

When hobbyist Dan Thompson created a website in 2000 for

music fans to discuss and trade lyrics of one-hit wonders Ð think

ÒCome on EileenÓ or ÒIce, Ice BabyÓ Ð he never thought the site

would become a cyber target.

But that's just what happened last month, when hackers

launched injection attacks against the vulnerable site by inserting a simple, customized script into

the URL string. This query manipulated the contents of the Structured Query Language (SQL)

Server database Ð common on most dynamic websites Ð causing the comment sections below

message board threads to disappear.

Luckily (and perhaps stupidly), the vandals failed to initiate their script tags, meaning the 5,000

daily visitors to Thompson's site were not silently redirected to a rogue China-based website that

was included in the script. Had they been, there is a strong chance the machines of unpatched

users would have been infected with a trojan.

ÒI wrote [the site] eight years ago when I was first learning programming,Ó he says. ÒPeople like it.

It's kind of organically grown because of the users. I've never really checked it for vulnerabilities. I

guess now I need to start working on it.Ó

It was a wake-up call for Thompson, who lives in Kansas City and works full-time as a systems

analyst.

ÒI'm sure there's some amount of responsibility for me to give people a site that's not going to turn

their computer into a zombie,Ó he says.

Thompson is far from alone in his predicament. Since last fall, when attackers began using tools to

automatically search for and then compromise vulnerable websites, hundreds of thousands of

pages Ð almost all of them as innocuous and legitimate as Thompson's website,

onehitwondercentral.com Ð have been silently overtaken.

This is causing some of the largest websites to take action. Retail bellwether Overstock.com,

home to some one million unique visitors a day, is well aware that the internet is today's preferred

attack surface.

Just last year, Overstock rebuilt its entire site in Java, partially out of security fears.

Subscribe  Contact Us  About Us  Advertising  Editorial  SC UK  SC Asia  SC Aus/NZ

 

 

SPONSOR:

Alcatel-Lucent delivers always-on, user-centric security solutions that meet the needs of today's dynamic enterprises.

Home > News > Features > Friendly fire

 
Most Popular Most Emailed Most Recent

Palin's personal email account hacked, contents

leaked

Hackers prevent research on malicious code

Hacker answered personal questions to steal Palin

password

McAfee to purchase Secure Computing for $465

million

Cybercrime bill passes House, awaits Bush signature

Google Docs flaw could allow others to see personal

files

Report: 60 percent of businesses hit by cybercrime

BusinessWeek website compromised

Brad Pitt, Beyonce, most exploited stars in

cyberspace

Apple fixes another DNS vulnerability



ÒThe security concerns were the fact that it was more of the unknown [with the old site],Ó says Sam

Peterson, 32, senior vice president of technology at Overstock and the company's first-ever

software developer. ÒIf we're changing something here, what else are we changing? What [other

vulnerabilities] could I be introducing?Ó

Salt Lake City-based Overstock has made it a point to only hire senior software engineers, he

says. The belief is that these 60 men and women have been in the business long enough to

appreciate not only novel application features and quick turnaround times, but also the value of

security.

ÒWe now have a team dedicated to security,Ó Peterson says. They are responsible for testing code

before and during the production process and running regular tests once it has gone live.

ÒSince we know the code base and have access to the servers, we can run a much deeper scan

than someone externally,Ó he says. ÒThe bar is even higher for us. We're making sure security is

above and beyond what it needs to be. If your application is secured, no matter what they throw at

you, you're not going to have a problem.Ó

Increase in infected sites

Still, most websites seem slow to respond at best, or caught completely off-guard at worst.

According to San Diego-based Websense's ÒState of Internet Security,Ó a report released in July,

75 percent of today's websites containing malicious code are legitimate sites. That marks a 50

percent increase over the previous six-month period.

Among the trusted web destinations that have been hit are MSNBC, Wired, the United Nations, the

Association of Tennis Professionals and Sony PlayStation.

Websense says 60 percent of the 100 most heavily trafficked websites have fallen victim to similar

malicious activity.

Jeremiah Grossman (right), founder and chief technology officer

of Santa Clara, Calif.-based WhiteHat Security, which estimates

that nine out of 10 websites contain a serious vulnerability, says

URL filtering and corporate proxy servers dramatically have

improved. This has forced cybercrooks to refine their strategies.

ÒThe bad guys used to try to get you to come to their website,Ó

Grossman says. ÒInstead of putting their malware on an

untrusted site, now they put them on a trusted site Ð the sites you

can't block.Ó

And how have cybercriminals been able to so easily overtake these highly visited sites? Grossman

says insecure coding is almost entirely to blame.

ÒMost of them are riddled with vulnerabilities because those who coded them didn't know of

particular issues, didn't care, or weren't educated in such things,Ó he says.

Caleb Sima, chief technologist of application security for Palo Alto, Calif.-based Hewlett-Packard,

says there is no patch for individuals wanting to protect their websites against common exploits,

such as SQL injection and cross-site scripting. Instead, they must ensure their applications are

designed in such a way that they recognize legitimate requests from the not-so-nice ones.

This is known as input validation, Sima says. Following this procedure would eliminate about 80

percent of vulnerabilities, he estimates. Attackers would still be able to inject SQL into a database,

for example, but their commands would go unheeded.

ÒFrom a web development perspective, I tell people there's only one thing they need to do,Ó he

says. ÒMake that the number one priority.Ó

Featured White Papers

Database Auditing Tools and Strategies

Learn about a new set of software tools that provide low
overhead audit collection with storage, alerting and
reporting...
View Now

Effective Web Policies- Ensuring Staff Productivity and

Legal Compliance

Employees increasingly expect to use the internet at work for
their own personal use in return for longer hours, working...
View Now

Safeguarding Data Loss

When large companies and organizations perform inventory
control of their electronic devices, managers often end up...
View Now

Appliance Update Management

Appliances are complex combinations of hardware and
software that enterprises put into production environments to
meet...
View Now

Malware Security: Taking the Botnet Threat Seriously

How does malware continue to infiltrate networks? Primarily
because traditional defenses only address the threat in...
View Now

View More Research

Popular Tags

Access Control Analyst Reports & Industry Surveys Anti

Spam Anti Spyware Anti Virus Apple Threats

Authentication Breaches & Exposures Consumer
Threats Email Security Emerging
Threats Finance Government Healthcare

Lawbreakers & Cybercrime Microsoft

Non-Microsoft Patches Patch
Management Phishing Privacy Regulation

Security Management Security Policies Spam



If done properly, input validation could prevent hackers from being able to add a few extra

characters to a URL string or web form, which could allow them to extract database assets or

insert IFRAME tags Ð HTML code inserted into a legitimate web page Ð to secretly reroute victims

to malicious sites.

Traditional network defense solutions do not work when it comes to the web, Grossman adds.

ÒYou can't firewall off a website, so firewalls aren't going to do anything good, and all the exploits

are going to be unique because all the websites have custom code,Ó he says. ÒStandard intrusion

detection signatures won't catch these types of attacks.Ó

Many sites are forced to go offline as a result of attacks. As a short-term fix, Grossman suggests

trying to fix the broken code. But if that fails, companies should consider investing in a web

application firewall.

ÒYou just can't go magically back and fix every line of code that has a problem with it,Ó he says. ÒIt

would just take too much time.Ó

Cross-site scripting, or XSS Ð which involves malware writers running malicious scripts in an

unknowing victim's web browser to steal cookies or to launch a phishing attack Ð is the most

common web vulnerability. XSS are attacks on the client, with a trusted website unintentionally

acting as a conduit.

SQL injections, on the other hand, involve attacks on the server to gain access to the database.

They are far and away the most exploited web vulnerability. If XSS flaws made news in 2007, then

SQL injections clearly have the lockdown on 2008.

According to a July report from ScanSafe, a San Mateo, Calif.-based web security firm, SQL

injection attacks have spiked 212 percent from January to June of this year. In June alone, SQL

injection made up 76 percent of all compromised sites. For years, these attacks have been used to

extract database contents Ð some of the biggest reported identity theft heists have been caused by

SQL injection Ð but most recently they have been leveraged to insert malicious content into

websites, with the hope of infecting users' machines.

Modifying databases

Mary Landesman, senior security researcher at ScanSafe, says that since about October,

attackers have leveraged publicly available tools to search Google for websites vulnerable to SQL

injection and then launched attacks. Since then, estimates place the number of compromised

pages at upward of two million.

These vulnerabilities commonly lie in sites that use Microsoft's ASP (Active Server Pages) to

display information stored in the SQL Server database, she says. Because attackers are able to

modify the database, they are able to modify what appears on the web pages.

ÒThe coding choices that the developer makes dictate how that SQL Server is going to handle

queries,Ó Landesman says. ÒIf they haven't given context to the queries that the database is going

to receive, the database could act on the query as if it's a command.Ó

In most cases, the attackers place JavaScript code into the database, which creates an IFRAME

to silently call in the actual malicious payload from another site, WhiteHat's Grossman says.

Machines that are vulnerable to a particular flaw, usually a browser vulnerability, can be infected

with malware, such as a password-stealing trojan or botnet-building backdoor.

Web security experts stress that attackers also have dozens of other ways to infiltrate an internet

site. For example, websites need to protect stolen File Transfer Protocol (FTP) credentials, which if

exposed through a phishing attack or through some password-stealing trojan, could be used by an

attacker to make changes to website files. In February, web security firm Finjan said it uncovered

an illegal database containing more than 8,700 stolen FTP server credentials.

ÒYou basically own their website,Ó Landesman says. ÒYou can make any modification you want.
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The attacker can even change security settings to allow future attacks to take place.Ó

She also warned about sites using third-party offerings, such as a web server (open-source

Apache is hugely popular) or blog software, to ensure those programs are updated with the latest

patches and deployed with security settings turned on.

Other threats

Meanwhile, Grossman Ð who says he successfully predicted a few years ago the rise of SQL and

XSS attacks Ð thinks another major wave of web-based ambushes are on the way.

Business logic flaws, as they are known, include insufficient authentication and information

leakage. They are simple glitches that have the ability to financially cripple a company, Grossman

says. Yet, unlike poorly written code, these design flaws cannot be scanned for.

One prominent example: a North Carolina woman was found guilty of wire fraud last October after

discovering a way to order items on QVC.com, cancel them without being charged, yet still have

the merchandise delivered. She then sold the items on eBay, profiting more than $400,000.

ÒThey are very easy to exploit and very hard to see,Ó says Grossman, who presented on the topic

last month at the Black Hat conference in Las Vegas.

Of course, when discussing website security, it would be a vast oversight not to mention phishing Ð

the age-old scheme in which cybercrooks trick users into giving up their personal information.

Phishing attacks are more sophisticated than ever, says Avivah

Litan (left), vice president and distinguished analyst at Stamford,

Conn.-based Gartner. A December study of 4,500 U.S. adults

shows a 118 percent rise in the number of phishing emails

received over the past three years (3.3 percent of respondents

lost money as a result).

The seriousness of the phishing threat was underscored in July

when researchers at Indiana University reported that of some 2.5

million pages they examined, 128,000 contained open redirects.

This meant phishers could add some quick code to a web

address and redirect users to the website of their choice.

ÒThe query string part of the URL allows you to provide parameters of where you want things to

go,Ó says Craig Shue, a Ph.D. student and one of the lead researchers.

To the victim, he says, the URL for the phishing site would appear just like the legitimate domain

name, just with some added characters that allowed the page to redirect somewhere else.

ÒIt's really just routing through the legitimate site to the bad site,Ó Shue says. ÒIt's taking advantage

of the user's familiarity with the brand and using it against them.Ó

As was the case with SQL or XSS, poor coding by developers is to blame, he says.

As a way to combat phishing, the CA/Browser Forum, a group of certification authorities and web

browser software manufacturers, created an extended-validation SSL certificate, first released last

year. The new certificates are different than their predecessors because they are represented by a

green shade in the address bar, while the name of the site and its company location are displayed

on the browser chrome, says Tim Callan, vice president of SSL marketing at VeriSign. So far,

roughly 6,000 companies Ð which were vetted by a certificate provider Ð have deployed the new

technology.

The goal is to increase consumer confidence by making website visitors more informed and more

aware of what to look for in a trusted site Ð in this case, green, Callan says.

ÒThe name of the site appears on the chrome of the browser,Ó he says. ÒIt can't be changed or
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manipulated. A person who runs a false site can make their HTML look like Bank of America. What

they can't do is put Bank of America in the green spot in the chrome of the browser to the right of

the address bar in Internet Explorer 7.Ó (In Firefox 3, the chrome appears to the right of the

address bar).

But Litan questions the effectiveness of such seals of approval. ÒIt will tell you if a company is

registered with a legal authority, but that doesn't mean they're not a crook,Ó she says.

Additional measures

Others have questioned whether users are smart to enough to know to look Ð and where to look Ð

for visual cues, such as a green address bar in the browser chrome. Still others think the problem

is a fundamental one: If credentials, such as Social Security numbers, were not so valuable to

criminals, why would anyone go after them?

Websites must take additional measures to stop phishing, Litan says. Gartner advises its clients to

implement strong authentication; engage anti-phishing and brand monitoring services, such as

those from RSA, MarkMonitor or Cyveillance; and protect accounts with fraud detection and

transaction verification.

Peterson says Overstock Ð one of the first companies to deploy extended-validation certificates

through VeriSign Ð does not tolerate phishing and relies on its partners to help wage the battle.

ÒWe want them to know we're going to come after them legally,Ó he says. ÒWe have a team of

lawyers. That's all they want to do is shut these guys down.Ó

But Peterson also understands that his $1 billion-a-year company's obligation to protect against

malicious code writers and phishing schemers extends well beyond its own borders. By taking

action, Overstock is making a commitment to internet commerce as a whole.

 ÒIf the major guys can't fend off the bad guys, then no one is going to have trust in the internet,Ó he

says. ÒIt's up to us, up to Amazon, up to eBay to make sure we have the top security.Ó

[sidebars]

SQL INJECTION: The going rate
Gunter Ollmann, chief security strategist for Armonk, N.Y.-based IBM Internet Security Systems,

says a well-oiled underground market has emerged to supply attackers of all skill levels (and

wallets) with the three-step means to perpetrate the exploits.

$40 to $50: A toolkit that uses search engines to discover websites vulnerable to SQL injection,

then tries the injection. The best toolkits can deface up to 1,500 websites per minute.

$80 to $100: An IFRAME hosting site. IFRAMEs are the tags embedded on compromised sites

which silently redirect victims to malicious sites.

$100 to $400: Malware generation kits that attempt to exploit a vulnerability on a victim's

computer. The flaw is typically a browser bug.  Ð Dan Kaplan

TO DO: A checklist for security
¥ Scan site regularly for common attacks.

¥ Audit web logs for suspicious activity.

¥ Harden the web server and monitor for changes in security settings.

¥ Investigate third-party apps before deployment.

¥ Filter user input for anomalies.

¥ Deploy free scanning tools from Microsoft and HP.

¥ Consult resources, such as the OWASP Top 10 list.

¥ Enter your site into free tools, such as Scandoo, to check for compromise.

¥ Provide an email address for users to notify you of live attacks.
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