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R_EMZ\b:mnQ7C/fKBwJ_BDQMC/R²J_dcb�mnQ7C/mnvDH/R_BwQ7C/R"EM]_beC/Q�J�bjFKI�bhmÈJ_bhf
J_Q¨m d/EMCcxMb7X�¤b"CcQ6¢±Ic]�biR_bjC�J
J�dcb�]_bhRSHcvwJ�R-Q�T5J_d/b²J_Q7I�Q7vwQ7xMt:¢,BsJ�d
~�}¤¾�}M}7}#I;bjbj] R�¢,dcbj]�b�biE7m d³a�Hcbj]�t�B�R,E�vDvwQ6¢�bif¨J_Q\xMQ�|
dcQMI/RiX¬�<d/b©ÃjÄjÀ À�»wÄ��WÄj¾/À�øKÄjÁÈºU·h¸+�¦J_dcb³I�bi]_BDQKfKBDmjBsJ$t�E�J
¢,dcBDm d¬J_d/bWÌek�Y Ic]�QKmnbiR�R_biR[J_dcbW]�bjIcHKJ E6J�BwQ7C¬]�bjv�E6J�bif
fKbj¯cBwJ�R<EMC/f¨mn]�bifcBsJ R�¡²rOEM]_BDbiR�¯;bnJ$¢�bjbjC³òM}M}�RSbhmnQMC�fcR�J�Q
�MòM}7}?R_bimjQMC/f/R-T¦Q7]�J_dcb,x7]�EMIcd/R0RSd/Q6¢,C�BDC�ª/x7Hc]�biR�~c� E7¡ÈP
~c�¦¯;¡ÈP²~c� mi¡ÈP�E�C/fú~/�Uf/¡nX³É�BDxMHc]�b�~c� E7¡�R_dcQ6¢eR:J_dcb³fKBsT¼�
T¦bj]�bjC/mjb�BDC`J_d/b¥C5HcZ¥¯�bi]?QMT�J_Q�J E�v�bnF5J_] E�ZWbiR�R�E�xMbhReBDC
J_dcb[R_tKR$J�bjZ ¯�bjJ$¢�bibjC¨RSJ_]�QMCcx'E�C�f¥¢�biEM£�]�bjIcHcJ�E6J�BwQ7C/RiX
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50000 Peers
symmetric key operations
hash computations
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É�Bwx7Hc]_b#~cX Ï rMbj]�dcbhEMfcR�Q�T0R$J�]_Q7CcxWE�C/f�¢�biE�£�]�bjI/HKJ�E�J_BDQMC/RiX

É�Bwx7Hc]_b4~c�U¯�¡¥E�C/f­~/�Umh¡�R_dcQ6¢«J_d/b�fKBwÅ�bj]�bjC/mjb³BDCúJ�dcb
J_QMJ�E�v-C�H/Z�¯;bj]eQMT�biC/mn]�t5IKJ_BDQMC�E�C/f�fKbhmn]�t5IKJ_BDQMC�QMI;bj]_�
E6J�BwQ7C/R�¯�bjJ$¢�bibjC#J�dcb�J$¢�Q�R_m d/bjZWbiR�]_bhRSI;bimnJ_BDrMbivwt7X�É�BwxM�
Hc]�b<~/�Uf/¡�RSd/Q6¢eR
J�dcb"J�Q�J E�v�C�H/Z�¯;bj]0Q�T/R_t5Z\ZWbjJ_]�BDm�£Mbit
QMI;bj] E6J�BwQ7C/ReE�C�f�d/EMR_d4mnQMZWIcHcJ�E6J�BwQ7C/R,BDC�J_dcb¥RStKRSJ_bjZ
T¦QM]�R$J�]_Q7Ccx�]�bjIcHKJ E6J�BwQ7C/RjX��¤biEM£�]_biIcHKJ�E�J_BDQMC/R?fKQ¨CcQMJ
d/EOrMb�J�dcB�R�Q6rMbi]_dcbhEMf�Xé�<d/b`Ì,k�Y mn] EO¢,v,Q6rMbj]�dcbhEMfcR
]_bha�HcBw]�bif\BDC�RSJ_]�QMCcx�]�bjIcHKJ E6J�BwQ7C/R�¢�bj]�b,CcQ�J�EMC/E�vDt5§jbhf�X

opC³E�vDv�J_d/b:x7]�EMIcd/R"J_dcb:J�Q�J�EMv�Q6rMbj]�dcbhEMfcR�EMR�¢�bjvDv�E7R

J�dcb¬fcBsÅ�bj]�bjC/mjb`BDCéQ6rMbi]_dcbhEMfcRW¯;bnJ$¢�bjbiCéR$J�]_Q7CcxúE�C�f
¢�biEM£ú]�bjIcHKJ E6J�BwQ7C/R�BDC/mn]�biE7RSbhR¥¢,BwJ_d�J�dcb4BDC/mn]�biE7RSb�BDC
R_bnJ_J_vDbjZWbjC�J¨I;bj]�BwQKf�Xé�<d/BDRWB�RW¯�bhmjEMH/RSb�J�dcb�C5HcZ�¯;bj]
QMT[J�Q�J�EMv,fKQ6¢,CcvDQ7EMf/R#BDC/mn]�biE7RSb³¢,BsJ�d­J�dcb4RSbjJSJ_vDbjZWbiC7J
I;bj]�BDQ5f
P7vDbiE7fKBwC/x?J�Q#dcBDxMdcbi]�Q6rMbi]�EMvwvKQ6r7bj]�dcbiE7fcR�QMC\J_dcb
R_tKR$J�bjZ�X?É/Hc]_J_dcbi]iP;J_d/b¥fKQ6¢,CcvDQ7E7fcR[mjQMC�J_]�BD¯cHKJ_b�Z\Q�R$J
J�Q�J_dcb?fKBsÅ�bj]�bjC�mnb,BDC\Q6r7bj]�dcbiE7fcR�¯�bjJ$¢�bibjC�RSJ_]�QMCcx'E�C�f
¢�biEM£#]�bjIcHKJ E6J�BwQ7C/RjP6¢,d/BDm d\vwbhEMfcR�J�Q�Z\Q7]_b,fKBDrMbi]_x7bjC/mjb
¯;bnJ$¢�bjbiC4R$J�]_Q7Ccx\EMC/f�¢�bhE�£�]�bjIcHcJ�E6J�BwQ7C/RiX
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É�BDxMHc]�b:ò/X²°�Å�bimnJeQ�T�r6EM]_t5BDCcx\J_dcb'C5HcZ¥¯�bi],Q�T0dcQMI/RiX

É�Bwx7Hc]_bhR-ò��UE7¡-E�C/f�ò/�¦¯;¡-R_dcQ6¢±J_d/b�E�Å;bhmÈJ�QMTcr6E�]�t�BDCcx
dcQ7I/R�QMC¤J�dcb¨Q6rMbi]_d/biEMf/ReT¦Q7]�R$J�]_Q7Ccx4E�C/f¤¢�biEM£`]_biIK�
HKJ E6J�BwQ7C/R\T¦QM]�J�QMI;QMvDQMx7BwbhRW¢,BsJ�d�Ïi}¤¾�}M}7}¬EMC/f�~�}¤¾�}M}7}
I;bjbi]�R"]_bhRSI;bimnJ_BDrMbjvDtMX0�<dcb[R_bnJ_J_vDbjZWbjC�J�I�bi]_BDQKf�¢�E7R²R_bnJ
J�Q¤�6z�}M}`R_bimjQMC/f/R'T¦QM]¥J_d/biR_b³x7]�EMIcd/RiX¬Y[R\bjF5I;bimnJ_bhf�P
¢,BwJ_d±BDC/mn]�biE7RSbWBDC¬J�dcb�C5HcZ�¯;bj]�Q�T�d/QMI/R�J�dcb¨a�Hcbj]�BDbiR
EM]_bWE�vDvwQ6¢�bif©J_Q4x7Q/P�J�dcb�Q6rMbi]_d/biEMf/R?BDC/mj]_bhEMR_bMX¨Yev�R_Q/P
J�dcb©fKBwÅ;bi]_biC/mnb©BwCéQ6r7bj]�dcbiE7fcRW¯;bnJ$¢�bjbjCéRSJ_]�QMC/xúE�C/f
¢�biEM£�]_biIcHKJ�E�J_BDQMC/R,RSJ�EOt7bif³mnQMC�R$J E�C�JiX

�.+
� }³��U�|U�5�JZ­� ��� p¥� � � � ���7� WK�h� � � �
�¬b�C/Q6¢ fKB�R_mjH/R�J�dcb¨Ic] EMmnJ_B�mjE�v²mjQMC/R_B�fKbj] E6J�BwQ7C/R:BwC

BDC/mnQ7]_I;QM] E6J�BwC/x¨R$J�]_Q7Ccx³EMC/f4¢�biE�£�]�bjIcHcJ�E6J�BwQ7C4J_] EMm £��
BDCcx�R_m dcbiZWbiR�BwC�fKbiIcvDQ6tMbiféBwC/RSJ�EMC/mnbhR�Q�TW�����ñCcbnJ_�
¢�QM]�£KR"vDBw£7b�G:C5HKJ_bivwv�EWE�C/f�®'E�§hEME/X

3���| �i� U�| � � ��� ���i�U�i� �5�7�[l5BDC/mnb�J_dcb¥bjCc]�QMvDvwZWbiC7J?BwC
]�bjIcHcJ�E6J�BwQ7C�J_] EMm £5BDCcxeB�R-r7QMvDHcC�J�E�]�tMPiJ_d/b�R�m dcbjZWbhR-mjEMCK�
CcQMJ\x7H/E�] f�E�x�E�BDC/RSJ¥Z�H/vsJ�BwIcvDb�BDfcbjC�J_BwJ_BDbiRiXú°²r7bjCúbiCK�
]�QMvDvwbhf\I�bibj] R�¢,dcQ#mjEMCcCcQMJ"mn]�biE6J�b,ZWQM]�b<J_d/EMC�QMCcb,biCK�
]�QMvDvwbhf�B�fKbiC7J�BsJ$tWmjEMC�mn]�biE6J�b,Q�J�dcbj]²B�fKbiC7J�BsJ�BwbhR0J_d�E6J�EM]_b
CcQMJ²bjCc]�QMvDvDbif\BwCWJ�dcbe]�bjIcHcJ�E6J�BwQ7C\J_] EMm £5BwC/x/X�V[Q6¢�birMbi]iP
R_BwC�mnb:J_dcb#Ìek�Y{Ic]�QKmnbhR_R_biR;�:Ìek?Pcq:k?P/EMC/f4l/kéQMCcvDt
T¦Q7]�J�dcb'bjC/]_Q7vwvDbif�I�bibj] RjPKCcQ�mj]_bhfKBsJemiE�C�¯�b'bhE�]�Ccbif�BwC
J�dcb'RStKRSJ_bjZð¯5t�J_dcb'H/CcbjCc]�QMvDvDbif³BDfKbiC�J_BwJ_BDbiRiXp¥�'|)|U��� � � � ��opC1E�C/EMvwt5§jBDCcx4J�dcb�E6JSJ EMm £KR¥I�Q�R_R_Bw¯/vwb

QMC³J_dcb�Ic]�QMI;Q7R_bif�]_biIcHKJ�E�J_BDQMC³J_] EMm £5BDCcx¥R�m dcbjZWbhRjP5¢�b
T¦Q5mjH/R�RSbhf`QMC/vwt�QMC`J_dcbWRSbivsª;RSd¬I�bibj] RjX'l5BDC/mnb¥J_dcb\HcCK�
fKbj]�vwt5BDCcx�G:C5HKJ_bivwv�EWBDCKT¦]�E7R$J�]_H�mÈJ_H/]_b'BwJ�R_bjvwT�BDR,r5HcvDCcbi]�E��
¯cvwb:J�QWE�JSJ EMm £KR�T¦]_Q7Z«J_dcb�Z�E�vDBDmjBwQ7H/R�I�bibj] RjPK¢�b�m dcQ7R_b
CcQ�J�J_Q'T¦QKmnH�R²QMCWJ�dcbjZ T¦Q7]"]�bjIcHKJ E6J�BwQ7CWJ_] EMm £5BwC/x'IcHc]_�
I�Q�RSbhRjX0VeQ6¢�bjr7bj]hP6J_dcbi]_b,B�R"E:J�dcBD]�f�miE6J_bixMQ7]_t#QMT�I�bibj] R
J_d/E�J³fKbiR_bj]�rMbhR�E6J_J_bjC�J�BwQ7C
X�k�bi]SJ E�BDC�bjCc]�QMvDvwbhf1I�bibj] R
ZWEOt�¯�b¬¢,BwvDvDBwCcx±J�QúBDC/mnHc]³fKbj¯cBwJ�R�J_Q±J�dcbjBD]�]�bjI/HKJ�E��
J_BDQMC±R_mjQM]�biR?BwC¤QM] fKbj]?J_Q�dcbivwI¤Q�J�dcbj]:J E�]�xMbnJ�bif©I�bibj] R
J_dc]�QMHcx7d�mnQMvDvDH/RSBDQMC-X��<dcbit¥miE�C�fKQ#R_Q'¯�t\E�x7]_bibjBDCcx?Q7C
TUE�£Mb`mjQMC�J_biC�J�fcQ6¢,CcvwQ�EMfcRiX��<dcQMH/xMd�J_dcb©Ìek�Y´miE�C
fKbnJ�bimÈJ#R_BwZWIcvDbWmnQMvDvDH/RSBDQMC©Q�T²J�dcBDR:C/E�J_Hc]�bMP�BDC¬x7bjCcbi]�EMv
BsJ�mjE�C/CcQ�J¨Ic]�bjr7bjC�J³E�mjQMvDvwH/R_BDQMC�¢,dcbj]�b©mjbj]_J�E�BDC�bjCK�
]_Q7vwvDbif�I�bibj] R�EMxM]�bjb²J�Q?I;bjC�E�vDBw§iBwCcx?J_d/bjZ�RSbivwr7biR-T¦QM]�J_d/b
R_EM£Mb¨QMTeQ�J_d/bj] RjX¤VeQ6¢�bjrMbi]iP�xMBDrMbiC±J_d/E�J\ZWQ�R$J\I�bibj] R
E�]�b`bnFKI;bimÈJ�biféJ_Q­¯;b­½K¾K¿6¾�·6¹�¾þJ_Q�biEMm d�QMJ_dcbi]iPeEMC
Q5mimnHc]�]�bjC/mjb�Q�TeRSH�m d±E4mjQMvDvwH�RSBDQMC±B�R#bnFKI;bimnJ_bif¤J�Q`¯;b
BwC/R_BDxMCcBwª�mjEMC�J<BDC�Ic] EMmÈJ�BDmjbMX

�n��W �7�M��� W � � �5� � � �6�VU�� �#WK�h� � � �7�'Z¥U�� �#WK�h� � � �7�
�<dcbj]�b¨E�]�b\R_bjr7bj] E�v²R_QMHc] mnbhR:Q�T<BwC/E7mjmjHc]�E7mnBDbiR:BDC¤]�bjIc�
HKJ�E�J_BDQMC­mjQMZWIcHKJ E6J_BDQMC�RjX©l5BDC/mjb¨J_d/b³Ìek�YñfKQ5bhR#CcQMJ
RSt5C/m dc]�QMC/Bw§ib©J�dcb±Ic]_QKmjbiR�RSBDCcx­QMT�I�l5bhE�] m d/RiP[¯5t�J_d/b
J_BDZ\b¥mnbj]_J�EMBwC�I;bjbi]�Rem d/Q�Q�RSb�J�Q¨mnQ7C7J EMmnJ,J_dcb�Ìek�YêJ�Q
QM¯KJ E�BDCm�:Ì,k�RiPiJ_dcb�mnQM]�]�biR_I�Q7C/fKBDCcx�J_] E�C/R�EMmnJ_BDQMC'R$J E6J�b
ZWEOt¤d/EOr7b\¯;bjbiC�bj] EMR_bif±fKHcb¨J_Q4J�dcb¨HcIcI;bj]¥¯�Q7HcC/fcR
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QMC�ZWbjZWQ7]_t¥]_bha7H/Bw]�bjZWbjC�J R0T¦QM]"RSJ_Q7]_BDCcx'BwJiX²l5BDZWBwv�E�]�vwt7P
J_dcb?fKQ6¢,CcvDQ7EMfWfKbi¯cBwJ�R$J E6J�b,ZWEMBwC�J E�BDCcbif\¯5t#J�dcb[Ìek�Y
Z�EOt4¯�bWvDQ7RSJ:¯5t�J_d/b¥J�BwZWb¥J_dcQ�RSb\I;bjbj] R�mnQ7C7J EMmnJ?J�dcb
Ìek�Y�¢,BsJ�d#mn]�bifKBwJ
]�bia�HcbiRSJ�RiX
opC�TUE7mÈJiPOI;bjbi]�R
miE�C'EOrMQ7BDf
fKbj¯/BsJ R�RSJ_QM]�bif¤E6J�J�dcb�Ìek�Y«¯5t`CcQ�J�mjQMC�J�E7mÈJ�BwCcx�J�dcb
Ìek�Y«¢,BsJ�d¤mj]_bhfKBsJ']�bia�HcbhR$J R[T¦Q7]'E³vDQMC/x³biCcQMHcx7d¬fKHc�
]�E�J_BDQMCúR_H/m d¤J_d/E�J�J�dcb�fKbi¯cBsJ\R$J E6J_b�xMbnJ R#bi]�E7RSbhf1� E�vw�
J_dcQ7HcxMd-P�J_dcbit`¢,BwvDv�E�v�RSQ³CcQ�J�¯;b\EM¯cvwb¥J_Q�mnQ7vwvDbimnJ�EMC5t
mn]�bifKBwJ:T¦QM]:J_dcbiBw]�¢�QM]�£�BwC©J_dcbWRStKRSJ_biZ´BwC©J_dcbWZWbiEMCK�
¢,dcBDvwbO¡ÈX

Y ���M� J�]�EMC/R_E7mÈJ�BwQ7C�¯�bjJ$¢�bibjC+EMC+bjC/]_Q7vwvDbif�I;bjbi]
E�C/f�E�C#HcC/bjCc]�QMvDvwbhf�I�bibj]0mjEMH/RSbhR�J�dcb"biCc]_Q7vwvDbif#I�bibj]
J�Q
¯�b:CcQMJ�¯;b?E�¯/vwb,J�Q¥mjQMvDvwbhmÈJ²J�dcb:mj]_bhfKBwJ²T¦QM]�BsJ R"¢�QM]�£�BDC
J_dcb¥RStKRSJ_bjZ�X<�<d5H/RjPcJ_dcb#biCc]�QMvDvwZWbjC�JeQMT0I;bjbi]�ReBwC�J�dcb
]_biIcHKJ E6J_BDQMC1mnQ7Z\I/HKJ�E�J_BDQMC/R\E�v�RSQ©BwZWI/E7mÈJ�R¥J�dcb�E7mjmjHK�
]�E7mnt�Q�T²]�bjI/HKJ�E�J_BDQMC©mjQMZWIcHKJ E6J_BDQMC�RjX:�<dcb¥C/bnJ�]_bhRSHcvwJ
Q�T/EMvwv6J�dcbiR_b�R_QMH/]�mjbiR�Q�TKBDC/EMmimnHc] EMmjBwbhR�B�R�J_d/b�fKbhmn]�biEMR_bif
EMmimnHc] EMmjt?QMT/]_biIcHKJ E6J_BDQMC¥mnQMZWIcHcJ�E6J�BwQ7C/RiX-oèJ�B�R�BwZWI;QM]_�
J�EMC7J�T¦QM]�J_d/b�E�I/IcvwB�mjE�J_BDQMC/R�H/R_BwC/x[I;bjbj]�]�bjIcHKJ E6J�BwQ7C/R�E7R
E�RSH/¯/R$J�]�E�J_b:J_QWHcC�fKbj] R$J E�C/f�J_d/biR_b�J_] EMfKbj��QMÅ�RiXS¨�©| �)Wc� �7��� �¤�.� �iSFp L´�U��° � W � � �6��� � ���O�;���<dcb
Ic]�QMI;Q7R_bifWR_m d/bjZWbiR0]�bjvDt�Q7C�J�dcb[Ìek�Y�BwCcT¦]�E7R$J�]_H/mnJ_Hc]�b
T¦QM]`]�bjvDB�E�¯cvDb±]_biIcHKJ�E�J_BDQMCþJ_] EMm £5BDCcx/X&�<dcbúfKbiIcvwQ6t7bif
G:C5HKJ_bivwv�E6�èvwBD£Mb'�����1CcbnJ$¢�QM]�£KR<fKbjI;bjC/f�Q7C�EMC³BDCKT¦] EMRS�
J_]�H/mÈJ�Hc]�b�Q�Teî6·6»s½K¾/ÀpÂ6Á�	�¯�Q5Q�J R$J�]�EMIcIcBDCcx�R_bj]�rMbi]�R#Î�Ïió6Ð
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