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Abstract—Communities of Interest (COI) have been studied in
the past to classify traffic within an enterprise network, and to

mitigate denial-of-service (DoS) attacks. We investigate the usé o

Communities of Interest (COIs) to prioritize known good traffic m

on the Internet. Under our system, an ISP may construct a COIl

for each of its enterprise customers. The COIl would contain Router - t.
outer

entities which have previously had good communications with
the customer. These COls could then be used in combination
with traffic differentiating mechanisms during periods of heavy
traffic in order to prioritize traffic from communicating entities
known to be good. We show that it is possible to construct an
effective COI from information which would be available to an ) ) ) )
ISP about its customers, specifically sampled Netflow data. We Fig: 1. A good-COlI for a customer is computed offline by the pieviand
investigate various heuristics to determine which flows actually Se" tl? |tirouter at theh'”terface to that customer. F;]aCkwat this router
represent good traffic whose endpoint should be inserted into the are checked against the COI and prioritized into the apfatpgueue.
COl, and show that our heuristics are effective in differentiating

wanted and unwanted traffic.

oY

of ISP customers connecting to a backbone network, where
|. INTRODUCTION “customers” are enterprise networks or smaller ISPs.

The Internet’s best-effort communication model is capable For each customer network, our approach is to attempt to
of supporting a wide variety of services and applicationslerive the set of “entities” with which each of these netvgork
However, it performs poorly in terms of differentiating theengage in “wanted” communication and to use that to predict
relative importance of traffic. This deficiency of the Intern future wanted communication. We use the termmmunity-of-
is particularly acute when it comes to differentiating be¢éw interest (COIl)to refer to this set of communicating entities [1],
wanted and unwanted traffic. In particular, the best-effof3], [4] and further refer to a “good-COI" as the set of
unaccounted service model directly enables denial-ofiser communicating entities engaged in wanted communication.
(DoS) and distributed denial-of-service (DDoS) attacks.  Specifically, the good-COls in our approach consist of netwo

A proactiveDDoS mitigation strategy, in which the predic-prefixes derived from source IP addresses of traffic destined
tion of communication patterns based on historic communic® each customer. Though various mechanisms for deriving
tion is used to prioritize between wanted and unwanted ¢taffithis information are possible, it is easiest to think of the
recently illustrated promising results [1]. A particuladttrac- process as a periodic, offline process. When a good-COl is
tive aspect of this work is thatetwork derived intelligence derived, it is pushed to the ISP routers at the perimeterravhe
can be used to inform the use of existing low-level routghey interface with the relevant customer. (Recent workhin t
mechanisms to perform differentiation. The approach holtiSTF [5] would allow for the dissemination of good-COls in
the promise of providing basic DDoS protection at a massieescalable fashion.) The routers would match traffic for each
scale, provided that appropriate network intelligence ban customer against the corresponding good-COIl and prieritiz
readily derived. “wanted” traffic over other traffic. The higher priority can

This paper focuses on the feasibility of deriving networke accomplished simply by queuing the wanted traffic in a
intelligence to inform proactive DDoS mitigation. Specliy, higher priority queue [6]. This process is shown in Figure 1.
our goal is to determine whether network intelligence d=tiv Other existing quality-of-service (QoS) mechanisms [B], [
from data that is readily available to most service prowderthat allow for differentiated treatment of packets coulsbabe
historic sampledNetflow [2], can be used to predict futureutilized. Note that most modern routers readily supportynan
traffic patterns. We approach this problem from the point ofiechanisms to enable differentiated treatment of packets.
view of an ISP who might want to provide differentiatecexample, router vendors already offer products with sdphis
services to its customers based on their historic trafficadra cated classifiers and policing mechanisms [9], [10].
teristics. We therefore perform the analysis at the graityla The main contributions of our work are:



o We develop heuristics that can be applied to flow dataformation to produce accurate good-COls for that custome
to derive good-COls for Internet traffic. These heuristiche ISPs can in turn use these good COls to prioritize good
are based on generally-accepted characteristics of gdaoaffic over unwanted traffic as desired. Here, we outline the

traffic.

basic heuristics we tested for their efficacy in identifygapd

We evaluate these heuristics using ground truth froftows.

an enterprise network. The heuristics based on history

of frequent communication perform the best. They pro- 1) Low Port Number Heuristic: Low port numbers gen-

duce good-COls that are very effective in differentiating
wanted traffic from unwanted traffic.

We evaluate the utility of using good-COls to predict
wanted traffic for ISP customers using a large corpus of
Internet data from more than 50,000 ISP customers and
find that the system is likely to be benificial to at least

78%.

The outline of the remainder of the paper is as follows.
Section Il discusses related work to provide context for our
work. In Section Il we discuss the heuristics we use in con-
structing our good-COls. We describe our data in Section IV.
The performance of these heuristics is presented in Sevdtion
and Section VI. Finally, we conclude the paper in Section VII

IIl. RELATED WORK

Using the inherent structure afforded by communities-of-
interest (COIs) to impose structure on communicating iestit

2)

has been performed in the context of the phone network [11] as

well as enterprise data networks [3], [4]. The proactive BDo
mitigation work [1] that motivates our own work also used
COls derived from Internet data. However, in that work the
COl was derived from unsampled flow records which does not

offer a scalable solution for deriving COls fatl customers

connected to an ISP. Further, [1] made use of both a good-
COlI (as we do) and a bad-COl representing a set of unwanted
communicating entities. In our work we limit out attention 3)

to deriving the good-COIl. This is motivated in part by recent

results that indicate very high churn in botnet populatijdr2s,

which indicate that unwanted traffic might in general notéhav
stable communication patterns and thus not provide sigmific

utility to our approach.

Most DDoS mitigation approaches [13]-[18] are reactive in
nature rather than the proactive approach adopted for ork. wo
Our work has some similarity with the “off-by-default” [19]
approach where an end system explicitly indicates to the

network infrastructure what traffic it wants to receive. fRat

than explicitly signaling this information to the network,

however, in our case the network indirectly derives thigiinf

mation from traffic patterns. Similar to our own, a proactive 4)

protection approach is also followed in the surge protactio
work presented in [20]. However, in [20] the emphasis is on

protecting the network infrastructure by exploiting stigpiin

aggregatetraffic flows, whereas the focus of our work is to

provide fine grained per-customer protection by using Btgbi
in the communication patterns of enterprise networks.

IIl. HEURISTICS TOIDENTIFY GOOD COls

Our goal is to find heuristics that when applied to sampled

Netflow data on each customer interface of an ISP can extract

erally require root access. Even though services on these
ports could be compromised, a low port number is
in general an indication of a legitimate service. The
low port number heuristic leverages this observation to
identify good flows. Notice that higher port numbers
may sometimes indicate good traffic depending on the
specific applications used at a specific site. Further, low
port numbers may not have a reason to be viewed as
good in specific cases. However, obtaining such site-
specific information is not always be possible. In this
paper, we use this heuristic assuming the lack of site-
specific information. Hence, we consider a flow to be
good if either of the port numbers involved in the
connection are below 1024.

Low Packet Count Heuristic: This heuristic leverages
the fact that most flows on the Internet are short [21].
It checks if a flow has seen five or fewer packets,
as measured by sampled Netflow. This translates to
approximately2, 500 or fewer actual packets in the flow
due to the 1 in 500 sampling in our primary data set. If
a flow passes this test, we consider it good. We note that
this heuristic may also be used to exclude short flows
resulting from port scans and denial-of-service (DoS)
related connection attempts. However, we are unable to
isolate the later due to the 1/500 packet sampling rate.
Reverse Flow Seen Heuristiclf a flow in one direction

is reciprocated by a flow in the reverse direction, it is
in indication of a two-way connection. Although two-
way communication does not guarantee the goodness of
traffic in cases such as spam or a visit to a malware-
containing Web site, most good traffic tends to have
a request-response nature. For each flow, this heuristic
checks to see if we have seen a flow between the same
pair of IP addresses in the opposite direction within the
previous seven days. If we have, then we consider the
flow good, otherwise, we consider it suspect. A similar
heuristic has been used previously in [22] to identify
good traffic, although not for sampled data.

Recent History Heuristic: This heuristic is based on
the assumption that frequent communication indicates
goodness. A common example supporting this heuristic
is Web browsing, when a client may visit multiple pages
on the same Web site. For each sending IP address,
this heuristic checks if the IP address was seen in the
previous hour. If so, the flow is considered good. This in
effect requires a sender to be seen twice within an hour
to be added to the COI. Recall that these heuristics are
being used to construct COIs, not to classify flows on
their own. Therefore, no IP address would be considered



as bad the first time it is seen. If it returns within ao the same customer site but before it was subject to the

hour, it will be marked as good and inserted in the futurirewall. Combined, these two data sets serve as ground truth

good-COl. and provide us a full view of all the flows to this customer
5) Non-recent History Heuristic: This heuristic is in some site and allow us to distinguish good traffic from the rest of

ways the complement of the recent history heuristithe traffic.

Like the recent history heuristic, it checks if an IP . -

address has been seen previously. However, insteadBofBaSIC Statistics

checking if it was seen in the previous hour, it checks We now present in Table | basic statistics for Netflow

if it was seen in the previous seven days except for tfgampled), unsampled good data, and unsampled full data for

previous hour. The motivation behind this heuristic i¢he customer site where we performed a detailed analysis. Al

the observation that most attacks are short-lived [23], §simbers presented are averages per day, over the 16 days we

if an IP address has been seen multiple times in flowse to test the good-COls.

not close together, it is likely to be legitimate.

L2 . TABLE |
6) No Heuristic: Where appropriate, we compare the_re- BASIC STATISTICS FOR EACH DATA SET
sults of using the heuristics with that of not applying
any heuristic, instead simply adding all observed IP Sampled| Unsampled Good| Unsampled Full
. i Number of Flows | 13,738 2,224,698 3,695,850
addresses to the COIl. This serves as a baseline to tell| Number of Packetd 106972 146,850 472 168,076 457
how much of an effect the heuristics have. Traffic Volume 146 MB 152.0 GB 181.7 GB
Number of IPs 919 21,487 62,720
IV. DATA SOURCES ANDOVERVIEW Number of /24s 658 12,599 48,880
While our aim is to apply the heuristics to sampled Netflow
data available to ISPs, we must test them against more V. EFFECTIVENESS OFHEURISTICS
the data sets we use toward this goal. Section 11l perform individually and in combination withtur

heuristics. We test each heuristic under various paraseter

A. Data Sources . . . . .

_ . ) The analysis presented in this section focuses on a single
Sampled Data:Our primary data set is sampled Netflow dat, ,siomer site since unsampled ground truth is required for
to which we apply the heuristics. We collect this data fro%is purpose

over 200 routers on a tier-1 ISP network. The Netflow data
contains many pieces of information at flow granularity, inA. Individual Heuristics

cluding the start and end times of flows, source and destimati A good heuristic would correctly classify a large perceptag
IP addresses and ports, transport layer protocol, and mumgenetfiow records. Here, we examine how effective individua
of packets in the flow. It also contains the ingress and egregsyristics are in doing so. We build good-COIs for each
interfaces where the flow enters and leaves the ISPs netwq{kyristic by applying the heuristic to Netflow data for 30 slay
useful in identifying the origin and destination sites f@ck jn 5 row. Any time the heuristic marks a flow as good, we
flow. add the /24 containing the sender’s IP address to the good-
The Netflow data is sampled in two ways. First, the routetso|. Once the good-COl is built, we apply it to the flows
do packet sampling at a rate of 1 in 500. In addition, th&yom the following day of ground truth data, checking which
perform smart sampling[2], a technique to get a reliablejt classifies as good or bad, and how they were classified in
estimate of detailed usage from only a subset of flow recorlig ground truth data itself. We repeat this process for 38 da

by exploiting the fact that a large fraction of usage is coved o ground truth, building a new good-COlI shifted forward by
in a small fraction of flows. By preferentially sampling larg 5 gay each time.

flows over small ones, one can control the volume of stasistic | order to directly compare the heuristics, we plot the
while simultaneously controlling the variance of statiati percentage of flows from each day of ground truth correctly
estimates derived from them. Smart sampling entails balgnc ¢|assified by each heuristic in Figure Zhe history-based
those two objectives in an optimal manner. heuristics and the one based on the presence of a reverse flow
Unsampled Data:In order to test the efficacy of our heuris-outperform all others on most day$he low port heuristic
tics, we utilize two unsampled data sets. The first, referredso is best on a few days, but not many. The packet count
to asunsampled good datsubsequently, was collected insidéneuristic has little effect, it is visually indistinguidhle from

of a firewall at one “customer” site. Assuming the firewall is10 heuristic in the graph.

accurate and has already filtered out the bad flows, this data&iven that our goal is to prioritize good traffic, it is impor-
would serve as a ground truth for testing if a heuristic doéant for our classification to produce low false positives,,i
well in identifying good data from sampled Netflow. This datéewer bad flows classified as good. Having low false negatives
was collected using a Gigascope device [24] and containieel, fewer good flows classified as bad, is an important metri
good flows to one /16 prefix. The second data set, referred toag more important in scenarios where traffic is being fillere
unsampled full datasubsequently, is unsampled data destindelgure 3 shows the false positives each day for each heuristi
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Fig. 2. Overall effectiveness of good-COls based on eachidieuusing 30 Fig. 4. Effect of varying number of days of Netflow used to camstgood-

days of Netflow COl for a single day
100% ‘ — .
no heuristic —— of Netflow data used to construct a good-COlI to classify a
90% nonvecent ﬂ:g{gg 7 single day of data (day 15, the last day, from Figure 2). We
o 80% packet count s 1 see similar trends for non-recent and recent history hiecsis
£ 70% eveowport = 1 The amount classified correctly has a notable increase éor th
S 60% first few days, but near day 5 it levels off having only margjina
% 0% increases in accuracy per day by the time it gets to day 10.
g I The reverse flow heuristic shows a similar pattern excepafor
5 40% / \ A much greater increase in the first few dayhis indicates that
E 30% ﬁ\\\/ \\ /__/ at least for the day used here, more than about 10 days worth
< 20% \\\ 1 of history is probably not providing enough benefit to jystif
10% N its use.When investigating false positives and negatives, we
0% . I find that using more Netflow decreases false negatives while
0 2 4 6 8 10 12 14 16 false positives depend very little on how much Netflow is used
time (days) Similar to the overall accuracy, the change in false passtig

most significant for small numbers of days of history, having
Fig. 3. Daily false positive rate for good-COI based on eagtristic using |ittle effect beyond 10 days of Netflow used.
30 days of Netflow Results from classifying a single day are promising, but
we must look across more days to be certain 10 days is

- sufficient. In Table Il we show the accuracy of the top three
The good-COI based on the reverse flow heuristic pmducﬁéuristics when using 5, 10, or 30 days of Netflow to build

a!most no false posmves,' a maX|mu'm.of 0.1%. The .rec‘%H& good-COl. We see only a small difference between using
history and non-recent history heuristics produce sl'ghﬂlo days of Netflow, and using 30. The greatest difference here

. . 0 o X -
more, W'th maximums of 4.3% an(_j 2.8%, while the remaining 1 494 for the reverse flow heuristic, while the most aceaurat
heuristics do noticeably worséncidentally, the non-recent heuristic, non-recent history, only has a difference oR@.7

history, recent history, and reverse flow heuristics cfpasp The difference between 5 and 10 days is greater, 2.9% for

to 23.0%, 26.2% and 3.0'.5% of flows as false neggtlveg. E,Vﬁgn-recent historyAlthough there is some variation based on
though the other heur_lstlcs have Iegs fa's’? f?‘?ga“"es"?h'sthe heuristic and the day being considered, it appears that
not a major concern since our goal is to prioritize, not f.llter10 days of history used to construct the COI produces COls

Experimenting with amount of Netflow used: The analysis almost as good as those with 30 days, without requiring as
thus far used 30 days of Netflow data to construct good-COmUch history to be maintained.
Ideally, it would be best to use as little information as flles Varying parameters for heuristics: A few of the heuristics
without compromising on the accuracy, for this would requircan be varied in various ways. Focusing again on just the
less information to be maintained and less processing 1d buiop three heuristics, the amount of history considered Her t
the good-COI for each customer interface at the ISP. We neécent history heuristic, or excluded for the non-recestany
experiment with varying number of days of Netflow data. Wheuristic can be varied. There are not any obvious variation
focus our analysis here on the three best heuristics. for the reverse flow heuristic. We now explore the effect of
Figure 4 shows the effect of varying the number of daygrying these parameters, using 10 days of Netflow to build



TABLE 11
AVERAGE PERCENTAGE OF FLOWS CORRECTLY CLASSIFIED BE€OIs 12000
BASED ON NUMBER OF DAYS OFNETFLOW DATA USED

no heuristic —5—
nonrecent history &
10000 | recent history -4

c
g
S
&
Heuristic % correctly classified ) packet count %
5 days | 10 days| 30 days E low port
Non-recent history| 77.4% 80.3% 81.0% s 8000 | reverse flow @
Recent history 75.1% 77.8% 78.5% =
Reverse flow 71.7% | 75.5% | 76.9% =
Q 6000 r
(@)
£
%]
the good-COl. § 4000 F 1
. . . - A
In addition to the usual one hour of history, we consider two s R e
hours and one day of history for the recent history. Simyjjarl é 20008, T o
for non-recent history we consider seven days of historgpic 3 =~ Aw T Be———gmo : s S—
for the most recent one hour, two hours, and one day. We 0 0 1 ’ 3 4 = 6
additionally consider aimplified history heuristicconsisting 10 day periods

of the full seven days without anything removed. For the

variations of the non-recent history heuristic, on avertige Fig.5. Overlap of COIs based on non-overlapping 10 day perag Netflow.
S|mp||f|ed history heuristic performs best, Correcﬂy sl&gng Upw_ard sloplng Iint_es with unfilled markers shov_v unions of C@swnward
81.2% of flows, a slight gain over the variation we startgg°Png ines with filled markers show intersections.

with, which removes a single hour. However, this varies day

to day, with our original version sometimes performing eett ;. apply. The other is degree of churn. If the churn in the IP

The situation is more clear for the recent history heur.istiﬁreﬁxes that belong to the good-COl is low, the COI will not
Considering greater lengths of time for this heuristic diea noeq to be regenerated as often. ’

improves the accuracy of the COI based on it, with the sevengjqre 5 plots the union and intersection of good-COls built

days of the simplified history heuristic being best. Althbugusing consecutive non-overlapping 10 day periods of Netflow

the recent and non-recent history heuristics were based @l We can see how both properties are represented in each
different reasoning, the performance of this simplifieddns  heristic in this figure. In the first 10 day period considette

heuristic indicates that what really matters is whethen@lar  (ocent non-recent history, and reverse flow heuristicsSpiit

flow is seen twice within a window of several days, withouizg and 191 /24s in their good-COls respectively, while the
regard to whether the sightings are within an hour of eagihers more than double this. We also see that the difference
other. The marginal gain of this heuristic over the othetdms penween union and intersection grows slower for these thian f

heuristics also shows that they mostly were identifying thghers, indicating that these heuristics have more carsigt
same flows. There is still, however, a trade-off to consider.

Though we do best with seven days of history, this requires  VI. GOOD-COIS FORMULTIPLE CUSTOMERS
maintaining an additional seven days of Netflow. Using one In Section V, we investigated how well the heuristics
day instead of seven provides 80.0% accuracy, while nelassify traffic for one site. Because we can not make mea-
requiring as much extra history to be maintained. surements inside other customer sites, we have no way of
judging how the heuristics will perform at other customer
sites. However, we can look for properties which may give

Thus far, we have only discussed how well the heuristieg indication of how effective a COI would be. One property
perform individually. We also evaluated if combining mplé essential to a COI isconsistency in traffic A good-COI
heuristics would produce better results than individuason classifies traffic based on the information built up from the
There are two possible methods of combination, add a /24tt@ffic seen on previous days. A lack of consistency would
the good-COl if it meets either one of the heuristitgyical make the good-COl less useful since traffic from previousday
OR), or add it to the good-COlI only if it meets both of theyould not be able to tell us what to expect on the next one.
heuristics [ogical AND). We investigated both methods of We can get some idea of this property by building good-
combination for a pair of heuristics at a tim@verall, we COQls and testing how much of the overall traffic seen on the
found that combining the heuristics did not gain much, withext day matches the COI. For this purpose, we build COls
the best combination classifying only 0.03% additional #owfor in excess of 50,000 sites, chosen by selecting the subset
correctly. of network egress points which are the eventual destinstion
C. Other good-COI Properties for traffic observed at a single router on a single day.

Aside from accuracy, there are other properties we woufty Results
like in the good-COl, especially since the accuracy we kecei Figure 6 shows for each site what percentage of flows seen
from the three best-performing heuristics is similar. Orie @n the test day matched the good-COl for each site. We see a
these is the size of the good-COIl. The smaller the COI iwjde variation on how many flows match a good-COI for each
the less space it will take up and the more efficient it will bsite.In 6.3% of sites, all of the test data matches the good;COI

B. Combined Heuristics
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indicating a COIl would work well for these. In 4.0% of sitestll}
there is no match between the COI and the flows observed [95]
the testing day. For these sites, it is likely that the sysiem
propose will not be helpful since there is no consistency in
their traffic. (13]

While it is very likely that a COI would help those with
100% match and not help those with 0% match it is le$¥l
certain how it would affect those sites in between. The singl
site we tested in detail averages 25.7% of flows matching thg)
COl using this method78.3% of the sites we tested have a
higher match with their testing data than this single sitais
indicates that while a good-COI may not be beneficial to every
site, it is likely to be beneficial to a majority of them, since
most have better consistency than the single site for whigh W
have shown the system would work.

(18]

VII. CONCLUSION
[19]

We have shown that it is feasible to develop good-COls that
can help ISPs prioritize traffic per customer. The COls can 7
derived only based on easily-available sampled-Netflova.dat
Specifically, simple history-based heuristics, or a heiaris [21]
based on seeing a flow in both directions, applied to the
data produce good-COls which are reasonably accurate
the purpose of traffic prioritization. While we investigati
issue extensively for one site and looked into the efficadhef
system for many other sites, there are various other astetts
need to be analyzed in detail in order to ascertain the fiiaasib
of our proposal. Specifically, it would be useful to examin&4
other properties of those customer sites where the good-COlI
resulting from our approach perform poorly. Further, ouiren
evaluation was on real traffic. It may be useful to simulate th
efficacy of our system under a wider variety of traffic patsgern
including those of common attacks not covered by our data.

(23]
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