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Abstract—PDAs and smartphones are increasingly being used  Studies in [1], [2] analyzed the performance of SSL on
as handheld computers. Today, their network connectivity and PDAs. However, they did not observe SSL's performance in
their usages for various tasks over the Internet require privay fine granular detail: They focused on measuring the running

and authenticity. In this paper, we conduct a comprehensive and ti f | h blic-k t hi fi d
comparative study of the performance of the SSL protocol for M€ OF Only €ach public-k€y Cryptographic operation an

PDA and laptop clients, both in WEP secured and open Wi-Fi en- the whole protocol. Specifically, the SSL protocol has two
vironments. Unlike previous studies [1], [2], the measurementsra  phases. Théandshake phasallows the client and the server

at sub-protocol granularity allowing for researchers to consider to securely exchange a key using public-key cryptography.
appropriate optimizations for these resource-constrained devis. This phase is known to be computationally expensive and

Unsurprisingly, we find that SSL handshake costs 3 times more tai twork fl Sub tly. thata t f
at a PDA client than it does for a laptop client, but surprisingly contain many network Tlows. subsequently, a transfer

most of the delay comes from network latency and other PDA Phaseuses the resulting key to exchange data securely and
architecture issues, not cryptographic computation. This sugggs more efficiently.We separate each phase into detailed steps to
that more effort should be spent in minimizing communication  gpecifically distinguish cryptographic and network opamas
rounds in future cryptographic protocols that will be used by  fom the other general codeDur granular analysis enables
PDAs, even at the cost of more cryptographic operations. us to clearly observe how factors other than CPU affect
the performance of SSL. CPU clock speed is not the only
factor affecting the practical performance of securitytpro
Small devices such as Personal Data Assistants (PDAg)s. Other constrained resources, such as, network access
and smartphones pervade our society today. They typicadywer memory and buses in PDAs, are also contributing
come equipped with a Wi-Fi or cellular network connectiorglements. Furthermore, it is important to understand how CP
allowing them to connect to the Internet. Increasinglyytaee  bound cryptographic operations run inside a security paito
being used as clients in scenarios that require security) sespecially in such a constrained environment. We analyze
as e-commerce and e-mailing. the proportion of CPU-bound cryptographic operations @& th
Wired Equivalent Privacy (WEP) [3] is still commonly performance of SSL as compared to the network and other
used to secure many Wi-Fi communications at the data ligieneral sections of code.
layer, despite its known vulnerabilities [4]. Further, thecure b) Server-Side Measurement$ie study SSL perfor-
Sockets Layer (SSL) protocol [5] forms the basis for the vagiance at both the client and the server. To our knowledge,
majority of secure Web transactions. It provides security this paper is the first study to investigate how the perforrean
the transport layer. While the performance impact of theg¢ SSL on PDA clients can affect that of SSL on a server.
protocols, especially SSL, is well studied for commodity\n SSL server handles clients without the knowledge of their
client machines, only recently [1], [2], [6] has the commiyni capabilities. The low performance of SSL on PDAs causes the
begun studying the performance of these protocols for smadirver to under-serve its potential. Although the sen@P&)’s
handheld devices such as PDAs and smartphones which haig can be preempted for other clierttse specific number of
constrained computational, energy and software resaurces permitted outstanding handshakes is fixed in modern Web or
It is important to study how security protocols perform irther server implementation$hus, the performance of SSL
constrained environments, so that better, customizedmpti on PDA clients also impacts that of the server.
can be designed. We undertake such a study for SSL and c) Session Resumption Measuremeit& examine SSL
WEP on PDAs, comparing their performance to that of laptopsession resumptigrwhich permits—in cases where the client
Overall, our paper makes the following contributions: re-connects to the server—an abridged cryptographic hand-
a) Granularity: We perform a comprehensive and granshake.
ular study of the performance of SSL protocol on PDAs. We d) PDA vs. Laptop: We compare the performance of
used a high-end PDA, whose processor and running spéke SSL protocol on PDA and laptop clients with commodity
compares favorably to modern average smartphones sucthasiware and software configurations.
the iPhone 3G and BlackBerry Storm, we therefore believe e) WEP & SSL:We study the effect of using WEP
our results represent a majority of such devices. concurrently with SSL. Prior to being shown insecure, WEP

I. INTRODUCTION



was widely accepted as a wireless security protocol. Whigeich as supported ciphersuites. The server responds with a
WEP has shown to be insecure, measurements of its effServerHellomessage selecting a set of protocol options. It
on the SSL protocol gives some insight as to what migkhien sends its public-key certificate inServerKeyExchange
be expected from WPA2 [7], WEP’s accepted replacemembessage. The server finalizes its part of the negotiatioh wit
It is important to understand how this combination of seaguria ServerHelloDonemessage. Toward that goal of generating
protocols affects, if at all, the performance of SSL ovesymmetric keys, the client sends a premaster-secret gecryp
wireless networks. Works in [1], [6] examined the performan with the server’s public-key in €lientKkeyExchangenessage.
of SSL over an open Wi-Fi connection, but did not explorBoth the client and the server generate a the premastertsecr
the effect of WEP. and exchanged random numbers as seeds. The client then

The rest of this paper is organized as follows. Related woslkends aChangeCipherSpemessage to activate the negotiated
is discussed in Section Il. Section Il provides a backgtbon ciphersuite protocols for all further sent messages. Kindile
SSL and WEP protocols. Section 1V introduces our experimealient sends thé&inishedmessage encrypted with the master-
tal environment and experimental methodology. In Sectipn ey and authenticated according to the negotiated option.
we present the performance evaluation. Section VI consludehe server finishes by sendingGhangeCipherSpemessage
the paper. similar to that of the client and then sending the encrypted
Finished message.

The full SSL handshake is expensive, for it requires expen-

Works in [8], [9] measured the performance of an SSL Wedlve asymmetric cryptography operations and a large number
server by instrumenting and analyzing SSL protocol stackst messages. This can severely degrade performance in cases
They measured the timing of cryptographic operations aad #yhere multiple clients try to connect to an SSL server simul-
entire protocolon client and server machines over Etherne@neougy_ To minimize the overhead due to the asymmetric
They did not consider PDAs or wireless networks. The authafigndshake, the SSL protocol defines a mechanism by which
of [10], [11] measured the performance and battery usagefprevious session can be resumed without repeating the
“naked” cryptographic operations in PDA. They did not irvesasymmetric operations. Termed asssion resumpti¢n[5]
tigate how such cryptographic algorithms performed within and [12]) it starts with aClientHello message just like the
security protocol such as SSL. [6] studied battery drairag® full handshake, but a previously establist®essionIDis used
to individual cryptographic operations when SSL was run dnstead of new one. This allows for a reuse of the previously
a PDA, but they did not measure other SSL costs. [1], [Zegotiated security options and master-key. Upon agreeing
studied the performance of SSL on a PDA, but did not analyzge sessionID, the server responds witeaverHellomessage.
the detailed costs of SSL. They measured only timing of thehe next three messages of the full handshake are skipped (an
handshake, data transfer, and cryptographic operationite W thus the asymmetric cryptography). The server directlydsen
allowing different key sizes and cryptographic algorithf®  the ChangeCipherSpeandFinishedmessages to reactivate the
considered the costs of session resumption as well as fsevious security options. The client concludes the hamkish
handshake. However, they did not investigate the diffe¥endyy also sending theChangeCipherSpeand Finished mes-
between PDA and laptop clients. Furthermore, none of relevaages. Session resumption provides a significant perfa@nan

works measured or compared the cost of WEP against opgiin especially when a client opens multiple connections to
wireless environments for PDAs. an SSL server.

II. RELATED WORK

lll. BACKGROUND B. Wired Equivalent Privacy (WEP)

A. Secure Sockets Layer (SSL) Wireless networks broadcast messages using radio waves,
The Secure Sockets Layer (SSL) protocol [5] providdsaving them susceptible to eavesdropping. The Wired Equiv
security for network traffic at the transport layer and fotims alent Privacy (WEP) is a protocol to secure 802.11 wireless
basis of most secure Web transactions on the Internet todagtworks. WEP adopts a stream cipher, RC4, for privacy and
Originally developed by Netscape corporation as a securityCRC-32 checksum for integrity. In a common configuration,
enhancement for their Web server and browser, it has sirk28-bit WEP key is used. WEP’s cryptographic protocol is
been adopted by almost all vendors and developers for the#rsily broken [4], but its use continues due to the sheer
security sensitive client-server applications. SSL hasobe number of deployed devices that support it, compared toesubs
the de facto standard for transport layer security. Thermette quent secure standards of Wi-Fi Protected Access (WPA) and
Engineering Task Force (IETF) has standardized SSL as \&iPA2 [7], which are frequently unsupported on older devices.
IETF standard under the name of Transport Layer SecurMye conducted experiments on WEP due to its pervasive use,
(TLS) protocol [12]. The two protocols are slightly differe despite its flaws.
in the aspects of key expansion and authentication, butdor o
purposes are essentially the same. We focus on SSL in this IV. METHODOLOGY
paper. Experimental Environment: We used a desktop, laptop,
In SSL, to start the handshake, the client sends the serfA®A, and wireless router to evaluate the performances of SSL
ClientHello message (Figure 1) proposing protocol optiongnd WEP. The desktop was used as a server. The laptop and the



Client Server

Proposes SSL options

Step I: Initializes and prepares ClientHello message A
ClientHello —

(Step 1 -1:Sends ClientHello message)

Step I:Accepts client's connection and
receives ClientHello message

Selects SSL options Step2: Prepares and sends ServerHello message
Receives and sets up ciphers to be used ~—<@——————— ServerHello (Step2-1:Sends ServerHello message)

2-1: Check ) i d Server's certificate (public key) Step3: Prepares and sends server's certificate

Step2 | (Step2-1:Checks server's certificate an <—— ServerKeyExchange (Step3-1:Sends ServerKeyExchange message)
extracts server's public key)

Step4: Prepares and sends ServerHelloDone message

-
ServerHelloDone (Step4-1:Sends ServerHelloDone message)

{Premaster secret},

Step3: Prepares and sends ClientKeyExchange message server's public key Receives premaster secret and
(Step3-1: Generates premaster secret) ClientKeyExchange —— confirms the cipher setup
(Step3-2: Encrypts premaster secret (Step5-1:Decrypts
with server's public key) ClientKeyExchange message)
(Step3-3: Sends ClientKeyExchange message) (Step5-2: Generates the master key)

Step5
Activates negotiated options

Step4: Prepares and sends ChangeCipherSpec message ChangeCipherSpec

(Step4-1: Sends ChangeCipherSpec message)

Step5: Prepares and sends Finished message {Verifies negotiated options},geer key

(Step5- I: Hashes Finished message) {Finished} -
(Step5-2: Encrypts Finished message
with the master key)
(Step5-3: Sends Finished message)

(Step5-3: Decrypts
Finished message)
(Step5-4: Hashes Finished message) __|

Activates negotiated options Stepé6: Prepares and sends ChangeCipherSpec message

Receives and handles server's o ChangeCipherSpec (Step6-1: Sends ChangeCipherSpec message)

ChangeCipherSpec and Finished messages
{Verifies negotiated options}

Stepé - ?;s;?srhk:;} Step7: Prepares and sends Finished message
- (Step7-1: Hashes Finished message)
(Step6- I: Decrypts Finished message) (Step7-2: EncryptAs finished message with the master key)
(Step6-2: Hashes Finished message) (Step7-3:Sends Finished message)

Fig. 1. Cryptography and network messages in SSL handshake

PDA were used as clients. The device configurations are sho@umer yPer f or manceCount er ? into the Linux and Win-
in Table I. The PDA used in the experiment contains a higllows systems.

end commodny CI.DU for standa!one PDAs [13]. However, Itl@leasurements Performed:We measured the cost of the SSL
calculation speed is representative or faster than mosemod . .
rotocol at both the client and server. While the server staye

average smartphones, such as the iPhone 3G or BIackB(%r(gd' the clients alternated between laptop and PDA in our

gg);\m. \fVe cont(i)u:: tgd Efl" Ithe experlments tf)VGr_\If\(’)' reless asthtte%ts. There are two approaches to compare the performance
only supported Wireless communication. ensure 81[ an SSL client on a PDA to that on the laptop. The

:ﬁglfolgtfrrffvfsn;?ag:eddnaotts’a frrﬁg:eﬁscff;;l?ﬁzsgi Trﬁp?gp first is to make the environment as similar as possible for
"both laptop and PDA. One could install identical operating

system and identical version of SSL compiled using idehtica

compilers. Indeed, such similar configurations is posshbi&a

[ Device | Model [ CPU/RAM/OS | Network Connection| ! . ’

server Dell GX620 Pentium IV 3.2G/1G 1Gbps Ethernet previous study [6] that focused on measuring battery dggna
Linux kernel 2.6.9 i i

laptop | Dell Latitude D610 | Pentium M 1.86G/512M 802.11b !n PDAS took that ap_proaCh' The drawback of this approaCh
Linux kernel 2.6.9 is that it cannot effectively represent the tweaked peréoroe

PDA Dell Axim X51v Intel PXA270 624M/64M 802.11b H H H 7
Windows Mobile & of gommodlty_PI_DAs running commercial operating systems,

router | Netgear WGR614 | MSP2007 170M/4M | 802.11b/g, 1oMbps|  Which are optimized by hardware vendors. Vendors spend a

TABLE | lot of effort optimizing the OS and hardware to compliment

CONFIGURATION OF DEVICES USED each other. While more modern ports of Linux to smartphone

hardware (such as Android to the G1) would be so optimized,

it is unlikely that the port in [6] was. We left the optimized

The server and client programs were simple HTTP®indows Mobile on our PDA, but installed the same version
servers and clients written in C. We deployed OpenSSif OpenSSL both laptop and PDA. This allowed us to measure
(version 0.9.8a) [14] on the desktop, laptop, and the PD&SL performance in a widely used configuration. The PDAs
To measure timings, we instrumented the OpenSSL libraRave an automatic CPU speed adjustment mode. This option

and server and client programs by puttimgit sc! and allows an efficient use of battery, by slowing the CPU down
when it is idle, and speeding it up for computationally inten

10n Intel Pentium processonsdt sc (read time stamp counter) instruction  2The API function,Quer yPer f or manceCount er retrieves the current
returns the number of clock cycles since the CPU was powerent upset.  value of the high-resolution performance counter in the \&iwsl system.
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Fig. 2. Client timings for SSL handshake (ms) Fig. 3. Server timings for full SSL handshake (ms)

sive tasks. We enabled it on the PDA to further mimic thelient’s total handshake cost. In step 3, the PDA client send
settings under which PDAs are generally used. premaster-secret encrypted with the server’s public-Kéys
We evaluated the performance of both the handshake aaigso involves asymmetric public-key encryption (Note that
data transfer phases. For the handshake, we investigadedwifih RSA it is common to choose a public-key that allows for
cost of cryptographic operatiorss well as the processingfaster encryptions, at the expense of longer decryptidisi
of full messages. The latter was largely lacking in othesperation accounted for almo$0% of the total handshake
studies dealing with PDAsWe evaluated both handshakesost. The most expensive client operation in the full haaish
and the session resumptions. For the bulk data transfeephascurs in step 6. This step toel6% of the total handshake
measurements, our clients downloaded a pre-specified filest. Only a small component of this cost was due to the
from the server. To observe the effect of using the SSL patocsymmetric key decryption and hashing, which took a total
over WEP, we performed all timing measurements both withf 0.129ns The rest of it, 25.2ths was caused mainly by
and without WEP. The latter is often termegpen mode. a blocking socket read functio8l O r ead® in OpenSSL.
The WEP key size in all cases was 128 bits. All data-poinfshe function itself tookd3% of 25.2Ims Thus, its cost is not

represent the mean result of 100 identical runs. directly related to the overhead for SSL protocol itselff bu
implementation dependent.
V. EXPERIMENTAL RESULTS The corresponding results for the laptop client in open mode
A. The Granular Performance of the SSL Handshake ~ (denoted laptop-open) are alongside those of the PDA-open

mode in Figure 2. First, note every step of the laptop took

Figure 1 enumerates and describes the variqus steps of & time than for the PDAOverall, the laptop took only
SSL h_andshake. We s_ep{;\rate OUt_ cryptographic and netwgik% of the time the PDA took to finish the handshakeis is
operations at each entity into detailed sub-steps. It @salis 4 o,rprising because the laptop is not resource consttain
to clearly distinguish cryptographic and network opemsio e the PDA. Unsurprisingly, the steps that cost the most

from the other general operations performed by the SSL cogig,e tor PDA are also the ones that took most time for the
Figure 2 shows the handshake costs at the client when R top client. Further, the cryptographic operations in the

(1024 bit key) was used for the exchange of premaster-secighio; client took a total 0f5.9% of the total handshake
AES (256 bit key) was used for symmetric key encryption, and,s; while those of the PDA clients todR.5%. This is very

SHA-1 for hashing. These are the default values in many SSlrising, as the power management software on the PDA's
implementations. First we focus on the performance of th€pyy reduces its frequency when computational tasks are ligh
PDA.‘ client in open (msegure) mode (PDA-open bars.d.eplct%%d increases the frequency when they are more burdensome,
in Figure 2). The PDA client took a total of 50rto finish g4 one would expect the percentage time to be less on the
the handshake. This time includes network latency, whic WBpa_ \when removing the network latency and network packet
small since all of the messages are .small and the W'rel‘?ﬁﬁcessing times and comparing the cryptographic opestio
router setup was optimal. Most of this time was spent on stes ; percentage of time, we do see the expected relation, with

2, 3, and 6, each of which contains cryptographic operationfe ppa taking72% of time on cryptographic operations vs.
During step 2 the client verifies the server's SSL certificatd

extracts its public-key. Certificate verification requiigital 381 0 read function in OpenSSL is responsible for reading from a

S|gnatl.”e verification, a.-n eXpen$|Ve asymmetric crypfoigya blocking socket. The blocking problem is identified in Op8hSversion
operation. In total, this operation cost almogl of the 0.9.8a. We did not pursue the problem in other versions ofnGge.
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Fig. 4. A comparison of RSA and Diffie-Hellman Key Exchange foxAP Fig. 5. A comparison of RSA and Diffie-Hellman Key Exchange & th
and laptop clients (open wireless connection) SSL server (open wireless connection)

90% on the laptopHowever, this shows that factors other tharconcurrent handshakes than it might otherwise (most server
the processor speed differentials must be seriously ceresid restrict the number of active concurrent handshakes they ar
when designing protocols for PDA®e do not have data to willing to perform to limit computational loadsA server that
motivate why the network and stack latencies are so mushrvices many PDAs should be able to handle a larger number
higher on the PDA. of handshakes due to the implicit slack precipitated byingit
Effect of WEP on Handshake:Next, we repeated the above{ﬁrotzghptaﬁs.lllygeer;?;en;?(i;[ tr?]ljctrz]zt:]lioslrkr)]e[i?]plemented In SSL
experiments for PDA and laptop clients when WEP was usecf '
(respectively pda-wep and laptop-wep), and results are als

shown in Figure 20verall, using WEP increased the cost of

each SSL handshake step by a small amdspecifically, the g The Effect of Diffie-Hellman vs. RSA in Handshake
PDA client took 8% more time under WEP in comparison to
the open mode, where as the laptops performance remaine . . .
consigtent in both modes. This ispunpexrr))ected because, whileg SL suprE)_orts _mgl_tlple fkey exchange opgorr]]s ar‘:?'d mgl_nple
WEP adds another layer of security on top of SSL and S”ght@@yptogra.p kIC pr|r|n|t|\{jes or gncrypuon anf as mg. Ilnc |
reduces bandwidth it should not greatly affect latencyc&in mme_tnc- ey related operations account for a rather Isma
the amount of data being transmitted is relatively smalretheprOportIon of cost, we focus on handshake key-exchange

should be little noticeable effect on either device. Fipadne olptlotns. dFlgures 4 and t5 srowha CODmﬂparEOIT of thl':gs f(()jr
would not expect it to affect the PD#Aelatively more than it client and server respectively when Diffie-Hellman (DH) an

. SA with 1024-bit moduli are used. With DH, once again,
did the laptop.Therefore, we further measured the effect oieps 2, 3. and 6 take the longest time at the client, as was

gf;;g;ﬁ?:ﬂﬁ%%i&nn FE)I:.)As and laptops, with the resutme case with RSA. Ho_weyer, each of them take longer thgn

they took for RSA. This is expected because the expensive
Handshake at the Server:Figure 3 shows the handshakeoperation at the core of RSA and DH are exponentiation.
cost at the server when clients connect to it one at a time Az mentioned earlier, in the case of RSA the exponent for
both open and WEP modes. As expected, the server handiasryption can be chosen “intelligently” to speed up calcu-
most of the steps faster than the laptop client. The exaeptilation of the exponentiation, whereas in DH the exponents
is the decryption of th€lientKeyExchangenessage (step 5), must be chosen randomiyhe total running time for the full
which requires the use of its private key. This is the expbctbandshake at the PDA and laptop clients is respectively 6 and
outcome since we used a small and efficiently computal8etimes longer using DH. The running times at the server
encryption exponents (65,537) at the expense of a larfypdlow similar trends because the client and the server have
decryption exponent (as is typical usage with RSA publidge finish the handshake in tandeMlith RSA, we have an
keys).Further, the server took longer to finish the handshaka&pportunity for optimization by adjusting the public exgon,
when the client was a PDA than when it was a laptbpis causing the public-key operations in PDAs to be faster than t
is because the handshake proceeds in lockstep and the semtigate key operations in a server. Thus, there is a preferen
must wait for the clientTherefore, by providing knowledge offor implementing RSA on servers that will handshake with
a PDA client to a server it can optimize and enter in to mormany PDAs.



C. Handshake under Session Resumption VI. CONCLUSION

Session resumption allows a client to reconnect to the serve W& make several key conclusions in this paper. First, there

using previously negotiated options. We conducted teats si IS '00m for optimization of SSL handshake on the server-

lar to those for full handshake and measured timings for ea®€ by taking client's capabilities into account. Secoas,

step at each client as well as the server. We focused on R&#PECted, session resumption cuts down the handshake costs
key exchange for this case. Session resumption requiresy fegtPstantially. However, the measuretative gains for a laptop

steps and excludes any asymmetric cryptographic opesatio‘ﬁre more than those experienced by a PDA. The differences
As a result, it cost only a fraction of the time in comparison tP€tween PDA and laptop resources become somewhat less

the full handshakeSpecifically, the session resumption cos@PParent at the data transfer phase which requires less-expe
were 28% and 14% of the full handshake costs for the the PISX€ Cryptographic operations for the SSL protocol. Howeve

and laptop clients respectivelgiven that we have shown thatWhen combined with WEP the computational penalty reasserts

a large part of the latency on the PDA is due to the networkintjS€!f for larger transfers. We also find that the use of RSA is
eferable than Diffie-Hellman in SSL handshakes from the

it is unclear how much of the saving on the PDA resul’ , fhe- _
from a reduced number of network flows. PDA and laptop€rsPective of optimizing costs at the client. _

session resumption times were 4@9and 4.181s Thus, the Our results indicate that all aspects of resource consgtrain
lack of asymmetric cryptographic operations allows fotldit ©N @ PDA affect the performance of the SSL protocol, not just

performance difference between the PDA and laptop clientf® CPU, which plays a large role in cryptographic operation
They point to the need for optimizing security protocols

for handheld devices. This is necessary not just to improve
D. Data Transfer & WEP experience for clients connecting through the devices but t

The next stage after the SSL handshake is that of d&asure that the server performance does not degrade adta resu
transfer. We measured data transfer times for an SSL cligtServing a large number of these clients. In the future,rwhe
when the client downloads multiple sizes of HTML files fronsMartphones are expected to be the dominant computational
the SSL server. The sizes are 130K, 256K, 512K, 1024K, aflgvice, this will be essential.
2048K bytes. Per wqu in [16], the size o'f 130K bytes'is REFERENCES
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