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Abstract

InternetProtocol Security(IPSec)is a widely deployed
mechanism for implementingVirtual Private Networks
(VPNs). This paperevaluatesthe performanceoverheads
associatedwith IPSec.We useOpenswan,an opensource
implementationof IPSec,andmeasure therunningtimesof
individual securityoperationsandalsothespeedupgained
by replacingvarious IPSeccomponentswith no-ops. The
main �ndings of this study include: VPN connectiones-
tablishmentandmaintenanceoverheadsfor short sessions
could be signi�cantly higher than those incurred while
transferringdata,andcryptographicoperationscontribute
32� 60%of thetotal IPSecoverheads.

1. Intr oduction

IP packetsdo not have any inherentsecurity, makingit
easyto forgeandinspecttheir content,includingtheIP ad-
dressescontainedin them.As aresult,thereis noguarantee
that a received IP packet: 1) is from the claimedsender,
2) containstheoriginal datathat thesenderput in it, or 3)
was not sniffed during transit. IPSec[10], [5] (short for
IP Security) providesa methodto protectIP datagramsby
de�ning a methodfor specifyingthetraf�c to protect,how
thattraf�c is to beprotected,andto whomthetraf�c is sent.
For both IPv4 and IPv6, it offers the choiceof two pro-
tocols: EncapsulatingSecurityPayload(ESP)[9] or Au-
thenticationHeader(AH) [8]. AH providesdataintegrity,
anti-replayprotection,andproof-of-dataorigin on received
packets.ESPprovidesdatacon�dentiality in additionto all
thatAH provides.In orderto establishandperiodicallyre-
freshthenecessarycryptographicparametersfor boththese
protocols,IPSecde�nesanotherprotocolcalledtheInternet
Key Exchange(IKE) [7] protocol.

Both ESPandAH protocolscanbeusedeitherin tunnel
modeor in transportmode.Thetransportmodeleavesthe
original IP headeruntouchedandis usedto protectonly the
upper-layerprotocols.As a result,it canonly be usedbe-
tweentwo endhoststhatarealsocryptographicendpoints.

The tunnelmodeprotectstheentireIP datagramby useof
encapsulationandcanbeusedto protecttraf�c betweentwo
endhosts,or two gateways(e.g.routers,�re walls), or be-
tweenanendhostanda gateway.

A popularandwidely deployeduseof IPSecis in estab-
lishing Virtual PrivateNetworks(VPNs). Throughtheuse
of cryptographicprimitives,VPNsallow off-site personnel
to accessorganizationalresourcesover the public Internet
as if they were on-site. Figure 1 shows an exampleof a
popularVPN con�guration. In orderto accessa resource,
sayResource1, theclient establishesanIPSectunnelwith
theorganization'sVPN server. Typically, theESPprotocol
is usedto ensurethe con�dentiality of datatraversingthe
Internet.To communicatewith Resource1, theclient forms
a IP datagramwith theorganization'slocal IP address(pro-
videdby theVPN server) asthesourceaddressandthe IP
addressof Resource1 as the destinationaddress.It then
encapsulatesthis datagramin anotherIP datagramwith its
presentIP addressas the sourceand organization's VPN
server's IP addressasthedestination.Uponreceiptof this
IP-in-IP datagram,the VPN server strips off the outer IP
header, decryptsthe inner IP datagram,andsendsit to Re-
source1. ToResource1, thedatagramappearsasthoughthe
clientwason-site.Tunnelmodeis preferredto thetransport
modebecausetheclient canlaterutilize thesametunnelto
accessResource2 remotelyaswell.
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Figure 1. A popular VPN con�guration.
While performanceof TransportLayer Security(TLS)

hasbeencharacterized[2, 1], very little researchhasbeen
conductedthusfar in understandingtheoverheadsinvolved
in usingIPSec.IPSecwasthe focusof work in [6], where
theauthorsexaminedtheESPandAH encapsulationover-
heads. However, a comprehensive picture of IPSecover-
headswasnot presentedbecausethe performancepenalty
associatedwith the IKE processwas not examined. This
aspectneedsto be understoodbecausethe IKE protocolis



usuallynot just runonceduringtheestablishmentof aVPN
connection.It is periodically run during longerVPN ses-
sionsfor strongersecurity. Also, frequentdisconnections
maycauseIKE to berun multiple timesfor clientsin wire-
lessenvironments.Further, thedifferencein overheadsdue
to differentencryptionalgorithmsandkey sizeswasnot in-
vestigatedin thepreviousIPSecwork [6].

In this work-in-progresspaper, we presentthe prelimi-
naryanalysisof theperformanceoverheadsassociatedwith
IPSecusingOpenswan[3], anopensourceimplementation
of IPSec.Wefocusonthetunnelmodeof operationandthe
ESPprotocolbecauseit is the mostwidely deployed con-
�guration for creatingVPNs. We utilize two methodsin
orderto analyzetheperformanceimpactof theESPproto-
col, the IKE protocol,variousencryptionalgorithms,and
variouscryptographickey sizes: measuringrun-timesfor
individual securityoperations,andreplacingvariousIPSec
componentswith no-opsandrecordingthespeed-upin the
run-timeof variousIPSecphases.Themain �ndings from
thiswork include:1) overheadsof theIKE protocolarecon-
siderablyhigher than thoseincurredby ESPfor process-
ing a datapacket, 2) cryptographicoperationscontribute
32� 60%of theoverheadsfor IKE and34� 55%for ESP,
3) digital signaturegenerationandDif�e-Hellman compu-
tationsare the largestcontributor of overheadsduring the
IKE processandonly a smallamountof theoverheadscan
beattributedto thesymmetrickey encryptionandhashing,
and4) symmetrickey encryptionis themostexpensiveop-
erationduringtheESPprocess.

2. Background

IPSecintegratessecurityat theIP layer. In orderto pro-
videhigherlayerservicesthatareIPSecoblivious,it de�nes
two new protocols,EncapsulatingSecurityPayload(ESP)
andAuthenticationHeader(AH). Both ESPand AH pro-
tocols encapsulateIP packetsusingESPandAH headers
respectively. In the caseof transportmodeof operation,
the original IP headeris retainedandthe new ESPor AH
headeris insertedbetweenthe IP headerandtheheaderof
thehigherlayertransportprotocollikeTCP. As aresult,us-
ing transportmodeimpliesusingIPSecbetweentheactual
sourceanddestinationof theIP packets.In thecaseof tun-
nelmodeof operation,theentireIP packetto beprotectedis
encapsulatedin anotherIP datagramandanIPSecheaderis
insertedbetweentheouterandinner IP headers.Thecom-
municationendpointsin tunnelmodearethosespeci�edin
theinnerheaderandthecryptographicendpointsarethose
appearingin theouterIP header. Dueto this �e xibility of-
feredby thetunnelmode,it is themostwidely usedin cre-
ating VPNs. Hence,we focuson the tunnelmodein this
paper.

ThechoicebetweenESPandAH protocolsdependson

thedesiredlevelof protectionfor theIPdatagrams.Asmen-
tioned earlier, the AH protocol offers dataintegrity, anti-
replayprotection,anddatasourceauthenticationbut does
notoffer dataprivacy. TheESPprotocoloffersdataprivacy
in addition to all the featuresofferedby the AH protocol
andis theprotocolof choicefor VPN deployment.Conse-
quently, the subsequentdescriptionin this sectionfocuses
on the ESPprotocolusedfor forming VPNs, even though
muchof it appliesto AH aswell. Also, the performance
evaluationpresentedin this paperfocuseson theESPpro-
tocol.

Theselectionof a cryptographicmechanismis required
beforeany IP datacanbeencryptedusingtheESPprotocol.
Theavailableprimitivesincludeusinga symmetrickey be-
tweenthetwo cryptographicendpointsor thepublickeysof
theendpoints.Sinceusingpublickey encryptionis compu-
tationally expensive, IPSecusessymmetrickeys. But, be-
fore IPSeccanusesymmetrickey to encryptdata,thesym-
metrickeys mustbeexchanged.While out-of-bandmeans
canbeused,it wouldnotbepossibleto scalethemfor large
networks. Moreover, they are not conducive to changing
keys in the event the key is compromised.To accomplish
this goal, IPSecde�nes the Internet Key Exchange (IKE)
protocol. We now describethe IKE andESPprotocolsin
sections2.1and2.2respectively.

2.1. IKE Protocol

The goal of the IKE protocol is to establishandmain-
tain sharedsecurityparametersandauthenticatedkeys be-
tweenthetwo IPSecendpoints.It usesaseriesof messages
containedin UDPdatagrams,typically directedto port500.
TheIKE protocolconsistsof two distinctphases.The�rst
phaseestablishesa symmetricIKE key betweenthe initia-
tor (VPN client in ourcase)andtheresponder(VPN server
in our case). This key is usedin the secondphaseto es-
tablisha symmetricIPSeckey for useduring ESPor AH
encapsulation.

IKE de�nes two possiblemodesfor the �rst phaseof
theprotocol: themainmodeandtheaggressivemode. The
mainmodeconsistsof 3 exchanges(6 messagesin total)be-
tweentheinitiator andtheresponder. Theaggressivemode
requireshalf thenumberof messagesbut provideslessne-
gotiatingcapabilities;furthermore,it doesnotprovideiden-
tity protectionfor the endpointsof the IPSectunnel. The
secondphaseis alsocalledthe quick modeandinvolves3
messages.

IPSecusesthenotionof SecurityAssociation(SA)in two
differentcontexts. In the context of the IKE protocol,the
SA de�nes themannerin which two endpointscommuni-
cate;for example,this involvesagreeingon the algorithm
usedto encrypttraf�c, the hashalgorithm,andthe mech-
anismto authenticatethe other end point. IKE de�nes 3



categoriesof authenticationmethods(5 in total) for phase
one: the �rst methodinvolvesthe useof pre-sharedkeys,
thenext two methodsusedigital signatures(usingRSA or
digital signaturesalgorithms),andthelasttwo methodsuse
publickey encryption.
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Figure 2. IKE Phase 1, Main Mode

Figure2 showsthemessageexchangesfor the�rst phase
of the IKE protocol in main modewith digital signature
schemefor authentication.In the �rst exchangesof I1 and
R1, theinitiator I suggestsmultiple SAsfor theIKE proto-
col (I K ESA I ) alongwith its cookieCI andtheresponder
R choosesone(I K ESAR ) of themwith its cookieCR . In
thesecondexchanges(I2 andR2), the initiator andthere-
sponderexchangeDif�e-Hellman (D-H) public values,gI

andgR respectively, andnonces,N I andNR respectively,
to preventreplayattacks.In the last I3 andR3, eachparty
computesindependentlythesharedkey SK from theprevi-
ousexchanges– cookies,nonces,andD-H values– sends
encryptionof eachidentity (I D I andI DR respectively), a
certi�catefor thepublickey veri�cation (whichis optional),
andasignatureonthehashedvalueof cookies,D-H values,
SK , SAs,andidentities.As a result,two partieswill agree
on theIKE symmetrickey (SK ).

When using a pre-sharedsecretas the authentication
mechanismfor phaseone,the�rst two exchangesareiden-
tical to thedigital signatureapproachdescribedin �gure 2.
Theonly differenceis in thethird exchange,whenonly the
identity of theend-pointanda hasharesentencrypted,in-
steadof thesignature.

Whenaggressivemodeis usedinsteadof themainmode
for phaseone,the �rst two messageson the initiator's side
arecombinedinto a singlemessage.Also, the responder's
�rst, second,andthird messagesarecombinedinto a sin-
gle message.This cutsdown thetotal numberof messages
requiredto establishtheIKE key usingphaseonein half.

The secondIKE phaseis donein quick modeand ac-
complishestwo tasks: 1) it establishesan IPSecSecurity
Association(SA)1 and2) it producesan IPSeckey for use
duringtheESPor AH encapsulation.Quick modeusesthe

1The IPSecSA is different from the IKE SA. In the context of IKE,

IKE key derivedfrom the �rst phaseexchangesto encrypt
its messages.
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Figure 3. IKE Phase 2, Quic k Mode

As shown in �gure 3, thesecondphaseof the IKE pro-
tocol is doneby threemessageexchanges.For the�rst and
secondmessagesI1 andR1, the initiator I andthe respon-
derR exchangeIPSecSAs(I PSecSA I andI PSecSAR ),
noncesN I andNR (for replayattackprotection),optional
D-H valuesgI andgR , andhashesof thesevaluesandmes-
sageIDs (to prove liveliness),H ashI 1 andH ashR1. After
the initiator sendsonemorehash(H ashI 2) usingbothN I

andNR andthemessageID asthethird message,bothpar-
ties will agreeon the IPSecsymmetrickey for useduring
ESPor AH encapsulation.

For bettersecurityduring longer VPN sessions,IPSec
providesa mechanismto periodicallyrefreshbothIKE and
IPSeckeys. Refreshingthe IKE key entailsrunningboth
IKE phasesbut refreshingtheIPSeckey only requiresrun-
ning thesecondphase(quickmode)again.

2.2. ESPProtocol

Wenow describetheprocessingof IP packetswhenESP
protocol is usedin tunnelmodein IPSecVPNs. For pro-
cessingoutboundpackets,thetransportlayerforwardsdata
to the IP layer, which hasbeenenhancedwith the IPSec
functionality. TheIP layerconsultsalocally maintainedSe-
curity Policy Database(SPD)thatde�nes thesecurityser-
vicesaffordedto thispacket. Theoutputof theSPDdictates
whethertheIP layerdropsthepacket,bypassessecurity, or
appliessecurity.

If securityis to be applied,theappropriateIPSecSA is
consultedby looking up theSA database(SADB)2 andthe
entire IP packet is encryptedandplacedinsideanotherIP
packet. To facilitate the processingof this packet at the
otherend,anESPheadercontainingSA mappinginforma-
tion andsequencenumber(to preventreplayattacks)is in-
sertedbetweenthenew IP headerandtheoriginalencrypted
IP packet. An ESPtrailer containingIntegrity CheckValue

the SA meantagreeingon the authenticationmechanism,encryptionand
hashalgorithms.But, in thecontext of IPSectheSA de�nestheprocessing
doneona speci�c IPSecpacket by choosingbetweentunnelandtransport
modes,andbetweenESPandAH protocols.

2An IPSecSA negotiatedthroughIKE secondphaseshouldexist at this
point, if not IKE is invokedto establishit.



(ICV) is alsoinsertedat theendof thenew IP packetbefore
sendingit out.

Upon arrival of an inboundESPpacket, the SADB is
consulted.If noSA exists,thereceivedpacket is discarded.
Otherwise,it is de-capsulatedandtheappropriateIPSeckey
to decrypttheoriginal IP packet is retrievedusingtheinfor-
mationcontainedin theESPheaderof thereceivedpacket.
Also, thesequencenumbercontainedin theESPheaderis
usedto preventreplayattacksandtheICV valuecontained
in theESPtrailer is veri�ed to guaranteethatthepacketwas
notmodi�ed duringtransmission.

3. Methodology

We usedOpenswan[3], anopensourceimplementation
of IPSec,to examinevariousaspectsof theIPSecprotocol.
This sectiondescribesthemethodologyusedto understand
the IPSecoverheads,including the softwareandhardware
usedandthetestsperformed.

3.1. Experimental Envir onment

To conductour experiments,we usedtwo x86 Dell Op-
tiplex GX PentiumIV machines. The �rst, usedas the
VPN server, hada 1:66GHz processoranda 100Mbpsnet-
work interfacecard,while thesecond,whichwasusedasa
VPN client hada 1:8GHz processoranda 1000Mbpsnet-
work card.Boththemachineshad512MBytesof RAM and
wereconnectedto eachotherthrougha 100MbpsEthernet
switch.

ThemachinesranDebianLinux [4] with a 2:6:8 kernel.
We disabledthe native IPSecsupportdueto compatibility
issuesandinsteadusedKernelLevel InternetProtocolSe-
curity (KLIPS), theshimprovidedby Openswanfor IPSec
support.TheOpenswanversionusedwas2:3:1dr3, thelat-
estversionat thetime ourexperimentsbegan.

For measuringbothIKE andESPoverheadsweusedtwo
differentapproaches:1) measuringthetime takenfor indi-
vidual securityoperations(referredto as timing measure-
mentssubsequently)and2) replacingvariousIPSeccom-
ponentswith no-ops(referredto as no-op measurements
subsequently).In orderto characterizetheamountof time
spenton variouscryptographicoperations,we insertedas-
semblycodes3 to capturethe CPU cycle count at which
a cryptographicfunction startedand the countat which it
completed.Wedeterminedtheelapsedtimefor eachopera-
tion by gatheringtheelapsedcyclesandmultiplying thiscy-
cle countwith theprocessor's clock speed.This technique
yieldsnanosecondresolution,allowing for highly accurate
resultsand minimum overhead. To get an alternateview

3On Intel Pentiumprocessors,RDTSC (ReadTime StampCounter)
instructionreturnsthenumberof clockcyclessincetheCPUwaspowered
upor reset.This valueis storedasa64-bit number.

on the overheadswe replacedthe computationallyexpen-
sive cryptographicoperationswith no-ops. For both IKE
andESP, we experimentedwith AES and3DESsymmetric
encryptionschemeswith key sizesof 128and256bits for
AES and192bits for 3DES.For thehashingalgorithm,we
testedtheMD5 hashingalgorithm.

3.2. TestsPerformed

IKE Testing. Out of the threecategoriesof authenti-
cation methodsprescribedfor IKE phaseone, Openswan
supportsonly two: digital signaturesandpre-sharedsecret.
We examinedtheoverheadsof bothof these.

The pre-sharedsecretauthenticationmechanismis the
most commonlyusedmethodin real-world VPN deploy-
ments using IPSec becauseit does not require that the
clientspossesspublic keys. It doesrequireadditionalau-
thenticationmeasuresbecauseorganizationsoftenkeepthe
pre-sharedsecretusedto establishthe IKE key in public
domainfor easyaccessfor their personnel.Sincetheover-
headsfor the digital signatureauthenticationmechanism
area supersetof thoseincurredwhenpre-sharedsecretap-
proachis used,we focuson the overheadsfor the digital
signatureapproachand elaboratewherethe two methods
diverge.

We evaluatedtheoverheadsfor bothmainmodeandag-
gressivemodefor IKE phaseoneand for quick modefor
phasetwo. Thepublicandprivatekeysrequiredfor thedig-
ital signaturesmethodweremanuallycon�gured for both
theclientandserver. To communicatewith therunningIKE
daemon,Openswanusesawrapperthatconnectsto thedae-
mon. We timed this wrapperto measurethe time to com-
plete the IKE exchanges.We conducted25 trials of IKE
daemonstart-up,connectioninitiation, connectiontermina-
tion, andtear-down.

ESP Testing. The IPSecESP moduleusesthe sym-
metric key obtainedthrough IKE to encapsulateand de-
capsulateoutgoingand incoming IP packets respectively.
For testingits overheads,weconducted25trialsof thetime
it took the IPSecVPN server to processa ping request
packet from theclient connectedvia anESPtunnel.

4. Experimental Results

Thissectionreportson theexperimentalresultsobtained
for timing andno-opmeasurementsfor ESPandIKE pro-
tocolsfor AES(key sizes128and256) and3DES(key size
192) encryptionschemeswith MD5 hashingalgorithm.

4.1. Timing Measurements

IKE Timings. Table1 shows the cryptographictiming
measurementsfor phasesone and two of the IKE proto-



col for the responder(VPN server in our case)whenmain
modewith digital signaturesasthe authenticationmethod
wasusedfor phaseone.Thereportednumbersareaveraged
over 25 trial runs. Here,andsubsequently, the encryption
algorithmsand key sizesare denotedby a concatenation
of the nameof the algorithmandthe key size(3DES192,
AES128,AES256respectively). Thecryptographicopera-
tionsarelabeledin thesamemannerasin �gures 2 and3,
with P1 and P2 prependedto disambiguatebetweenthe
two IKE phases.

Table 1. IKE cryptographic overheads for VPN
server (in ms).
MSG OPERATION 3DES192 AES128 AES256
P1,R2 D-H comp. 17.59 17.64 17.55
P1 IKE key gen. 0.18 0.13 0.13
P1,R2 Decryption 0.17 0.06 0.06
P1,R2 Signatureverif. 1.07 1.09 1.06
P1,R3 Hashverif. + gen. 0.04 0.04 0.04
P1,R3 Signaturegen. 78.82 79.10 78.96
P1,R3 Encryption 0.06 0.16 0.16
P2 Decryption 0.11 0.03 0.03
P2 Hashverif. 0.02 0.02 0.02
P2,R1 D-H comp. 17.91 17.95 17.95
P2,R1 Hashgen. 0.03 0.03 0.03
P2,R1 Encryption 0.08 0.18 0.18
P2 Decryption 0.07 0.02 0.02
P2 Hashverif. 0.01 0.02 0.01
P2 IPSeckey gen. 0.09 0.10 0.10

Total: 117.59 117.93 117.66

As table1 shows, the biggestcontributer to the crypto-
graphicoverheadsat theVPN serverwastheRSAsignature
generation.Outof thetotal373:82msrecordedat theserver
for theIKE processfor 3DES1924, including117:59msfor
thecryptographicoperationsasshown at theendof table1,
thisoneoperationtookapproximately21%of thetotal time
requiredfor theIKE processfor all key sizesandencryption
algorithmstested.However, veri�cation of signaturessent
by theclientwasmuchmoreef�cient (1:07ms,1:09ms,and
1:06msfor 3DES192,AES128,andAES256respectively).

The D-H computationswere the secondbiggestover-
headat theserver, consuminga total of 35:50ms(17:59ms
and17:91ms during phasesoneand two respectively) for
3DES192.Theseoverheadsvariedlittle acrossencryption
algorithms.The overheadsassociatedwith symmetrickey
encryptionand decryptionoperationsin both phasesare
quitelow andvarywith thesizeof thedatabeingencrypted.
Due to the small differencein the key sizesavailable for
testing,no clearconclusionaboutthe relationshipof over-
headsandkey sizesor encryptionalgorithmscanbedrawn.
Finally, hashingcontributedthe leastto the cryptographic
overheads.

The details of the overheadsrecordedat the initiator

4This includestheIKE messageprocessingat theclient (includingthe
cryptographicoperations)becauseIKE messageshappenin lock-step.

(VPN client) weresimilar to thosepresentedhereandare
omitteddueto spaceconstraints.Overall, the client over-
headswere less since the machineusedas the initiator
hada 200MHz processingedge. In particular, the crypto-
graphicoverheadsat the client were107:27ms,107:53ms,
and107:41msfor 3DES192,AES128,andAES256respec-
tively.

Changingthe authenticationmethodin IKE phaseone
mainmodeto pre-sharedsecretchangedthetotal IKE over-
headsat theserver to 214:99ms,213:71ms,and214:30ms
for 3DES192,AES128,and AES256respectively. These
overheadsdiffer from the digital signatureoverheadsonly
by twice thedigital signaturegenerationoverheads,oneat
theclientandoneat theserver. This is expectedbecausethe
remainingoperationsareverysimilar in bothauthentication
methods.For conciseness,we have omittedthe detailsof
theseresultsaswell.

Next, we replacedthe main modeby aggressive mode
for IKE phaseoneandmeasuredthe total IKE overheads
for both phasesfor digital signatureauthenticationmech-
anism. This reducedthe numberof messagesexchanged
betweenthe client and the server but did not changethe
cryptographicoperationsperformed. The resultsre�ected
this andno differencein cryptographicoverheadswasob-
served.Theoverall IKE overheadsdecreasedby only about
5ms.

Overall, the cryptographicoperationscontributedabout
60%to thetotal runningtimeof theIKE protocolfor all en-
cryption schemesandkey sizeswhendigital signatureau-
thenticationwasusedin mainmode(32%whenpre-shared
key wasusedin main modeand60% whendigital signa-
tureswereusedin aggressive mode). The remainingtime
wasspentin theactualtransmissionof themessages,mem-
ory management,andothernon-cryptographicoperations.

ESPTimings. To infer theESPoverheadswemeasured
the processingtime of a ping packet at the server. Fig-
ure 4 shows the averageoverheadsfor 3DES192over 25
trial runswhentheclient sendsa 736byteping requestto
theserver. Thetopto bottomof they-axisin �gure 4 shows
thejourney of aninboundping requestuntil theserver pre-
paresanoutboundping responsepacket. The inboundand
outboundESPoverheadsaredemarcatedby thedashedver-
tical linesandtherestof theoverheadsarethestandardping
processingoverheadsincurredby theLinux TCP/IPimple-
mentation.

Thekey observationfrom �gure 4 is thatESPprocessing
for apacketis considerablyfasterthanIKE. Also, outof the
total 148:61� s inboundprocessingtime, around58% was
contributedby symmetrickey decryption. Similarly, 55%
of theoutboundprocessingtimewascontributedby theen-
cryptionoperation.While theoverheadsfor thehashcom-
putationswere negligible in comparisonwith other over-
headsfor IKE, this is not thecasefor ESP.



Figure 4. Server ESP overheads (3DES192).

Figure 5. Comparison of ESP overheads.

Figure 5 shows the comparisonbetween 3DES192,
AES128,and AES256for the sameping packet process-
ing. While all otheroperationsincur thesameoverheadas
expected,AES256is almosttwo andahalf timesfasterthan
3DES192in spiteof thebiggerkey size.It remainsto bein-
vestigatedwhetherthis observation is hardwaredependent
andwhetherit holdstruefor largertransfers.

4.2. No­op Measurements

In orderto infer thenon-cryptographicIPSecoverheads
we no-opedcryptographicoperationsselectively andmea-
suredthe speed-up.This sectionreportson the no-opex-
perimentsconducted.

IKE No-ops.Table2 comparestheserveroverheadsbe-
tweenthefull IKE implementationandits no-opedskeleton
implementationwhere the cryptographicoperationshave
beenstrippedoff. Digital signatureswereusedfor authen-
ticationduringphaseone,whichwasrun in mainmode.

Table 2. Comparison of full and skeleton IKE
code (in ms).

3DES192 AES128 AES256
Full IKE 373.82 370.86 371.06
SkeletonIKE 141.48 141.16 141.05

Thedifferencebetweenskeletonandfull IKE implemen-
tationsfor all encryptionschemesis very closeto whatwe

observedusingthetiming measurementsandtheminor de-
viationscanbeattributedto compileroptimizationsthatoc-
curwhenthecodeis no-oped.Theresultsfor pre-sharedse-
cretin mainmodeanddigital signaturesin aggressivemode
havebeenomitteddueto spaceconstraints.

ESPNo-ops. Table3 comparestheprocessingtimesat
the server for native TCP/IP ping processing,the skele-
tonESPversionwhereall thecryptographicoperationshave
beenno-oped,andthefull ESPimplementation(3DES192,
AES128, AES256). It is noteworthy that even when all
cryptographicoperationsareno-oped,substantialESPover-
headremains,just like in the caseof IKE. The crypto-
graphicoperationscontribute 55%, 34%, and 37% to the
overallESPoverheadsfor 3DES192,AES128,andAES256
respectively. 3DES192performstheworstof threebut it re-
mainsto beinvestigatedwhetherthisobservationholdstrue
for largertransfersizesaswell.

Table 3. Comparison of full and skeleton ESP
code (in � s).

3DES192 AES128 AES256

Full ESP 345.69 244.13 252.16

SkeletonESP 182.37

Native TCP/IP 46.44
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