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Abstract

Internet Protocol Security(IPSec)is a widely deployed
medanism for implementing Virtual Private Networks
(VPNS). This paperevaluatesthe performanceoverheads
associatedvith IPSec. We useOpenswanan opensource
implementatiorof IPSec,and measue the runningtimesof
individual securityoperationsand alsothe speedumained
by replacingvarious IPSeccomponentsvith no-ops. The
main ndings of this studyinclude: VPN connectiones-
tablishmentand maintenanceverheaddor shortsessions
could be signi cantly higher than those incurred while
transferringdata, and cryptagraphic operationscontribute
32 60%ofthetotal IPSecoverheads.

1. Intr oduction

IP packetsdo not have ary inherentsecurity makingit
easyto forgeandinspecttheir content,includingtheIP ad-
dressesontainedn them.As aresult,thereis no guarantee
that a received IP paclet: 1) is from the claimedsender
2) containsthe original datathat the sendermputin it, or 3)
was not sniffed during transit. IPSec[10], [5] (shortfor
IP Searity) providesa methodto protectlP datagramby
de ning a methodfor specifyingthetrafc to protect,how
thattraf c isto beprotectedandto whomthetrafc is sent.
For both IPv4 and IPv®, it offers the choice of two pro-
tocols: EncapsulatingSecurity Payload (ESP)[9] or Au-
thenticationHeader(AH) [8]. AH providesdataintegrity,
anti-replayprotection,andproof-of-dataorigin onreceved
paclets.ESPprovidesdatacon dentiality in additionto all
that AH provides. In orderto establishandperiodicallyre-
freshthe necessargryptographigparameterfor boththese
protocols|PSecde nesanotheiprotocolcalledthelnternet
Key Exchang€IKE) [7] protocol.

Both ESPandAH protocolscanbeusedeitherin tunnel
modeor in transportmode. The transportmodeleavesthe
original IP heademuntouchedandis usedto protectonly the
uppetlayer protocols. As a result,it canonly be usedbe-
tweentwo endhoststhatarealsocryptographiendpoints.

The tunnelmodeprotectsthe entire IP datagranby useof
encapsulatioandcanbeusedto protecttraf c betweertwo
endhosts,or two gatevays (e.g.routers, re walls), or be-
tweenanendhostanda gatevay.

A popularandwidely deployeduseof IPSecis in estab-
lishing Virtual Private Networks (VPNs). Throughthe use
of cryptographigrimitives,VPNs allow off-site personnel
to accesorganizationaresourcever the public Internet
asif they were on-site. Figure 1 shovs an exampleof a
popularVPN con guration. In orderto accessa resource,
sayResourcel, the client establishesan IPSectunnelwith
the organizations VPN sener. Typically, the ESPprotocol
is usedto ensurethe con dentiality of datatraversingthe
Internet.To communicatavith Resourcd, theclientforms
alP datagranwith theorganizationslocal IP addresgpro-
vided by the VPN sener) asthe sourceaddressandthe IP
addresf Resourcel asthe destinationaddress. It then
encapsulatethis datagramnin anotherP datagramwith its
presentlP addressas the sourceand organizations VPN
sener's IP addresasthe destination.Upon receiptof this
IP-in-IP datagramthe VPN sener strips off the outer IP
headerdecryptstheinnerIP datagramandsendst to Re-
sourcel. ToResourcd, thedatagranappeargasthoughthe
clientwason-site.Tunnelmodeis preferredo thetransport
modebecausehe client canlater utilize the sametunnelto
accesRResource remotelyaswell.

IPSec tunnel N
LW)

Figure 1. A popular VPN con guration.

While performanceof TransportLayer Security (TLS)
hasbeencharacterized?2, 1], very little researcthasbeen
conductedhusfarin understandinghe overheadsnvolved
in usinglPSec.IPSecwasthe focusof work in [6], where
the authorsexaminedthe ESPand AH encapsulatiomover-
heads. However, a comprehensie picture of IPSecover
headswas not presentedecausehe performancepenalty
associatedvith the IKE processwas not examined. This
aspecteedsto be understoodecausehe IKE protocolis
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usuallynotjustrunonceduringtheestablishmentf aVPN
connection. It is periodically run during longer VPN ses-
sionsfor strongersecurity Also, frequentdisconnections
may causdKE to berun multiple timesfor clientsin wire-
lessenvironments.Further the differencein overheadslue
to differentencryptionalgorithmsandkey sizeswasnotin-
vestigatedn the previousIPSecwork [6].

In this work-in-progresgaper we presenthe prelimi-
naryanalysisof the performanceverheadsssociatedvith
IPSecusingOpensvan[3], anopensourceimplementation
of IPSec.We focusonthetunnelmodeof operationrandthe
ESPprotocolbecauset is the mostwidely deployed con-
guration for creatingVPNs. We utilize two methodsin
orderto analyzethe performancempactof the ESPproto-
col, the IKE protocol, variousencryptionalgorithms,and
variouscryptographickey sizes: measuringrun-timesfor
individual securityoperationsandreplacingvarious|PSec
componentsvith no-opsandrecordingthe speed-upn the
run-timeof variousIPSecphases.The main ndings from
thisworkinclude: 1) overheadsf thelKE protocolarecon-
siderablyhigherthan thoseincurredby ESP for process-
ing a datapaclet, 2) cryptographicoperationscontribute
32 60%of theoverheaddor IKE and34 55%for ESR
3) digital signaturegeneratiorand Dif e-Hellman compu-
tationsare the largestcontritutor of overheadsduring the
IKE processandonly a smallamountof the overheadsan
be attributedto the symmetrickey encryptionandhashing,
and4) symmetrickey encryptionis the mostexpensve op-
erationduringthe ESPprocess.

2. Background

IPSecintegratessecurityatthe IP layer. In orderto pro-
vide higherlayerserviceghatarelPSecoblivious,it de nes
two new protocols,EncapsulatingSecurityPayload (ESP)
and AuthenticationHeader (AH). Both ESPand AH pro-
tocols encapsulatéP pacletsusing ESPand AH headers
respectiely. In the caseof transportmodeof operation,
the original IP headelis retainedandthe new ESPor AH
headeis insertedbetweerthe IP headerandthe headerof
thehigherlayertransporfprotocollike TCP. As aresult,us-
ing transportmodeimplies usingIPSecbetweerthe actual
sourceanddestinatiorof the IP paclets.In the caseof tun-
nelmodeof operationtheentirelP pacletto beprotecteds
encapsulateth anotheidP datagramandanIPSecheadeiis
insertedbetweenthe outerandinner P headersThe com-
municationendpointsin tunnelmodearethosespeci edin
theinnerheaderandthe cryptographieendpointsarethose
appearingn the outerIP header Dueto this e xibility of-
feredby thetunnelmode,it is the mostwidely usedin cre-
ating VPNs. Hence,we focuson the tunnelmodein this
paper

The choicebetweenESPandAH protocolsdependn

thedesiredevel of protectiorfor thelP datagramsAs men-
tioned earlier the AH protocol offers dataintegrity, anti-
replay protection,and datasourceauthenticatiorbut does
not offer dataprivacy. The ESPprotocoloffersdataprivacy
in additionto all the featuresoffered by the AH protocol
andis the protocolof choicefor VPN deployment. Conse-
qguently the subsequendescriptionin this sectionfocuses
on the ESPprotocolusedfor forming VPNSs, even though
much of it appliesto AH aswell. Also, the performance
evaluationpresentedn this paperfocuseson the ESPpro-
tocol.

The selectionof a cryptographianechanisnis required
beforeary IP datacanbeencryptedusingthe ESPprotocol.
Theavailable primitivesincludeusinga symmetrickey be-
tweenthetwo cryptographiendpointsor thepublickeys of
theendpoints. Sinceusingpublickey encryptionis compu-
tationally expensie, IPSecusessymmetrickeys. But, be-
fore IPSeccanusesymmetrickey to encryptdata,the sym-
metric keys mustbe exchanged.While out-of-bandmeans
canbeused,t would notbepossibleto scalethemfor large
networks. Moreover, they are not conducve to changing
keys in the eventthe key is compromised.To accomplish
this goal, IPSecde nes the Internet Key Exchange (IKE)
protocol We now describethe IKE and ESPprotocolsin
section2.1and2.2respectiely.

2.1 IKE Protocol

The goal of the IKE protocolis to establishand main-
tain sharedsecurityparameterandauthenticatedkeys be-
tweenthetwo IPSecendpoints. It usesaserienf messages
containedn UDP datagramstypically directecto port500.
The IKE protocolconsistof two distinct phases.The rst
phaseestablishes symmetriclKE key betweertheinitia-
tor (VPN clientin our case)andtherespondeXVPN sener
in our case). This key is usedin the secondphaseto es-
tablisha symmetriclPSeckey for useduring ESPor AH
encapsulation.

IKE de nes two possiblemodesfor the rst phaseof
the protocol: the mainmodeandthe aggressivemode The
mainmodeconsistof 3 exchanges(6 messages total) be-
tweentheinitiator andtheresponderThe aggressie mode
requireshalf the numberof messagebut provideslessne-
gotiatingcapabilitiesfurthermorejt doesnotprovideiden-
tity protectionfor the endpointsof the IPSectunnel. The
secondphaseis alsocalledthe quick modeandinvolves3
messages.

IPSecuseghenotionof SecurityAssociatior(SA)in two
differentcontets. In the context of the IKE protocol,the
SA de nesthe mannerin which two endpointscommuni-
cate; for example,this involvesagreeingon the algorithm
usedto encrypttrafc, the hashalgorithm,andthe mech-
anismto authenticatehe otherend point. IKE de nes 3



catgyoriesof authenticatiormethods(5 in total) for phase
one: the rst methodinvolvesthe useof pre-sharedkeys,

the next two methodsusedigital signaturegusingRSA or

digital signatureslgorithms),andthelasttwo methodause
public key encryption.
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Figure 2. IKE Phase 1, Main Mode

Figure2 shavsthemessagexchangegor the rst phase
of the IKE protocolin main mode with digital signature
schemdor authenticationln the rst exchangeof 11 and
R1,theinitiator | suggestsnultiple SAsfor the IKE proto-
col (I K ESA,) alongwith its cookieC, andtheresponder
R choose®ne(l K ESAR) of themwith its cookieCrg. In
the secondexchangegl2 andR2), the initiator andthe re-
sponderexchangeDif e-Hellman (D-H) public values,g'
andgR respectiely, andnoncesN, andNr respectiely,
to preventreplayattacks.In thelast|3 andR3, eachparty
computesndependentlyhesharedkey SK from theprevi-
ousexchanges- cookies,noncesandD-H values— sends
encryptionof eachidentity (I D, andl Dr respectiely), a
certi cate for thepublickey veri cation (whichis optional),
andasignatureonthe hashed/alueof cookies D-H values,
SK, SAs,andidentities.As aresult,two partieswill agree
onthelKE symmetrickey (SK).

When using a pre-sharedsecretas the authentication
mechanisnior phaseone,the rst two exchangesreiden-
tical to thedigital sighatureapproachdescribedn gure 2.
Theonly differences in thethird exchangewhenonly the
identity of the end-pointanda hashare sentencryptedjn-
steadof thesignature.

Whenaggressie modeis usedinsteadof themainmode
for phaseone,the rst two messagesn the initiator's side
arecombinedinto a singlemessageAlso, the respondes
rst, secondandthird messageare combinedinto a sin-
gle messageThis cutsdown thetotal numberof messages
requiredto establishthe IKE key usingphaseonein half.

The secondIKE phaseis donein quick modeand ac-
complishestwo tasks: 1) it establishesan IPSecSecurity
Association(SA)* and?2) it producesan IPSeckey for use
duringthe ESPor AH encapsulationQuick modeusesthe

1The IPSecSA is differentfrom the IKE SA. In the context of IKE,

IKE key derivedfrom the rst phaseexchangego encrypt
its messages.
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Figure 3. IKE Phase 2, Quick Mode

As shavn in gure 3, the secondphaseof the IKE pro-
tocolis doneby threemessagexchangesFor the rst and
secondmessagefl andR1, theinitiator | andthe respon-
derR exchangdPSecSAs (I PSecSA, andl PSecSAR),
noncesN, andNg (for replayattackprotection),optional
D-H valuesg' andgR, andhashe®f thesevaluesandmes-
sagelDs (to proveliveliness)H ash, ; andH ashg;. After
theinitiator sendsonemorehash(H ash; ;) usingboth N
andNgr andthemessagéD asthethird messagehothpar
tieswill agreeon the IPSecsymmetrickey for useduring
ESPor AH encapsulation.

For bettersecurityduring longer VPN sessions|PSec
providesa mechanisnio periodicallyrefreshboth IKE and
IPSeckeys. Refreshingthe IKE key entailsrunningboth
IKE phasedut refreshingthe IPSeckey only requiresrun-
ning the secondphasg(quick mode)again.

2.2 ESPProtocol

We now describehe processingf IP pacletswhenESP
protocolis usedin tunnelmodein IPSecVPNSs. For pro-
cessingoutboundpaclets,thetransporfayerforwardsdata
to the IP layer, which hasbeenenhancedvith the IPSec
functionality. ThelP layerconsultsalocally maintainedSe-
curity Policy DatabaséSPD)that de nes the securityser
vicesaffordedto this paclet. Theoutputof theSPDdictates
whetherthelP layerdropsthe paclet, bypassesecurity or
appliessecurity

If securityis to be applied,the appropriatd PSecSA is
consultedby looking up the SA databas€SADB)? andthe
entire IP pacletis encryptedand placedinside anotherlP
paclet. To facilitate the processingof this paclet at the
otherend,an ESPheadercontainingSA mappinginforma-
tion andsequenc@umber(to preventreplayattacks)is in-
sertecbetweerthenew IP headeandtheoriginalencrypted
IP paclet. An ESPtrailer containinglntegrity CheckValue

the SA meantagreeingon the authenticatiormechanismencryptionand
hashalgorithms.But, in thecontet of IPSecthe SA de nestheprocessing
doneonaspeci ¢ IPSecpaclet by choosingbetweertunnelandtransport
modesandbetweerESPandAH protocols.

2An IPSecSA negotiatedthroughlKE secondghaseshouldexist atthis
point, if notIKE is invokedto establishit.



(ICV) is alsoinsertedattheendof thenew IP pacletbefore
sendingt out.

Upon arrival of an inbound ESP paclet, the SADB is
consultedIf no SA exists,therecevedpacletis discarded.
Otherwiseijt is de-capsulatedndtheappropriatdPSeckey
to decrypttheoriginal IP pacletis retrievedusingtheinfor-
mationcontainedn the ESPheadeiof therecevedpaclet.
Also, the sequence&umbercontainedn the ESPheadelis
usedto preventreplayattacksandthe ICV valuecontained
in theESPtraileris veri ed to guarante¢hatthepacletwas
notmodi ed duringtransmission.

3. Methodology

We usedOpensven|[3], an opensourceimplementation
of IPSecto examinevariousaspect®f the IPSecprotocol.
This sectiondescribeshe methodologyusedto understand
the IPSecoverheadsincluding the software and hardware
usedandthetestsperformed.

3.1 Experimental Environment

To conductour experimentswe usedtwo x86 Dell Op-
tiplex GX PentiumIV machines. The rst, usedasthe
VPN sener, hada 1:66GHz processoanda 100Mbpsnet-
work interfacecard,while the secondwhichwasusedasa
VPN client hada 1:8GHz processoand a 100Mbps net-
work card.Boththemachinesiad512MBytesof RAM and
wereconnectedo eachotherthrougha 100Mbps Ethernet
switch.

The machinegan DebianLinux [4] with a 2:6:8 kernel.
We disabledthe native IPSecsupportdueto compatibility
issuesandinsteadusedKernelLevel InternetProtocolSe-
curity (KLIPS), the shim provided by Opensvanfor IPSec
support.The Opensvanversionusedwas?2:3:1dr 3, thelat-
estversionatthetime our experimentsbegan.

For measurindbothIKE andESPoverheadsve usedtwo
differentapproachesl) measuringhetime takenfor indi-
vidual securityoperationgreferredto astiming measue-
mentssubsequentlyand 2) replacingvariousIPSeccom-
ponentswith no-ops(referredto as no-op measuements
subsequently)In orderto characterizéhe amountof time
spenton variouscryptographicoperationswe insertedas-
sembly codes$ to capturethe CPU cycle count at which
a cryptographicfunction startedand the countat which it
completedWe determinedheelapsedime for eachopera-
tion by gatheringheelapsedyclesandmultiplying this cy-
cle countwith the processos clock speed.This technique
yields nanosecondesolution,allowing for highly accurate
resultsand minimum overhead. To get an alternateview

30n Intel PentiumprocessorsRDTSC (ReadTime Stamp Counter)
instructionreturnsthe numberof clock cyclessincethe CPUwaspowered
up or reset.This valueis storedasa 64-bitnumber

on the overheadswe replacedthe computationallyexpen-
sive cryptographicoperationswith no-ops. For both IKE

andESR we experimentedvith AES and3DESsymmetric
encryptionschemesvith key sizesof 128 and 256 bits for

AES and192bits for 3DES.For the hashingalgorithm,we
testedhe MD5 hashingalgorithm.

3.2 TestsPerformed

IKE Testing Out of the three cateyoriesof authenti-
cation methodsprescribedfor IKE phaseone, Opensvan
supportonly two: digital signatureandpre-sharedecret.
We examinedthe overhead®f both of these.

The pre-sharedsecretauthenticatiormechanismis the
most commonlyusedmethodin real-world VPN deploy-
ments using IPSec becauseit does not require that the
clients possespublic keys. It doesrequireadditionalau-
thenticationrmeasurebecaus@rganizationoftenkeepthe
pre-sharedsecretusedto establishthe IKE key in public
domainfor easyaccesdor their personnel Sincethe over
headsfor the digital signatureauthenticationrmechanism
area supersebf thoseincurredwhenpre-sharedecretap-
proachis used,we focuson the overheaddor the digital
signatureapproachand elaboratewherethe two methods
diverge.

We evaluatedthe overheadgor bothmainmodeandag-
gressivemodefor IKE phaseone and for quidk modefor
phasewo. Thepublicandprivatekeys requiredfor thedig-
ital sighatureamethodwere manuallycon gured for both
theclientandsener. To communicatavith therunninglKE
daemonQpensvanusesawrapperthatconnectso thedae-
mon. We timed this wrapperto measurehe time to com-
pletethe IKE exchanges.We conducted?5 trials of IKE
daemorstart-up,connectiorinitiation, connectiortermina-
tion, andteardown.

ESP Testing The IPSecESP module usesthe sym-
metric key obtainedthroughIKE to encapsulateand de-
capsulateoutgoingand incoming IP paclets respectiely.
For testingits overheadswe conducte®5trials of thetime
it took the IPSecVPN sener to processa ping request
pacletfrom theclientconnectedria anESPtunnel.

4. Experimental Results

This sectionreportson the experimentakesultsobtained
for timing andno-opmeasurement®or ESPandIKE pro-
tocolsfor AES (key sizes128and256) and3DES(key size
192) encryptionschemesvith MD5 hashingalgorithm.

4.1 Timing Measurements

IKE Timings. Table 1 shows the cryptographidiming
measurementfor phasesone and two of the IKE proto-



col for the respondefVPN sener in our case)whenmain
modewith digital signaturesasthe authenticatiormethod
wasusedfor phaseone. Thereportechumbersareaveraged
over 25 trial runs. Here,and subsequentlythe encryption
algorithmsand key sizesare denotedby a concatenation
of the nameof the algorithmandthe key size (3DES192,
AES128,AES256respectiely). The cryptographicopera-
tionsarelabeledin the samemannerasin gures 2 and3,
with P1 and P2 prependedo disambiguatebetweenthe
two IKE phases.

Table 1. IKE cryptographic overheads for VPN
server (in ms).

MSG OPERATION 3DES192 | AES128 | AES256
P1,R2 | D-H comp. 17.59 17.64 17.55
P1 IKE key gen. 0.18 0.13 0.13
P1,R2 | Decryption 0.17 0.06 0.06
P1,R2 | Signatureverif. 1.07 1.09 1.06
P1,R3 | Hashverif. + gen. 0.04 0.04 0.04
P1,R3 | Signaturegen. 78.82 79.10 78.96
P1,R3 | Encryption 0.06 0.16 0.16
P2 Decryption 0.11 0.03 0.03
P2 Hashverif. 0.02 0.02 0.02
P2,R1 | D-H comp. 17.91 17.95 17.95
P2,R1 | Hashgen. 0.03 0.03 0.03
P2,R1 | Encryption 0.08 0.18 0.18
P2 Decryption 0.07 0.02 0.02
P2 Hashverif. 0.01 0.02 0.01
P2 IPSeckey gen. 0.09 0.10 0.10

Total: 117.59 117.93 117.66

As table 1 shaws, the biggestcontributer to the crypto-
graphicoverheadsitthe VPN senerwasthe RSAsignature
generationOutof thetotal 373 82msrecordecatthesener
for the IKE procesdor 3DES192, including 117:59msfor
thecryptographicmperationsasshavn attheendof table1,
thisoneoperatiortook approximately21%of thetotal time
requiredfor thelKE procesdor all key sizesandencryption
algorithmstested. However, veri cation of signaturesent
by theclientwasmuchmoreef cient (1:07ms,1:09ms,and
1:06msfor 3BDES192 AES128,andAES256respectiely).

The D-H computationswvere the secondbiggestover
headat the sener, consuminga total of 35:50ms (17:59ms
and 17:91ms during phasesne and two respectrely) for
3DES192.Theseoverheadsariedlittle acrossencryption
algorithms. The overheadsassociateavith symmetrickey
encryptionand decryptionoperationsin both phasesare
quitelow andvarywith thesizeof thedatabeingencrypted.
Due to the small differencein the key sizesavailable for
testing,no clearconclusionaboutthe relationshipof over-
headsandkey sizesor encryptionalgorithmscanbedrawn.
Finally, hashingcontributedthe leastto the cryptographic
overheads.

The details of the overheadsrecordedat the initiator

4Thisincludesthe IKE messag@rocessingat the client (includingthe
cryptographicoperationspecauseKE messagebappenn lock-step.

(VPN client) were similar to thosepresentechereandare
omitteddueto spaceconstraints.Overall, the client over

headswere less since the machineused as the initiator

hada 200MHz processingedge. In particular the crypto-

graphicoverheadst the client were 107:27ms, 107:53ms,

and107:41msfor 3BDES192 AES128,andAES256respec-
tively.

Changingthe authenticatiormethodin IKE phaseone
mainmodeto pre-sharedecrechangedhetotal IKE over
headsat the sener to 214:99ms,21371ms,and214:30ms
for 3BDES192,AES128,and AES256respectiely. These
overheaddliffer from the digital signatureoverheadonly
by twice the digital signaturegeneratioroverheadspneat
theclientandoneatthesener. Thisis expectedbecaus¢he
remainingoperationsarevery similarin bothauthentication
methods. For concisenessye have omittedthe detailsof
theseresultsaswell.

Next, we replacedthe main modeby aggressie mode
for IKE phaseone and measuredhe total IKE overheads
for both phasedor digital signatureauthenticatiormech-
anism. This reducedthe numberof messagesxchanged
betweenthe client and the sener but did not changethe
cryptographicoperationgperformed. The resultsre ected
this and no differencein cryptographicoverheadsvas ob-
sened. Theoverall IKE overheadslecreasetly only about
5ms.

Overall, the cryptographicoperationscontributed about
60%to thetotal runningtime of the IKE protocolfor all en-
cryption schemesndkey sizeswhendigital signatureau-
thenticationwasusedin mainmode(32%whenpre-shared
key was usedin main modeand 60% whendigital signa-
tureswere usedin aggressie mode). The remainingtime
wasspentin theactualtransmissiorof the messagesnem-
ory managemengndothernon-cryptographioperations.

ESPTimings. To infer the ESPoverheadsve measured
the processingime of a ping paclet at the sener. Fig-
ure 4 shows the averageoverheadsor 3DES192over 25
trial runswhentheclientsendsa 736 byteping requesto
thesener. Thetopto bottomof they-axisin gure 4 shavs
thejourney of aninboundping requesuntil the sener pre-
paresan outboundping responseacket. Theinboundand
outboundESPoverheadsredemarcatethy thedashedrer
tical linesandtherestof theoverheadsirethestandarging
processingverheadsncurredby the Linux TCP/IPimple-
mentation.

Thekey obsenationfrom gure 4isthatESPprocessing
for apacletis considerablyasterthanlKE. Also, outof the
total 14861 sinboundprocessingime, around58% was
contributedby symmetrickey decryption. Similarly, 55%
of theoutboundprocessindime wascontributedby the en-
cryption operation.While the overheaddor the hashcom-
putationswere negligible in comparisonwith other over
headdor IKE, thisis notthecasefor ESP
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Figure 5 shavs the comparisonbetween 3DES192,
AES128,and AES256 for the sameping paclet process-
ing. While all otheroperationsncur the sameoverheadas
expected AES256is almosttwo anda half timesfasterthan
3DES192n spiteof thebiggerkey size.It remaingo bein-
vestigatedvhetherthis obsenation is hardwaredependent
andwhetherit holdstruefor largertransfers.

4.2 No-op Measurements

In orderto infer the non-cryptographi¢PSecoverheads
we no-opedcryptographicoperationsselectvely andmea-
suredthe speed-up.This sectionreportson the no-op ex-
perimentonducted.

IKE No-ops.Table2 comparesheseneroverheadbe-
tweenthefull IKE implementatiorandits no-opedskeleton
implementationwhere the cryptographicoperationshave
beenstrippedoff. Digital signaturesvereusedfor authen-
ticationduringphaseone,whichwasrunin mainmode.

Table 2. Comparison of full and skeleton IKE
code (in ms).

3DES192 | AES128 | AES256
Full IKE 373.82 370.86 371.06
SkeletonlKE 141.48 141.16 141.05

Thedifferencebetweerskeletonandfull IKE implemen-
tationsfor all encryptionschemess very closeto whatwe

obsenedusingthetiming measurementandthe minor de-
viationscanbeattributedto compileroptimizationsthatoc-
curwhenthecodeis no-oped.Theresultsfor pre-sharede-
cretin mainmodeanddigital signature$n aggressie mode
have beenomitteddueto spaceconstraints.

ESP No-ops. Table3 compareghe processingimesat
the sener for native TCP/IP ping processingthe skele-
tonESPversionwhereall thecryptographioperationhave
beenno-opedandthefull ESPimplementatior(SDES192,
AES128, AES256). It is noteworthy that even when all
cryptographi@perationsareno-opedsubstantiaESPover
headremains,just like in the caseof IKE. The crypto-
graphicoperationscontribute 55%, 34% and 37% to the
overallESPoverhead$or 3DES192 AES128,andAES256
respectiely. SDES192performstheworstof threebutit re-
mainsto beinvestigatedvhetherthis obserationholdstrue
for largertransfersizesaswell.

Table 3. Comparison of full and skeleton ESP
code (in s).

3DES192 | AES128 | AES256
Full ESP 345.69 244.13 252.16
SkeletonESP 182.37
Native TCP/IP 46.44
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