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Abstract— only download content but never serve it to other peers.

Airline frequent-flyer programs reward loyal customers This is evidenced by several measurement studies of ex-
with benefits like free tickets, seat upgrades, and priority jsting p2p systems like Napster and Gnutella. Study [2]
check-in and boarding. Inspired by the concept, this position concluded that at the time, near% of Gnutella users
paper proposes an optionafrequent-sharef program for p2p shared no files, and nearf)% of all responses were re-

systems. The frequent-sharer program is based on a point . .
system with goals of providing incentives to peers to con- tUned by the tod % of sharing hosts. Study in [3] quotes

tribute to the system in order to receive better service from f[he free-loaders to be abo2’% in Gnutella and far lesser
it. The point system is comprised of araccounting component in Napster. It is such free-loaders that the frequent-sharer
that keeps track of each enrolled peer’s contribution to the program attempts to motivate to contribute.
system, and anaward componenthat provides a level of ser-  The roadmap to the rest of the position paper is as fol-
vice to each peer based on her level of contribution. We also o\ys. Section Il provides an overview of the frequent-sharer
propose a mechanism based on the concept @putation sys- o419 - Section |1l describes the point system in detail
temsto track the contributions of the enrolled peers securely. . : k

and section IV describes the reputation system based secu-

rity mechanism. Finally, section V concludes the paper.

. INTRODUCTION
II. OVERVIEW OF THE FREQUENTSHARER PROGRAM

Peer-to-peer (p2p) systems are founded on the fundamen- . .
tal principle of cooperation among the peers. Peers mutur}rhe basis of the frequent-sharer program, the point sys-

ally benefit from peers’ willingness to provide service t&em COOS'StS of two_prlmary components. The first com-
nent is theaccounting componethat keeps track of the

other peers. Users are drawn to these systems due to%et buti ¢ h ho i led in th
ability to locate a wide variety of content. Sharing conten_ 1 outlon Of €ach peer who IS enrofied in e program.
L o . . It periodically updates points for the peers that enroll in
and maintaining connectivity are important factors in th
t%% frequent-sharer program, as they serve content. The

success of such systems. This position paper focuses . . . . .

unstructured decentralized p2p systems like Gnutella [ countlng_compon_ent takes into conS|dgrat|on factprs like
where locating and retrieving the existing close-by copy o ppp_ular_lty, file sizes, and peer bandwidth. Speual_em-
the content requires peers to be mutually cooperative. phasis is given to encourage peers to serve hard-to-find or

Inspired by the airlindrequent-flyeprograms, we pro- unpopula_r content. The accoun_tlng co'mponent also gives
. . . an incentive to the peers for staying online longer. The sec-
pose an optiondtequent-shareprogram to provide an in-

centive for the peers in a p2p system to share and serve?ﬁ'g\I component of the point system is taeard compo-

. nent A peer is provided a level of service (LoS) based on
content they download (or generate), stay online longer atrﬁd number of points sh ms in th tem. Peers wh
hence contribute to the system in order to receive betterseﬁq UMBEr of points She earns € system. Feers who

. . . . choose not to enroll in the frequent-sharer program are pro-
vice from it. The program is based on a point system thaltOled 2 basic LoS throughout. The idea is to continue t
serves to identify the contribution of each peer who enrolfs slc Lo 9 ' N °

. , I~ : rovide an acceptable LoS to uncooperative peers or peers
in the program and provides guidelines for various lev: . . ;

: I o chose not to enroll in the program, but differentiate
of service to peers based on the level of contribution. We

also propose a security mechanism based on the conceq‘ifggémg various peers by providimhancedand premium

. . . to peers who are sharing and serving more content than

reputation system® prevent malicious and colluding peersth rs. The prevalent unstructured decentralized p2
from thwarting the tracking of peer contributions. Ohers. € prevaient unstructured decentralized p=p sys
tems like Gnutella have a content search phase and a re-

In the absence of any incentive mechanism to share con- - )
rieval phase. A combination of parameters that impact each

tent, peers in p2p systems have suffici_ent motivation to b?these phases are used to map to the various LoSs
free-loaders. Free-loaders (aka free-riders) are peers Vﬂq%ecause enrollment of peers in the frequent-sharer pro-

'to mean peers who share frequently gram is optional, the accounting component runs only on



{Enm”mem and Aggregatioﬂ There are two ways that malicious peers can hinder the
Agent (EAA) proper functioning of the award component. First, they may

/,1 ‘\ not give better LoS to peers who are eligible for enhanced

. N - or premium LoS. Second, they may collude with other peers

. . and give each other a better LoS than the points justify.

Accounting Accounting .

Component Component Though some peers could be malicious but the success of
p2p stems in part due to mutual goodwill. Peers may choose

Award Award not to enroll in the frequent-sharer program for various rea-
Component Component sons. One reason could be if they are not frequent users of
EP EP the system. Moreover, some peers may not want to get their
points tracked. The award component works on the belief

Award that whether or not a peer enrolls in the program, if she

trusts the points of other enrolled peers, she would be will-

oP ing to provide them with the appropriate LoS. This is for

three reasons. First, it is difficult for peers to know if they
Fig. 1. Components of the Point System. Communication along th@ve indeed received the LoS they were eligible for. Sec-
dashed lines is periodic and that along the solid lines is per transactiannd, a light-weight secure enforcement of the award com-

ponent does not seem possible because of the possibility of

peers that choose to enroll in the program, but the awﬁa’plan_—m-_th;mmdle adttack. Th|rd£ rew?rdf[ f(rjom TEI'(;]OUS
component requires each peer in the p2p system to run fnaviorin the reward component are imited, Uniike those

hanced functionality of providing appropriate LoS to O,[hé%ossible by altering the point computation of the account-

peers. This is important to encourage peers to enroll in e cqmponent. As aresult, sch_on IV only describes the
program. security measures for the accounting component.
. Figure 1 shows the various components of the point sys-
Peers can choose to enroll in the frequent-sharer program
: : . tem to be run on enrolled peers (EPs) and other peers (OPs)
any time by contacting a enrollment and aggregation agent N
. iy In the system. The communication between peers shown
(EAA). The EAA could be replicated for efficiency pur-. . . .
n the figure takes place only during search and retrieval

oses. They can also decide to un-enroll at any time. The : . o
POSE: y L y ime. hases and that with the EAA is periodic.
first time an enrolled peer joins a p2p network, she is ellgll)—

ble to receive the basic LoS. Through their participation in
the system, peers enrolled in the frequent-sharer program [11. DETAILS OF POINT SYSTEM

can earn points and upgrade to a better LoS, while peers\s mentioned before, there are two main components of
who do not enroll in the program continue to receive the bgye point system:

sic LoS. The point system allows peers to save their points,  Ap, accounting componethat credits points in an en-

agross _sessmr_ls_. Th_us,_a cooperative _peer'can ma|.nta|n ben'rolled peer’s account based on her level of contribution
efits of its participation in the system in spite of being off- in the p2p network.

line for a while. _ _ « An award componerthat chooses appropriate level of
The accounting component mvolves'keeplng acounter of  gepice (LoS) for each peer based on the number of
points indicative of each enrolled peer’s contribution to the points she has earned in the system.

system. This counter is sent along with each query and the

retrieval request. Based on the value of the counter, peers _

who process the query and the peer who serves the confénfccounting Component

decide on the LoS that the peer requesting the documenThe basic idea behind accounting is very simple, enrolled
is eligible to receive. In a perfect world, each peer’s Igpeers can receive better LoS for their downloads if they
cal software can update the counter that keeps track of Berve more content and stay online longer. The first time a
points. However, this simple mechanism could be thwartpéer joins a p2p network, she starts out with zero points and
by the peers altering the point computation to their beneiitonly eligible for the basic LoS. Through her contribution
or by tempering with the value of the stored counter. Hende,the system, she can earn more points and become eligible
there is a need for security mechanisms to enforce secfomebetter LoS (enhanced or premium). In order to ensure
point computation. We proposeaeputation-basedecurity that peers continue to cooperate even after becoming eligi-
mechanism that uses (public, private) key pair and the EA#e for enhanced or premium LoS, points earned by a peer
to ensure fair periodic updates to each enrolled peer’s poirigire periodically. Hence, peers have to keep contribut-
in the system, still ensuring points for each peer are kept lag to the system in order to retain or upgrade their LoS.
cally for fast retrieval during content search and downloa@eers who are not enrolled in the frequent-sharer program



always receive a basic LoS. Peers retain their points acrémssuch p2p systems. It will give credit equivalent to shar-
sessions, so that a peer can continue to receive better Lo&dfone file to each serving peer, but only according to the
she was a cooperative participant of the system in the paize of the download it facilitated.
For now, assume that the points for each enrolled peer ar@) Enhanced Accounting with Individual File Populari-
updated and maintained in the local software. Section hgs: Measurement study of Gnutella queries( [4]) found
discusses the details of how the points are periodically upat the popularity of search strings follows a Zipf-like dis-
dated by the enrollment and aggregation agent (EAA) tHabution. Study [5] of availability and locality measure-
handles the enroliment in the program because of secufitgnts of p2p file systems noted that most populsih of
implications of this naive approach. Points are kept localtpe transferred files account f60% of the total files trans-
for fast retrieval but encrypted by the central authority. Seferred; 10% of most popular stored files account fav%
tions 111-A.1 and I1l-A.2 detail the algorithms that are use®f the total files stored. Further, the authors observe that
to credit an enrolled peer’s points. 4M B was the most popular file size. This implies that on
1) Basic Accounting: In the most simple case, a peewhile some files are rarely accessed, most popular files are
enrolled in the progranearnsa point for every request it accessed very heavily. Although the basic point system de-
serves. We call this scheme tbae-for-one accounting scribed in IlI-A.1 recognizes the presencehafrd-to-find
This scheme has some obvious shortcomings. It offers peewstent it does not take into account the exact file popular-
an incentive to serve requests for very short files in ordey distribution. Hence, it may not produce the best results
to keep their upstream bandwidth consumption to a mini terms of capturing the participation in the system. If a
mum. This can be avoided by earning points in terms p2p system provides dynamic file popularity updates, this
content size (i.e., every megabyte of content downloadedhanced point system can be used. Secure functioning of
pays a point and every megabyte of content served earrte@accounting component involves periodic computations
point). We call this scheme theger-MB accounting Fur- by the EAA. As described in section 1V, the EAA can facil-
ther, a peer with high bandwidth connection will be able titate such dynamic popularity updates. The basic formula
serve content faster than a peer with a slower connectifor. total point computation remains the same as before, only
The accounting should account for a peer’s serving cap#iee upload credit (UC) component changes. Figure IlI-A.2
ity as well. We assume that methods exist to find out peessiows the changed component to be used in the formula in
connectivity since it was found in study [3] that peers oftefigure Il1I-A.1. The file popularities are shown as a function
state their bandwidth availability incorrectly. Func(pop) in the figure. It has been shown in [6] that for
Another issue is that some files are popular while othkeplication purposes, square root popularity produces the
ers are not. Since unpopular files may not be accessed figtimal results. Hence, we conjecture that incorporating
quently, the peers who keep them in the shared directahe square root of file popularity as a divisor in the compu-
need to be given credit for being online and ready to serwgion of points for a peer would produce optimal results.
the hard to find content. Figure IlI-A.1, describes a basiowever, the exact function remains an area of future in-
accounting algorithm that updates the points for a peer wigbstigation.
bandwidthbw, based on the file sizes served, its bandwidth,

and glves Credlt to the peer for belng Onllne Upload Credit (UC):for every request served of size
MBytes for theith file, earn points as:

L(si/(f x Func(popi)) x (bw/b))]

Tunable parameters:
file size factorf, f € integer ) ] ) . ) -
bandwidth factorb, b € ® Fig. 3. Enhanced Accounting with Individual File Popularities

time units in hourst, ¢ € integer

Upload Credit (UC):for every request served of size

MBytes for theith file, earn points as: B. Award Component

s/ f) x (bw/b))] _ _ While the accounting component ensures every enrolled
Sy oo Share oo eveyime units for peer’s points are updated according to its level of contribu-
n (wheren is the number tion, the award component which runs on each peer’s soft-

of fles in shared directory) ware uses those points to decide on the LoS other peers are
Total points in a peer’s account far eligible for. When a peer performs a search for content or
uploads inb time units requests retrieval of content, her points are sent along with

ZiaxUC+b><OC

the request. In the case of peers new to the system or the
peers who are not enrolled in the program, these points will
be zero, corresponding to the basic LoS. For others peers
Some existing Gnutella like p2p protocols facilitate pathe points will be positive. The peers that process the query
allel downloads. Above formula for computing the numbeand the peer that serves the content provide a LoS to the re-
of points a peer has earned can be used without any chaggester based on the points it has earned in the system. An

Fig. 2. Basic Accounting Algorithm



Premium LoS for their systems.
We assume that each peer interested in joining the
Q Enhanced Los| P>=P frequent-sharer program obtains a (public, private) key pair
—'| BasicLoS a<=P<b from the enrollment and aggregation agent (EAA). The
P<a EAA could be replicated for efficiency and availability rea-
: sons. To avoid security issues arising out of peers obtain-
Points (P)

ing multiple identities for the sake of earning more points

in the system, we propose using human intervention of the
type proposed in [9] while obtaining the (public, private)
key pair. Further, we assume that each peer also has access
example of the parameters that can be mapped to variea&EAA's public key. The assumption is that the EAA is not
LoSs are:number of hops peer’s query is allowed to gomalicious but peers can be malicious and can collude with
in search of the contenH{), type of schedulinghe serving other peers.

peer uses in serving the contelsY(andrate at which the  Let us denote the public and private keys of the requester
peer serving the content is willing to transfer the documepéers byP K. and SK,. and those of the senders /K,

(R). ParameterH is specific to p2p networks similar toandSK . The following exchange takes place between the
Gnutella and may be different for other p2p networks. Thequester peer and the sender peer at the time of file down-
mapping of number of hopH to a LoS could be indepen-load:

dent of the number of peers enrolled in the program, how-« After the sender sends the file,
ever the mappings of rafe, and scheduling might have to

Fig. 4. Levels of Service in a P2P Network

the requester
sends arequester portion of the receipt (RPR)

be changed for the system as the enroliment in the frequent-
sharer program changes. This can be done by monitoring
the change in enrollment observed by individual peers.

In its basic form, the LoS can have three types of ser-
vices, based on particular combination of valuesHqrs, o
and R. These levels are referred tolaasicLoS, enhanced
LoS, andpremiumLoS. Basic LoS is the service rendered
by the system to the new, or uncooperative peers and to
peers who do not enroll in the program. It corresponds to
limiting the H, S, andR parameters by the peers when they
have enhanced or premium customers in the system. We de-
fine the enhanced LoS to be for peers that maintain points
P defined bya < P < b. Point more than that earn a peer
premium service from the system and less than that only
qualify a peer for basic service.andb are positive valued
tunable system parameters. Figure IlI-B shows the various
LoSs.

IV. SECURITY ISSUES INACCOUNTING COMPONENT

{requesteridentity, filename, filesize, timestamp,
otherinfo}gy. to the sender peerotherinfo might

be the file popularity, if the enhanced accounting with
individual file popularities is used.

The sender peer verifies the information us-
ing the requester's public key and stores
{{requesteridentity, filename, filesize, timestamp,
other.info} Sk {senderidentity, sendebandwidtr}}SKS
as areceiptof the transaction. The receipt is shown in
figure 5.

Requester Identity
File Name

File Size

Time Stamp
Other Information

Sender Identity

Private Key
Sender Bandwidth

Fig. 5. Receipt of the Transaction

When we described the accounting component, we as-

sumed that the counter maintained by the accounting comif any one of the peers involved in the transaction is not
ponent that keeps the most recent points for each peeersolled in the frequent-sharer program, above receipt ex-
kept and updated in the enrolled peer’s software itself. P2pange does not take place. This is to ensure that peers who
servent software may be easily modified by malicious peets not enroll in the program do not incur the overhead. In
and as as result they can run a version of the software tti@t case, if the sender is enrolled in the program, it would

thwarts the point computation algorithm.

not be able to get credit for serving the file. This could

The proposed security mechanism is based on the cpotentially serve as a motivation for the senders to prefer
cept of reputation systemsPoints maintained by the ac-transactions only with other enrolled participants.
counting component in essence are credentials that comAbove receipt generation ensures that the senders do not
prise each peer’s reputation, upon which the award compmet credit without serving the file. This is because the re-
nent makes decisions about the LeBayandSlashdotire quester peer does not give the receipt before getting the file.
examples of existing centralized reputation systems. Fr&ince the sender gets credits for serving the file, it has no
haven project [7] and NICE project [8] use a similar concept¢ason to drop the receipt. If the receiver does not send the



RPR, the sender can report to the EAA. Beyond a threshoiteiving the file. The enrolled sender peer verifies the
number of such complaints the requester can be blacklistRiPR and stores the receipt. At some later time, the enrolled

If enrolled in the program, periodically the sender peesender obtains credentials in fixed denominations, from the
send these receipts to the EAA and they are translated i&&A, as points.
credits to each of their points by the EAA. The credit com- The accounting component also gives credit to peers for
putation is in accordance with either of the point compustaying online, based on the number of files they are shar-
tation algorithms described in sections I1I-A.1 and IlI-A.2ing. This will be done by periodic monitoring by the EAA.
taking into account factors like the file size, popularity, anthe exact frequency of such monitoring remains to be in-
sender’s bandwidth. The frequency of these updates woutsstigated. Just as the EAA sends encrypted credentials to
depend on the balance between the overhead for the EAélgvant peers after processing receipts, the credits earned
the sender peer, the network, and that of keeping senderlaceach peer after the monitoring can be sent by the EAA
counts up-to-date. to the peers.

After  processing the receipts, the  EAA The enhanced point computation algorithm described
sends an encrypted credential {EAA.identity, in Ill-A.2 requires an information about file popularities.
time_stamp, sendepoints,sendeidentity} g to One possible way to get such information would be for the

the sender peer. We expect the credential to contain poiR3A to do such computations since it has information about

in fixed denominations. Left over odd denominations afhich files were accessed from processing the receipts. Lo-
points can be stored with the EAA to be incorporated in tifé@! views of peers about file popularities may not give accu-

future credentials. The time stamp in the credentials servate information. The EAA can send such updates to peers
to expire the points. The expiration duration is expecté¥hen it sends them the processed credentials.

to be a system parameter. When the requesters send their

points during search and retrieval phases, the expired points V. CONCLUSION

do nqt carry any value. The motivation behind expiration \na have proposed a frequent-sharer program, based on a
of points is to prevent the peers who have once eamggin: system to increase participation in decentralized un-
good credit in the system to never contribute after thaf,cyred p2p systems. It securely tracks each peer’s con-
and still receive better LoS. The EAA does not store th&y, tion to the system and provides a level of service com-
accounts for any peer. Thus, peers keep their latest poifsnsyrate with the participation. Currently, we are working

for transaction purposes and do not have to contact thene performance evaluation of the point system.
EAA often. Since the credentials are encrypted, tempering

with the points is not a possibility. Another important R
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