Viewer Experience of Obscuring Scene Elements in Photos
to Enhance Privacy
Rakibul Hasan1 , Eman Hassan1 , Yifang Li2 ,
Kelly Caine2 , David J. Crandall1 , Roberto Hoyle3 , Apu Kapadia1
1

Indiana University, Bloomington, IN, USA, {rakhasan, emhassan, djcran, kapadia}@indiana.edu
2 Clemson University, Clemson, SC, USA, {yifang2, caine}@g.clemson.edu
3 Oberlin College, Oberlin, OH, USA, hoyle@oberlin.edu
transforms that address privacy at an element level, rather than
forcing people to take an all-or-nothing image level approach
in sharing or withholding images online.

ABSTRACT

With the rise of digital photography and social networking,
people are sharing personal photos online at an unprecedented
rate. In addition to their main subject matter, photographs
often capture various incidental information that could harm
people’s privacy. While blurring and other image filters may
help obscure private content, they also often affect the utility
and aesthetics of the photos, which is important since images
shared in social media are mainly for human consumption.
Existing studies of privacy-enhancing image filters either primarily focus on obscuring faces, or do not systematically study
how filters affect image utility. To understand the trade-offs
when obscuring various sensitive aspects of images, we study
eleven filters applied to obfuscate twenty different objects and
attributes, and evaluate how effectively they protect privacy
and preserve image quality for human viewers.

Transforming elements within an image present a trade-off
between privacy and utility; these transformations need to be
aggressive enough to remove or obscure private information,
but not so aggressive that they destroy the value of sharing
the image. For example, transformations such as blurring and
pixelation can be used to redact portions of an image [5, 7, 14,
25, 30, 38]. However, much of this work does not consider
the potential negative impact on image aesthetics or utility,
and much of it focuses on obfuscating faces or bodies, not
on various other scene elements that may also raise privacy
concerns (e.g., monitors and financial documents). While
some work considers how these transformations affect the
user experience [13, 30] or studies particular transformations
of objects [15], we believe a systematic study is needed on
how well various transformations balance concealing private
content with preserving image value for a human viewer.
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Of course, what is considered private is highly individual and
context-dependent, and further motivates why it is important
to understand how various transforms obscure or reveal various elements. For example, in some cases, one may want to
conceal the identity of a person in a photo but preserve some
of their properties such as facial expression, gender, and skin
color (e.g., documenting an angry protest while providing participants with anonymity). In other situations, one may want
a filter that reveals the identity but conceals other properties
(e.g., to obscure an embarrassing facial expression).
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INTRODUCTION

Sharing images has become popular on social media sites
and applications such as Flickr, Instagram, Snapchat, Facebook, and WhatsApp — by one estimate, more than 1.8 billion photos are posted to popular social media systems each
day.1 Many of these images are shared despite the presence
of private elements within the photo (e.g., an embarrassing
facial expression or sensitive information visible on a computer screen), while other images may not be shared because
of sensitive content that people prefer to keep hidden [30]. We
seek to help people improve sharing decisions through image

In this work we examine how obfuscating ‘objects’ affects
various ‘attributes’ of those objects that a viewer can perceive. We present the findings of an experimental study conducted on Amazon Mechanical Turk2 (N=570) on the effects
of five different transforms (masking, blurring, pixelation,
edge detection, and silhouetting) on both privacy and user
experience (including visual aesthetics and satisfaction) for
scenarios that previous studies have identified as important for
privacy [1, 2, 9, 14, 18, 26, 46]. We find that it is possible to protect selected regions within an image while preserving utility
and aesthetics. We also find that different filters work better
at protecting different attributes within images, and provide
quantitative information to guide future applications.

1 https://www.dailydot.com/debug/mary-meeker-photo-report/
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