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ABSTRACT
Pervasive photo sharing in online social media platforms can
cause unintended privacy violations when elements of an
image reveal sensitive information. Prior studies have identified image obfuscation methods (e.g., blurring) to enhance
privacy, but many of these methods adversely affect viewers’ satisfaction with the photo, which may cause people to
avoid using them. In this paper, we study the novel hypothesis that it may be possible to restore viewers’ satisfaction by
‘boosting’ or enhancing the aesthetics of an obscured image,
thereby compensating for the negative effects of a privacy
transform. Using a between-subjects online experiment, we
studied the effects of three artistic transformations on images
that had objects obscured using three popular obfuscation
methods validated by prior research. Our findings suggest
that using artistic transformations can mitigate some negative effects of obfuscation methods, but more exploration is
needed to retain viewer satisfaction.
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INTRODUCTION

Photo sharing provides a natural mechanism for people to
express themselves and interact with one another [19], and
online social media has dramatically increased the volume
of photo sharing activity [7, 8]. Such sharing has, in turn, led
to a rise in accidental privacy violations [46], for example by
revealing embarrassing moments of photos. To address this
risk, social media users engage in self-censoring measures
ranging from restricting their sharing, to controlling access
to their photos through privacy settings, to withdrawing
from social media platforms altogether [40, 41, 47]. People
also have to exercise control offline to avoid sharing coowned photos with undesired audiences [42] or embarrassment by photos captured and shared by other people [37].
Unfortunately, these measures seem to be as inadequate as
pervasive photo sharing on social media continues to generate major privacy concerns [37, 42].
To reduce the privacy risks of online photo sharing, recent
studies have proposed using privacy-enhancing image obfuscations to obscure sensitive regions of photos [14, 15, 25],
while trying to preserve the ‘utility’ (i.e., the viewer’s experience) of the photos. These studies identify a set of obfuscations that can effectively obscure objects (or their properties)
in a photo while minimizing the impact on the viewer’s
overall “satisfaction.”1 However, the set of such useful obfuscations is relatively small; most obfuscations reduce the
1 As

described later, “satisfaction,” “information sufficiency,” and “aesthetics”
are measured as dependent variables based on questions derived from prior
work [14, 25].

